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Resumo Estendido

O documento desta tesefoi originalmente redigido em inglês. Para estar em conformi-

dadecom as normasda UniversidadeFederalde Minas Gerais,esteresumoem português

faz uma exposi�c~ao abreviadade cadaum doscap��tulos que comp~oe esta tese.

Cap��tulo 1 { In tro du�c~ao

Ger̂enciade falhas�e uma das fun�c~oeschavesdossistemasde ger̂enciade redesintegradas.

A �nalidade da ger̂enciade falhas �e localizar, determinar as causase, seposs��vel, corrigir

falhas na rede. Particularmente, sistemasde ger̂encia de falhas devem ser capazesde

funcionar corretamente na presen�ca de falhasna rede.

Esta teseapresenta a especi�ca�c~ao deuma arquitetura deagrupamento deagentespara

o Simple Network ManagementProtocol (SNMP) que suporta replica�c~ao dos objetos de

ger̂encia. Esta arquitetura podeseraplicadaa qualquerframework deger̂enciadistribu��da.

A maioria dossistemasdemonitora�c~aosomente permite examinarosobjetosdeger̂encia

de agentes livres de falhas. Os objetos de ger̂enciare
etem o estadodasentidadesgerenci-

adas. Assim, a leitura da MIB (ManagementInformation Base) deum agente falho muitas

vezes�e �util para sedeterminar a raz~ao porqueum determinadoelemento da redeest�a falho

ou inacess��vel. Nestetrabalho descrevemosuma arquitetura para agrupamento de agentes

em clusters. Um cluster de agentes proporciona que objetos de ger̂encia sejamtolerantes

a falhas. Objetos replicadosde um agente falho, que pertencea um cluster, podem ser
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acessadosatrav�esde um chamadocluster par.

A arquitetura especi�cada �e estruturada em tr ês camadas. A camada inferior cor-

responde aos objetos de ger̂encia nos elementos da rede chamadosAgente. A camada

intermedi�aria cont�em as entidades de ger̂enciachamadasgerente de cluster que executam

a tarefa de monitorar um conjunto de objetos de ger̂encia a �m de mantê-los replicados

e consistentes em outros clusters. Na camadasuperior s~ao de�nidos todos os clustersde

ger̂enciaassimcomoo relacionamento entre essesclusters.

Esta arquitetura permite que diferentes mecanismosde comunica�c~ao sejamutilizados

para enviar instânciasdosobjetos replicadosentre osclusters. Nestatese,propomoso uso

de protocolospara comunica�c~ao de grupos, devido �as suaspropriedadese servi�cos como

multicast con��avel e ger̂enciade grupos, entre outros.

Como contribui�c~oes,esta teseapresenta:

� A de�ni�c~ao de uma arquitetura para ger̂enciade falhasde redescon��avel baseadana

replica�c~ao dosdadosde ger̂enciadoselementos de uma rede.

� A de�ni�c~ao de um framework SNMP de agrupamento de agentes para replica�c~ao dos

dadosde ger̂enciaem grupos de agentes SNMP.

� A implementa�c~ao de uma ferramenta de ger̂encia de falhas de redes baseadano

framework SNMP de agrupamento de agentes.

� A publica�c~aodeum Internet-Draft chamadoA ClusteringArchitecture for Replicating

Managed Objects. EsteDraft descreve oscomponentes da arquitetura deagrupamen-

tos de agentes SNMP.

Cap��tulo 2 - Ger ência de Redes & O Framew ork SNMP

Ger̂enciade Rede�e necess�ario para controlar e monitorar as opera�c~oesda redede acordo

com os requisitos dos usu�arios. A Ger̂encia inclui a inicializa�c~ao, monitora�c~ao e modi-

�ca�c~oestanto noselementos de hardware quanto de software.
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A ISO (International Organization for Standardization) propôs uma classi�ca�c~ao das

funcionalidadesdo gerenciamento de redes em cinco �areas: falhas, desempenho, con-

�gura�c~ao, seguran�ca, e contabiliza�c~ao. Tais funcionalidadesforam propostascomo parte

da especi�ca�c~ao do gerenciamento de sistemasOSI (Open SystemsInterconnection).

O SNMP (Simple Network Management Protocol) �e o padr~ao de fato utilizado atual-

mente no gerenciamento dasredes.SNMP �eum framework aberto desenvolvido pelacomu-

nidade TCP/IP que permite o gerenciamento integrado de redesaltamente heteroĝeneas.

A arquitetura SNMP �e originalmente baseadano paradigmagerente-agente, na qual a

rede�e monitorada e controlada atrav�esde aplica�c~oesde gerenciamento chamadasgerentes

executandonuma Esta�c~ao de Ger̂enciade Rede(Network ManagementStation), e agentes

executandono n�os e dispositivos da rede.

Cada agente executando numa rede mant�em informa�c~oes de ger̂encia armazenadas

numa basede informa�c~oesde ger̂encia local - MIB (ManagementInformation Base). A

Esta�c~ao de Ger̂enciada Redeexecutauma cole�c~ao de aplica�c~oesde ger̂enciaquepermite o

gerenciamento de falhas, desempenho, con�gura�c~ao, seguran�ca, contabiliza�c~ao, entre out-

ras funcionalidades.

Informa�c~oesde ger̂encia �e um componente chave de qualquer sistemade ger̂encia de

rede. No framework SNMP, as informa�c~oess~ao estruturadascomouma cole�c~ao de objetos

de ger̂encia (managed objects) armazenadanuma MIB. A SMI (Structure of Management

Information) de�nes as regraspara descrever as informa�c~oesde ger̂encia. A SMI de�ne os

tip osdedadosquepodemserusadosnuma MIB, ecomotais informa�c~oess~aorepresentadas

e identi�cadas dentro da MIB.

O protocol SNMP �e empregadopelas aplica�c~oes gerentes e agentes para comunicar

informa�c~oesger̂encia. Ele �e usadopelosgerentes para consultar e controlar os agentes, e

pelos agentes para disparar traps e respostas as consultasexecutadaspelos gerentes. O

protocolo SNMP ofereceuma cole�c~ao de opera�c~oesa �m de comunicar as informa�c~oesde

ger̂encia: Get, GetNext, Bulk, Set, Response,Trap.

Durante osanos90, a IETF (Internet EngineeringTaskForce)de�niu tr êsarquiteturas

de gerenciamento para a Internet, conhecidascomo SNMPv1, SNMPv2, e SNMPv3. A
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arquitetura SNMPv3, atualmente em uso,atendeasnecessidadesde seguran�ca e escalabil-

idade exigidaspela comunidade Internet ao longo dessesanos.

Cap��tulo 3 - Replica�c~ao & Com unica�c~ao de Grup o

Um problema inerente aos sistemasdistribu��dos �e a potencial vulnerabilidade a falhas.

Contudo, em sistemasdistribu��dos, �e poss��vel introduzir redundância, e assim,tornar um

sistemacomoum todo mais con��avel do que as suaspartes.

Num sistemade computa�c~ao distribu��da �e imposs��vel tolerar todos os tip os de falhas.

Assim, o objetivo da tolerância a falhas �e melhorar a con�abilidade e disponibilidade de

um sistemaao tolerar um n�umero espec���co de tip os de falhas.

Modelosde falha t êm sido desenvolvidos para descrever de maneiraabstrata osefeitos

dos tip os de falhas. Uma hierarquia dos modelosde falha foi desenvolvida para uso em

diversas�areasde aplica�c~ao e inclui os seguintes modelos: Bizantino, Bizantino com aut-

entica�c~ao, desempenho, omiss~ao, crash, e fail-stop. O modelo de falha mais amplo nesta

hierarquia �e o modelo de falha Bizantino (Byzantine or Arbitrary). Nestemodelo, oscom-

ponentes falham de maneiraarbitr�aria. Este modeloacomoda todasasposs��veiscausasde

falhas, incluindo falhas maliciosas. O modelo de falha fail-stop inclui ao modelo de falha

crasha suposi�c~ao que um componente falho �e detectadopelosoutros componentes. Al�em

disso,um componente do sistemafunciona corretamente ou n~ao funciona.

Redundância �e normalmente introduzida pela replica�c~ao doscomponentes ou servi�cos.

Embora replica�c~ao sejaum conceitointuitiv o, suaimplementa�c~ao em sistemasdistribu��dos

requer t�ecnicasso�sticadas. Replica�c~ao ativa e passivas~ao as duas principais classesde

t�ecnicasde replica�c~ao para assegurarconsist̂enciaentre asr�eplicas.T�ecnicasde replica�c~ao

tais comocoordinator-cohort, semi-passiva, e semi-ativa s~ao variantes das duas principais

classes.

A t�ecnicadereplica�c~aopassiva �etamb�emconhecidacomoa abordagemprimary-backup.

Esta t�ecnicaselecionauma r�eplicaservidorapara atuar comor�eplica prim�aria, e asoutras

r�eplicasatuam como backup. Desta forma, a comunica�c~ao entre uma aplica�c~ao cliente e
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as r�eplicasservidorasocorre somente atrav�esda r�eplica prim�aria.

Aplica�c~oes distribu��das con��aveis devem assegurarque os servi�cos sejam oferecidos

mesmoem presen�ca de falhas. A abstra�c~ao de grupos de processos�e uma poss��vel abor-

dagem para construir sistemascon��aveis. Esta abordagem consistede estruturar uma

aplica�c~ao em grupos cooperantes de processosque secomunicam usandoum servi�co mul-

ticast con��avel.

Sistemasde comunica�c~ao de grupo proporcionam a abstra�c~ao de grupos de proces-

sos,sendopoderosasferramentas para a constru�c~ao de aplica�c~oesdistribu��das tolerantes

a falhas. Diversossistemasde comunica�c~ao de grupos t êm sido implementados e est~ao

dispon��veis, tais comoTransis,Horus, e Ensemble.

N�os consideramosque devido a natureza distribu��da dos atuais sistemasde ger̂encia

de redese a abstra�c~ao de gruposcooperantes de processos�e poss��vel aplicar uma varia�c~ao

da t�ecnicade replica�c~ao passiva para construir sistemasde ger̂encia de redestolerantes

a falhas. Em particular, um grupo de agentes poderia ser estendido para enviar suas

informa�c~oes,isto �e, seusobjetos de ger̂enciaspara outros agentes de forma a replicar suas

informa�c~oese tais agentes atuarem como r�eplicasbackups dos seusobjetos de ger̂encia.

N�os de�nimos esta extens~ao da replica�c~ao passiva para replicar objetos de ger̂enciacomo

replica�c~ao passiva com permiss~ao de opera�c~ao de leitura nas r�eplicasbackup.

Cap��tulo 4 - Ger ência por Replica�c~ao: Especi�ca� c~ao

Existem in�umeras possibilidadesde implementar redundância em sistemasdistribu��dos

com o objetivo de obter con�abilidade. Os recursosde comunica�c~ao e processamento

dispon��veisnuma redes~ao requisitosquedevem serconsideradosna de�ni�c~ao da estrat�egia

de redundância a ser utilizada. A disponibilidade de tais recursostorna-se mais impor-

tante em situa�c~oesde falhas, onde normalmente o comportamento da rede �e afetado e a

quantidade de recursosde comunica�c~ao e processamento �e reduzida.

A abstra�c~ao l�ogica de cluster para a arquitetura de agrupamentos de agentes leva

em considera�c~ao a quest~ao da escalabilidadee dos recursosnecess�arios para suportar a
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replica�c~ao de objetos de ger̂encia e, assim, permitir a constru�c~ao de sistemasde moni-

tora�c~ao con��aveis.

Os seguintes requisitosoperacionaiss~ao identi�cados na arquitetura para replica�c~ao de

objetos de ger̂encia a �m de alocar o m��nimo de recursosda rede e, ao mesmotempo,

garantir a distribui�c~ao dosobjetos replicadosem lugaresespec���cos da rede.

� Flexibilidade: a arquitetura permite a de�ni�c~ao dos objetos de ger̂encia replicados

por um cluster; quais agentes s~ao seusagentes membros a seremmonitorados, e os

lugaresondeos objetos s~ao replicados.

� Disponibilidade: c�opias dos objetos de ger̂encia replicadoss~ao mantidas em lugares

espec���cos. Destaforma, enquanto houver uma c�opia dosobjetosdeger̂enciaqueseja

access��vel, ou seja,semfalhas,o acesso�as informa�c~oesdessesobjetos �e garantido.

� Consist̂encia: os valoresdos objetos de ger̂encia replicadosem diferentes lugaresda

rededevem estar consistentes com a c�opia original.

� Escalabilidade: o aumento do n�umerode objetos replicadosou dosagentes monitora-

dosrequera utiliza�c~aodemaisrecursosda redena replica�c~aodosobjetosdeger̂encia.

Para diminuir osrecursosutilizados e garantir a replica�c~ao dosobjetos, a arquitetura

permite a rede�ni�c~ao ou a cria�c~ao de novosagrupamentos de agentes, assegurandoa

escalabilidadeda opera�c~ao de replica�c~ao de objetos de ger̂encia.

O modelo da arquitetura de agrupamento de agentes para replica�c~ao de objetos de

ger̂encia consistede elementos de redeschamadosn�os, conectadosnuma rede. Nos n�os

da rede ocorrem somente falhas do tip o fail-stop, isto �e, um n�o s�o funciona quando n~ao

h�a falhas. Tamb�em, assumimosque n~ao ocorre qualquer particionamento na rede, e que

o sistema�e s��ncrono. O modelo n~ao considerafalhas nos links de comunica�c~ao porque

tais falhas podem implicar que n�os operacionaissejam consideradosfalhos e, assim, as

informa�c~oesreplicadasdessesn�os poderiam n~ao re
etir a realidade.

No modelo, um certo n�o cont�em uma aplica�c~ao gerente, e os demaisn�os contêm uma

aplica�c~ao agente. Tamb�em assumimosque o gerente �e similar a qualquer gerente baseado
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no paradigma gerente-agente. O n�o gerente nunca falha e tem a capacidadede alguma

forma de detectar um n�o falho. O modelo tamb�em assumequecertosn�oscom capacidade

de processamento e espa�co de mem�oria podem serexpandidospara atuarem comogerente

de cluster. Um gerente de cluster �e um agente com capacidadede monitora�c~ao e coleta

de objetos de um grupo de agentes a �m de propag�a-los para outros agentes, gerente de

cluster, como objetivo dereplic�a-los. As informa�c~oesdeger̂encias~aomantidas emvari�aveis

chamadasobjetos. Em particular, osagentes somente mantêm informa�c~oeslocaissobreos

n�os onde est~ao hospedados,enquanto os gerentes dos clustersmantêm informa�c~oeslocais

e informa�c~oesreplicadasde outros agentes.

No modelo, clusters s~ao abstra�c~oes l�ogicas que o gerente de�ne com o objetivo de

replicar asinforma�c~oesmantidas por um grupo deagentes. Cadacluster possuium gerente

de cluster. Como mencionadoanteriormente, assumimoso modelo de falhas fail-stop e

tamb�ema exist̂enciadeum subsistemadecomunica�c~ao conectandoosgerentes dosclusters

que proporciona a difus~ao das mensagens.A comunica�c~ao entre os gerentes de cluster

requerservi�cosde grupo, tais comomulticast con��avel e ger̂enciade grupos(membership),

para suportar a consist̂enciadas informa�c~oesreplicadas.Uma poss��vel solu�c~ao para obter

essesservi�cos,al�em de implement�a-los no sistema,�e o uso de protocolosde comunica�c~ao

de grupo.

Trêsopera�c~oesde comunica�c~ao s~ao de�nidas de forma que o gerente de cluster de um

cluster possadesempenhar a tarefa de replica�c~ao dosobjetos do cluster e tamb�em receber

osobjetos replicadosde outros clusters: query, replicate, e receive. Em resumo,um gerente

de cluster possuidois tip os de comunica�c~ao: a comunica�c~ao gerente de cluster-agentee a

comunica�c~ao gerente do cluster-gerente de cluster. A primeira �e usadapara monitorar os

agentes membros de um cluster, e a �ultima �e usadapara replicar os objetos nos gerentes

dosclusterspares.

As informa�c~oesreplicadasno sistemade ger̂encia podem ser agrupadasem r�eplicas,

vis~ao de r�eplicas, e instâncias de r�eplicas. Uma r�eplica representa uma c�opia dos objetos

de um grupo de agentes monitorados por um gerente de cluster. Uma vis~ao de r�eplica

representa todasas c�opiasdo conjunto r�eplica de um cluster espalhadasno sistema. Uma
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instância de r�eplicasrepresenta o conjunto dasr�eplicasarmazenadasem um cluster. Al�em

da sua r�eplica, um cluster pode manter copiasdas r�eplicasde outros clusters.

Desta forma, o conjunto de todasas informa�c~oesreplicadasem um sistemade ger̂encia

usando a arquitetura de replica�c~ao pode ser denotada atrav�es do conjunto de todas as

vis~oesde r�eplicasou atrav�esdo conjunto de todasas instânciasde r�eplicas.

Cap��tulo 5 - Um Framew ork SNMP para Replica�c~ao

de Ob jetos em Grup os de Agen tes

Estecap��tulo apresenta um framework SNMP paraagrupamentos deagentesparareplica�c~ao

de objetos de ger̂encia. O framework �e de�nido comouma MIB (Management Information

Base)chamadaReplic-MIB. Esta MIB permite a de�ni�c~ao e uso dos clustersde ger̂encia

assimcomoocorrea replica�c~ao dosobjetos de ger̂enciaentre osclusters. A MIB �e dividida

em dois grupos: clusterDe�nition e clusterReplica.

O grupo clusterDe�nition consistede quatro tabelas: clusterTable, memberTable, re-

pObjectTable, e peerTable. Essastabelass~ao empregadasna aplica�c~ao de ger̂encia e nos

agentes a �m de de�nir e construir clusters de agentes. A tabela clusterTable cont�em a

de�ni�c~ao completade todosos clusters,sendomantida somente no gerente.

As tabelasmemberTable, repObjectTable,e peerTables~ao constru��das pelo gerente nos

agentes de�nidos como gerentes de cluster. A tabela memberTable cont�em informa�c~oes

que especi�cam cadamembro no cluster. A tabela repObjectTablecont�em a de�ni�c~ao dos

objetos de ger̂enciaque ser~ao replicados. A tabela peerTablede�ne os gerentes de cluster

que atuam como clusters pares (peer clusters) mantendo c�opias dos objetos de ger̂encia

replicados.

O grupo clusterReplication consistede uma �unica tabela chamada replicaTable. Esta

tabela �e automaticamente constru��da nos gerentes de cluster, e mant�em os objetos de

ger̂encia replicados de cada agente membro de um dado cluster assim como de outros

clustersde�nidos comoclusterspares.
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Cap��tulo 6 - Uma Ferramen ta SNMP Baseada em Agru-

pamen to de Agen tes

Estecap��tulo apresenta uma ferramenta deger̂enciadefalhasconstruidabaseadano frame-

work SNMP da arquitetura de agrupamento de agentes. A ferramenta permite acessoaos

objetos replicadosde agentes falhos numa rede. A ferramenta foi implementada usandoo

pacote NET-SNMP e o sistemade comunica�c~ao de grupo chamadoEnsemble, ambos de

dom��nio p�ublico.

A ferramenta adiciona dois novos componentes ao sistema de ger̂encia baseadoem

SNMP: gerente de cluster e a aplica�c~ao de grupo mcluster. Um cluster monitora um

conjunto de objetos de um grupo de agentes atrav�es do seu gerente de cluster. Uma

aplica�c~ao de grupo chamadamclustersuporta a capacidadedecomunica�c~ao con��avel entre

os gerentes de cluster a �m de garantir a replica�c~ao dosdados.

A avalia�c~ao da ferramenta foi realizadanuma rede local e consistiu de um estudo do

consumode recursosda rede,uma an�alisede desempenho,e uma breve an�aliseda disponi-

bilidade da ferramenta.

O estudo do consumode recursosda rede apresenta uma estimativa do espa�co de

mem�oria para armazenar os objetos replicados e uma estimativa da largura de banda

necess�aria para monitorar e replicar os objetos entre os clusters considerandodiferentes

freq•uênciasdemonitora�c~ao. A estimativa deespa�codemem�oria leva emconta a quantidade

bytes necess�arias para guardar as informa�c~oesde um objeto replicado.

A an�alisede desempenhoda ferramenta examinaa freq•uênciade atualiza�c~ao de alguns

objetos de ger̂encianormalmente encontrados nossistemasde ger̂enciade redes,tais como

osobjetosdeger̂enciadosgruposIP, TCP eUDP. Essaan�alisetem comobjetivo determinar

qual intervalo tais objetosdevemsermonitoradosereplicadosnuma redelocal. Al�emdisso,

a an�alise de desempenho tamb�em examina o impacto da replica�c~ao dos objetos entre os

gerentes de cluster, mostrandoo desempenhoda aplica�c~ao de grupo mcluster.

A an�alisede disponibilidade mostra o comportamento da aplica�c~ao de grupo cluster na
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presen�ca degerentes decluster falhos. Em particular, o estudoveri�ca a latênciarequerida

para propagarmensagenscom objetos replicadospara gerentes de cluster sujeito a falhas.

Cap��tulo 7 - Conclus ~ao

A pesquisadesta tese levou a diversascontribui�c~oestais como o desenvolvimento de um

mecanismopara construir sistemasde ger̂enciade redestolerantes a falhas,a especi�ca�c~ao

de um framework SNMP, e a implementa�c~ao e avalia�c~ao de um prot�otipo.

Na tese,especi�camos uma arquitetura para agrupamentos de agentes para replica�c~ao

de objetos de ger̂encia. A arquitetura �e estruturada em tr êscamadas.A arquitetura em

tr êscamadasproporcionaescalabilidadee
exibilidade para replicar diferentesconjuntos de

objetos de ger̂encia. Essesfatoress~ao fundamentais para desenvolver um sistematolerante

a falhas. Um grupo de agentes prover funcionalidadesde objetos tolerantes a falhas ao

replicar os objetos para outros grupos de agentes.

O framework SNMP para a arquitetura deagrupamento deagentesespeci�ca osobjetos

de ger̂encia SNMP usadospara construir grupos de agentes, monitorar subconjuntos de

objetosdeger̂enciaSNMP, o armazenamento detais objetosreplicadosea replica�c~aodesses

objetos em agentes SNMP denominadosde gerentesde cluster. Uma MIB (Management

Information Base)chamadaReplic-MIB descreve o uso de grupos de agentes e os objetos

de ger̂encia a ser implementado em cada entidade de gerenciamento de um sistema de

ger̂enciaSNMP.

A ferramenta de ger̂enciade falhas SNMP constru��da expandeas funcionalidadesdos

agentes SNMP para atuarem como gerentes de clusters. Uma infraestrutura de comu-

nica�c~ao de grupo sobo n��vel de gerentes de cluster asseguraa consist̂enciaentre asc�opias

dos valoresdos objetos de ger̂encia mantidos pelosgerentes de cluster. A ferramenta foi

avaliada numa redelocal. A avalia�c~ao mostrou o impacto da con�gura�c~ao de clusterssobre

o consumode recursosda redee o desempenho da ferramenta. Como exemplopr�atico de

uso, a ferramenta pode ser usadapara determinar a ocorr̂enciade ataquesde nega�c~ao de

servi�costais comoataquesTCP SYN-Flooding.
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Al�em das contribui�c~oesapresentadas acima, estapesquisatem levantado interessantes

quest~oesa seremestudadas,tais comoimplementar uma infraestrutura de comunica�c~ao de

grupo usandoo SNMP, implementar agrega�c~aosobreosobjetos replicadosa �m de reduzir

o n�umero de consultasde monitoramento e conseq•uentemente o consumode largura de

banda,consideraroutros tip osdefalhascomoasfalhasdecanaisdedadosn~aoconsideradas

na arquitetura, entre outras quest~oes.
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Abstract

Network management systemsare essential when parts of the network are non-opera-

tional. Particularly, fault management applications must be able to work correctly in the

presenceof network faults. Accessto the management data of a crashedor unreachable

network element may help to determinewhy it is faulty. However, most network monitoring

systemsonly allow the examination of managedobjects of fault-free agents. This work

presents a strategy for the construction of highly available network management systems.

The strategy employs data replication, a distributed and hierarchical organizationalmodel,

and the clustering approach, which allows a logical division of networks, in order to reduce

the overheadof messagesexchangedamongnetwork elements.

The �rst contribution of this thesis is the de�nition of an agent clustering architecture

for object replication. The architecture is structured in three layers. The lower layer

corresponds to typical agents at the network elements, which keep management objects

at their local MIB's (Management Information Base). The middle layer corresponds to

management entities called cluster managersthat have the task of monitoring agent's

managedobjects and replicating them in other clusters. The upper layer corresponds to

the managerentit y that de�nes each cluster of agents as well as the relationship among

clusters. A cluster of agents provides fault-tolerant object functionality. In this way,

replicated managedobjects of a crashedor unreachable agent that belongs to a given

cluster may be accessedthrough its cluster manageror oneof its peercluster managers.

The secondcontribution of this thesis is an SNMP agent clustering framework for

the Internet community. This SNMP framework describes a set of management objects

xiv



that supports the replication of managedobjects. The MIB called ReplicMiB speci�es

how to de�ne cluster members, replicated objects, and peer clusters of a given cluster.

Furthermore, it introducesthe compliancestatements for the SNMP managerand cluster

managerentities, i.e. which management objects needto be implemented in theseSNMP

entities. An exampleof the framework usageis introduced along with the description of

the MIB objects.

The third contribution of this thesis is a fault management tool basedon the SNMP

agent clustering framework. The tool extendsthe functionalities of SNMP agents to object

replication and enablesthe accessto management data replicated in the fault-free SNMP

agents. The tool wasbuilt usingthe NET-SNMP packageand the Ensemble group commu-

nication toolkit. Changesin the internal structure allow the SNMP agents to play the role

of cluster managers.A group application called mcluster provides the insfrastructure for

reliable communication amongcluster managersand ensuresthe consistencyof replicated

managedobjects. An extensive evaluation of the tool deployed at a local areanetwork was

carried out. The evaluation consistedof a resourceconsumption analysis,a performance

analysis,and a brief study of the availabilit y of managedobjects in failure situations.
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Chapter 1

In tro duction

Computer networks have becomeessential for enterprises and people. An adequateper-

formanceof networks is often a pre-condition for the appropriate performanceof the en-

terprises themselves. At the sametime, networks are complex, being composedby both

hardware and software elements, and heterogeneousprotocolsproducedby di�erent orga-

nizations and vendors. Integrated network management systemsinclude tools for network

monitoring and control of hardware, software elements, and heterogeneousprotocols [1].

An e�cien t network management systemmust guarantee accessto reliable information

to the managedcomponents. The only way to maintain such information at the manager

application is the continuousmonitoring of the systemparametersthat a�ect management

decisions[2]. The increasingcomplexity of managednetwork components and services

provided by such components may require monitoring more and more parameters.

A distributed three-layer architecture for distributed applications o�ers numerousad-

vantagessuch as better scalability and availabilit y. Using such kind of architecture, the

overall availabilit y of a management systemcan be increasedsincedi�erent components of

the systemmay be executedat di�erent locations. Besides,a failure of oneof the compo-

nents would not imply the immediateunavailabilit y of the wholeservice[3]. However, since

the dependenciesamongvariouscomponents usually exist, even a singlefailure of a crucial

component may bring part of a management systemto a halt or render it inaccurate.

1
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The Simple Network Management Protocol (SNMP) is the management framework

standardizedby the Internet EngineeringTaskForce(IETF) for IP networks [4, 5]. SNMP

is currently the de facto standard for network management and has been adopted by a

large number of organizations.Someof the issuesthat a�ect the scalability of monitoring

systems,such as the distancebetweenthe management station and the network elements,

have beenaddressedin the SNMP framework through the adoption of the three-tier archi-

tecture in the SNMP framework [6].

In a three-layer architecture, components in the middle layer can extend their func-

tionalities to perform activities previously executedonly by the managerapplication. As

management activities are closerto the network elements, the tra�c overheadon network

reduces,the control loops shortens, and new management activities can be included as

the replication of management data. Besides,middle-layer components of a management

system can operate in an autonomousmanner. Thus, in caseof given parts of a moni-

tored network becomingunavailable for somereason,operational management middle-layer

components can go on to monitor their partitions.

Replication is a natural manner to deal with failures. Many software replication tech-

niqueshave beenproposedin order to provide the redundancyof both servicesand data

for distributed systems[7, 8, 9, 10]. Such techniquesallow the operation of distributed sys-

temseven in presenceof failures. While replication is a natural solution for fault-tolerance,

the implementation of a consistent replicated system is not so easyand requirescertain

properties such asagreement and ordering [11].

Group communication is a communication infrastructure that o�ers high-level primi-

tives and has properties that allow the construction of fault-tolerant distributed systems

based on groups of cooperating processes[11, 12]. Group communication mechanisms

typically ensureagreement and ordering properties, amongothers. Agreement properties

ensurethat all membersagreeon the delivery of somemessage,or on somevalue. Ordering

properties ensurethat messagesare delivered to all members in a certain order. Hence,

group communication can help in the designand implementation of distributed systems

that hold data, such as a network management system,for example.
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As the functionality of network management systemsincludes fault and performance

management, amongothers, it is fundamental that thesesystemswork correctly during the

occurrenceof network faults even when somemanagement components are faulty. Thus,

fault tolerancetechniqueshave beenapplied in order to build reliable distributed network

management systems[13].

Fault management is one of the key functions of integrated network management sys-

tems. The purposeof fault management is to locate,determinethe causesand, if possible,

correctnetwork faults [1]. Di�eren t approacheshavebeenproposedto accomplishthis task,

including the application of system-level diagnosisfor fault-tolerant network monitoring

[13, 14, 15], alarm correlation [16], and proactive fault detection [17], amongothers.

This work presents an agent clustering architecture that supports passive replication

[9] of managedobjects. The architecture is introducedtaking into considerationthe widely

usedSNMPv3 framework [4, 18]. However, the architecture is genericand can be applied

to any distributed management framework. Moreover, this work presents an SNMP frame-

work of the agent clustering architecture and a fault-tolerant fault management tool based

on this framework.

This chapter is organizedas follows. First, we describe the problem addressedin our

work. Next, we introduce the proposedsolution for the problem and the contributions of

this work. After, we present the related work. Finally, the organization of the remaining

chapters is presented.

1.1 Problem Description

The problem tackled in this work is to provide a reliable fault management mechanism

which allowsa humanmanagerto collectnetwork information from a givennetwork element

or set of network elements even if they have crashedor are unreachable.

Although there is a number of network monitoring systems,they usually only allow

the examination of managedobjects of fault-free agents. However, asmanagement objects

re
ect the state of managedentities, it is often useful to examinethe information at the
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MIB (Management Information Base)of a crashedagent with the purposeof determining

the reasonwhy a given network element has crashedor is unreachable. Thus, the state

of the MIB's objects may help the diagnosisprocess. Furthermore, there is currently no

standard way to examineMIB objects of faulty agents using SNMP, for instance.

1.2 Solution Highligh ts and Con tributions

Wepresent a newfault management architecture for the Internet standardSimpleNetwork

Management Protocol (SNMP) basedon agent clustering that supports passive replication

of managedobjects. Speci�cally, this work hasthe purposeof de�ning a genericreplication

architecture that can be applied to any distributed management framework.

The proposedarchitecture is structured in three layers, as shown in Figure 1.1. The

lower layer corresponds to the typical management entities in the network elements that

keepmanagedobjects. The middle layer correspondsto the management entities de�ned as

cluster managersby a management application. Theseentities have the task of monitoring

managedobjects of management entities in the lower layer and replicating their valuesin

other cluster managers. The upper layer corresponds to a management application that

de�nes management clustersas well as the relationship amongclusters.

Manager

Cluster 1 Cluster N

Cluster 2

Ag Ag

Ag Ag

Ag Ag

Ag

Ag

Ag Ag

Ag

CM
CM

CM

Ag

Figure 1.1: The proposedthree-tier agent clustering architecture.

In its operation, each cluster manager(CM) periodically queries,at a given time in-

terval, each agent member (Ag) that belongsto its cluster in order to monitor previously
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de�ned managedobjects. A CM keepsat the local MIB instancesof monitored objects

values and next replicates those values in other cluster managerswhich act as its peer

clusters.

The three-layer architecture allows the managerto query directly an speci�c agent in

order to obtain values of its objects or a given cluster managerand its peer clusters in

order to obtain valuesof replicated objects.

The clustering approach allows a speci�c cluster managerto keep replicated objects

from a number of other cluster managers,even if the set of replicated objects from each

oneis di�erent. Typically, a set of cluster managersreplicate the sameset of managedob-

jects but it is possibleto de�ne di�erent setsof managedobjects for each cluster manager.

Thus, a cluster managermight be at the sametime peerof a given cluster managerwhich

replicatesonly TCP (TransmissionControl Protocol) objects, for example,and peerof an-

other cluster managerwhich replicates,for example,only UDP (User Datagram Protocol)

objects.

We proposethe useof a group communication protocol [12, 20, 21] to guarantee the

consistencyamongreplicatedobjects in peerclusters. Group communication protocolso�er

properties and services,such as reliable multicast and group membership, amongothers,

that ensurethe consistencyof replicated data. However, the architecture allows the useof

di�erent mechanismsto support the transmissionof instancesof replicated objects to the

peercluster managers.

In summary, a cluster of agents providesfault-tolerant object functionality by replicat-

ing managedobjects of a given collection of agents in agents that play the role of cluster

managers.In this way, the human manageror the managerapplication could accessrepli-

catedmanagedobjectsof a crashedagent of a givencluster through a peerclustermanager.

Furthermore, a cluster managerbehaves as a cache of managedobjects that may reduce

the impact of monitoring on network performance.
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The key contributions of this research are:

1. De�nition of an architecture for reliable network fault management basedon replica-

tion that allows the accessto variables,i.e. replicatedobjects, of crashedor unreach-

ablemanagement entities. The architecture presents conceptsof clusteringand peers,

amongothers, in order to guarantee requirements such asscalability and consistency

of replicated data of network management systems.

2. De�nition of an SNMP framework for replication of managedobjects in SNMP agent

clusters. The framework speci�es management objects that support the creation and

operation of agent groups,as well as the replication of managedobjects in di�erent

management entities. The MIB called Replic-MIB de�nes compliancemodules for

both the SNMP managerand the cluster managerentities in a network management

system. Such modules de�ne a collection of management objects for those SNMP

entities.

3. Implementation of a network fault management tool basedon the agent clustering

framework. The tool was built using the public-domain NET-SNMP package [22]

and a group communication toolkit called Ensemble [21]. The tool extends new

functionalities to SNMP agents that allow the creation of SNMP agent clusters for

managedobject replication. A group application called mcluster, which was built

using Ensemble, ensuresa reliable communication facility amongclusters.

4. Publication of an Internet-Draft named \A Clustering Architecture for Replicating

Managed Objects" asa Draft of the Distributed Management (DisMan) working group

[6] of the Internet EngineeringTask Force (IETF). Particularly, the Draft describes

the components of the architecture, provides exampleof cluster con�guration, and

the constraints and advices to the development of the architecture. An Internet-

Draft is the �rst step to proposean IETF standard to be publishedasan Requestfor

Comments (RFC) document. RFC documents are commonly adopted as standard

by Internet community.
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1.3 Related Work

A number of solutionshave beenproposedin the literature for the development of network

management systems.In this section,we present related work that hasbeenshown to be

e�ective for building reliable distributed systems. Issuessuch as organizational models,

group communication facilities, and data replication, among others, are considered. We

describe the strategiesof each related work and discusshow such approachesrelate to the

present work.

1.3.1 A Group Comm unication Proto col for Distributed Net work

Managemen t Systems

Lee[23] introducesan e�cien t group communication protocol that providesordereddeliv-

ery of messagesand supports overlapped grouping facility in a distributed network man-

agement systembasedon the hierarchical domain approach.

Guaranteeing reliable communication among the members of a group is one of the

problems that must be handled in designing fault tolerant distributed systems. Group

communication protocolsprovide a meansfor developinga reliable systemwithout having

to build a number of underlying servicessuch as multicast and membership. A reliable

groupcommunication protocol typically guaranteesthe ordereddelivery of messagesamong

the members of a group, but it also introducesprotocol overheadin a system.

Leehasdesigneda distributed and hierarchical group communication protocol in which

the groupcommunication function is split into threehierarchical entities calledglobalgroup

manager(GGM), group communication daemon(GCD) and local group manager(LGM),

asshown in Figure 1.2. Such hierarchy helpsto reducethe protocol overheadin supporting

an atomic and reliable group communication, even with the introduction of the overlapped

grouping concept,i.e. a given processmay belongto two or moregroupsat the sametime.

The GGM controls and managesall members of all groups through GCD or LGM

entities. A GCD residesin each host providing a group communication. It is responsible
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for creating and removing LGMs, and it also supports overlapped group management

functionality, i.e. the abilit y to control groups that contain members in common. An

LGM has the task of managingoneor more processmembers of a speci�c group within a

host. As a group can be distributed over oneor more hosts, in a singlehost there can be

various LGMs, each onesupporting a di�erent group.

GCD Global Communication DaemonGGM Local Group ManagerLGMGlobal Group Manager

GCD

GCD

LGM
LGM LGM

LGM

LGM
GCD

Communication Network

LGM LGM LGM

GGM
GCDGCD

Figure 1.2: The global architecture of group communication [23].

The group communication is performed in three steps: the �rst step occurs between

processmembersand a LGM, the secondbetweenLGMs and a GCD and the last between

GCDs and the GGM. Therefore,an LGM controls processmemberswhich resideon a local

host, a GCD provides the overlapped group management function and the GGM manages

all LGMs in a network.

The architecture proposedin this thesisemploysdistributed andhierarchical approaches

similar to the onesdescribed by Lee in order to reduce the communication overhead in

monitoring and replicating managedobjects. Particularly the structure of the architecture

is split in three layers called the managerlayer, the cluster layer, and the cluster member

layer. This structure provides simplicity and e�ciency in replicating managedobjects.

Furthermore, it allowsgroupsto overlap, thusa processmember cancooperatewith various

groupsthat replicate di�erent setsof managedobjects.
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1.3.2 Multicast-SNMP to Coordinate Distributed Managemen t

Agen ts

Sch•onw•alder [24] introducesan approach for de�ning SNMP agent groupsthat implement

membership facilities on top of SNMP in order to build distributed management systems

basedon cooperating management agents. His work describes how group membership

information and a master election algorithm can be built by using SNMP trap messages

encapsulatedin UDP/IP 1 multicasts.

Group communication primitiv es allow the construction of fully distributed manage-

ment applications executedby autonomouscooperating agents. Sch•onw•alder arguesthat

distributing management tasks to a number of cooperating agents provides somebene-

�ts like the abilit y to implement load-balancingalgorithms and the abilit y to replicate

functions in order to increasethe fault toleranceof the management systemitself. In his

approach, a delegationmechanism addsmobilit y to the management threads that has the

purposeof balancing the management load over a set of agents.

MIB

Agent

MIB

Agent

MIB

Agent

MIB

Agent

MIB

Agent

MIB

Agent

MIB

Agent

Peer-Agent

Peer-Agent

Peer-Agent

Figure 1.3: Two level peermodel [24].

Sch•onw•alder hasimplemented network management applicationsusing the approach of

cooperating management agents structured on a peer-basedmodel, asshown in Figure 1.3.

Sch•onw•alder mentions that it is possibleto combine a hierarchical model with a peermodel

by implementing the nodesof a hierarchical structure usinga set of cooperating peers,and

1UDP/IP - User Datagram Protocol/In ternet Protocol
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thus achieving the advantagesof both approaches. Sch•onw•alder also mentions that more

study is neededto understandwhich propertiesof groupcommunication protocolsareactu-

ally neededby management applicationsand how the protocolsbehave in situations where

the network is unstable. As oneof the main purposesof a network management systemis

to help in situations where the network doesnot operate as designed,it might therefore

be useful to lower the consistencyrequirements usually found in distributed systems.

The architecture proposedin this work also combines the advantagesof a peer model

along with a distributed and hierarchical model. Thus, our architecture allows the de�-

nition of a set of cooperating peer agents in an intermediate hierarchical structure. This

middle layer provides the abilit y to replicate managedobjects. However, in contrast to

Sch•onw•alder's proposal, our architecture does not implement group communication pri-

mitiv es neededto coordinate distributed management agents. It assumesan underlying

reliable communication mechanism, such asgroup membership, to accomplishthis task.

1.3.3 Group Comm unication as an Infrastructure for Distributed

Systems Managemen t

Breitgand et al. [25] proposethe useof group communication for facilitating development

of fault-tolerant, e�cien t and scalabledistributed management solutions. They present a

genericmanagement architecture in two layers. The architecture exploits a group commu-

nication servicein order to minimize the communication costsand thus, it helpsto preserve

completeand consistent operation despiteof potential network partitions and site crashes.

The proposedmanagement platform includes four reliable servicesthat are the buil-

ding blocks for implementing distributed systemmanagement applications. Thoseservices

support common management tasks as distributed con�guration management, software

distribution, remoteexecutionof the management actions,and e�cien t groupingof targets

with the samemanagement requirements.

A prototype of the platform was partially implemented on which were addressedcom-

mon management taskssuch assimultaneousexecutionsof the sameoperation in a groupof
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workstations; software installation in multiple workstations; and consistent network table

management in order to improve the consistencyof Network Information Service(NIS).

Breitgand et al. mention that the proposedplatform could be extended to become

generalenoughto be applied to the problems of both distributed systemsand network

management. Oneof the problemsto solve is the scalability issue,sincethe architecture in

two layersbasedon the client-server paradigmmay not provide the appropriate scalability.

In order to solvescalability problems,they havesuggestedextendingthe platform to include

a reliable mid-level managerservicethat facilitates a development of reliable hierarchical

management applications. This mid-level managercould be usedfor e�cien t aggregation

of low-level management data to higher-level data that would bepresented to a higher-level

management application.

Our replication architecture includesa mid-level managersimilar to the onesuggested

by Breitgand et al. Our purpose is to provide an e�cien t aggregationmechanism for

management objects monitored at a lower level that are replicated at other middle level

managers.Our architecture providesscalability and 
exibilit y in order to replicatedi�erent

setsof managedobjects. Besides,keepinga collectionof important managedobjects closer

to the management application allows the reduction of the tra�c overheardand improves

the responsetime in querying thosemanagedobjects.

1.3.4 Replication of SNMP Ob jects in Agen t Groups

In [26, 27], Santos and Duarte have introduced a framework for replicating SNMP ma-

nagement objects in local areanetworks. This framework presents a two-tier architecture

in which replicated objects are kept amongthe network elements themselves,as shown in

Figure 1.4.

The de�ned framework is basedon groups of agents communicating with each other

usingreliablemulticast. A groupof agents providesfault-tolerant object functionality. The

framework allowsthe dynamicde�nition of each agent groupaswell asmanagement objects

to be replicated in each one. In contrast to Sch•onw•alder's proposal [24], the framework
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considersthat a membership serviceunder SNMP guaranteesreliable communication.

Request

Group

Request

Manager

Agent

Agent

Update

Agent

Agent

Figure 1.4: Group-basedarchitecture for replicating managedobjects.

The introduced SNMP serviceallows replicated MIB objects of crashedagents to be

accessedthrough working agents. The serviceis basedon cooperating groups of SNMP

agents de�ned over a group communication tool. The main part of the MIB describing

the framework consistsof three dynamic tables. The �rst table contains the de�nition

of multiple agent groups; the secondtable contains the speci�cation of objects that are

replicated in each group, and the last table keepsthe replicated objects in all members

of all groups. When the systemis initialized, the replicated object table is automatically

built from the other two tables and replicated throughout the group. In this way, the

replicatedobject table enablesa managerto accessreplicatedobjects through any agent of

a givengroup. However, several newframework requirements wereidenti�ed to extendthis

serviceto large networks. Issueslike network elements with di�erent processingcapacity

and required bandwidth might often interfere on network data consistency, consequently

a�ecting the reliabilit y and scalability of a network monitoring system.

In the two-tier architecture for cooperating groupsof SNMP agents, all members of a

group needto replicate objects at each time interval as well as to keepreplicated objects

from other agents. To accomplishthis task, each agent needsto haveenoughprocessingca-

pacity. Furthermore, network resourcesare alsorequired to transmit replication messages.

The issuesmentioned above can restrict the number of agents at a given group or even the

number of agent groups. Hence,in order to solve thoseissues,other approachespresented

at literature, such asthe clustering approach, have beenincluded in that framework. They
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have contributed for de�ning the replication architecture proposedin this work as well as

a new framework.

1.3.5 ANMP: Ad Ho c Net work Managemen t Proto col

Chen et al. [28] present a protocol for managingmobile wirelessad hoc networks called

Ad hoc Network Management Protocol (ANMP). The protocol useshierarchical clustering

of network elements in order to reduce the number of messagesexchangedbetween the

managerand the mobile agents. The clustering approach enablesthe network managerto

keeptrack of mobile elements as they gad around. Moreover, ANMP is fully compatible

with Simple Network Management Protocol, being an extensionof the Simple Network

Management Protocol version3 (SNMPv3).

Chenet al. arguethat usinga hierarchical model for data collection is a good approach

in order to build a protocol that providesmessagee�ciency , sinceintermediatelevelsof the

hierarchy can collect data, often producing a digest,beforeforwarding it to upper layersof

hierarchy. However, employing that approach in ad hoc networks introducesa disadvantage

which is the cost of maintaining a hierarchy in face of node mobilit y. The topology of

an ad hoc network may be quite dynamic; thus, it is necessaryto support automated

recon�guration. In order to solve this problem, amongothers, they have proposeda three-

level hierarchical architecture basedon clustering for ANMP, asshown in Figure 1.5. They

arguethat forming clustersis the most logicalway of dividing an ad hoc network to simplify

the task of management. Such a division facilitates decentralized network management that

thus becomesmore fault tolerant and messagee�cien t.

The lowest level of the ANMP architecture consistsof individual nodescalled agents.

Several agents, which are closeto one another, are grouped in clusters and managedby

a cluster head. The middle level consistsof cluster heads. At the upper level, a network

managermanagesall cluster heads. The structure of the clusters is dynamic. Thus, as

nodesmove around, the number and composition of the clusterschange. In the sameway,

the nodesacting as cluster headsalsochangeover time.
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Cluster head

Agents
Cluster

Manager

Figure 1.5: ANMP's hierarchical architecture [28].

In order to support clustering in ad hoc networks, Chenet al. developed two clustering

approaches: graph-basedclustering and geographical-basedclustering. The �rst approach

modelsthe network asa graph and formsclustersbasedon the graph topology. The second

approach usesa global positioning system(GPS) information to divide the network into

clusters.

ANMP extendsthe MIB's usedin SNMP to includead hoc network speci�c information.

Chenet al. addeda newMIB groupcalledanmpMIB to the MIB-2 of SNMP for supporting

ad hoc network management functions. Thus, every node in the network locally runs an

ANMP entit y. This new MIB contains, amongits subgroups,a group that de�nes objects

related to the topology information of the ad hoc network, allowing each nodeto keepa list

of all neighborsaswell asclusteringprotocolswhich may beusedfor topologymaintenance.

The architecture of management elements clustering for the management of data repli-

cation proposedin this work appliessomeof the approachesdescribedby Chenet al. Those

approachesfocuson solving the requirements of scalability, consistency, and processingca-

pacity among the network elements in order to extend the object replication serviceto

large networks.

We have used a clustering approach in our work to reduce the number of messages

exchanged among the network elements and thus to decreasethe impact of replication

on network performance.Like in ANMP, we de�ne an intermediate level of management.
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This middle level consistsof network elements called cluster managersthat are capable

of monitoring and replicating objects amongthem. Furthermore, the architecture splitted

into three levelsprovidesthe scalability neededfor clustering network elements with either

homogeneousor heterogeneouscharacteristics. Hence,a managerapplication can de�ne

di�erent sets of clusters in which each cluster represents a set of network elements and

management objects to be replicated. We also introducea new MIB group called Replic-

MIB for supporting managedobject replication in agent cluster. The speci�cation of the

Replic-MIB takesinto account the SNMP framework.

1.3.6 Net work Con trol and Managemen t of a Recon�gurable WDM

Net work

Wei et al. [29] describe a management systembasedon CORBA and the group commu-

nication tool Isis [12], deployed on a set of two management stations (NMS's) and �v e

managednetwork elements, on top of a WDM (Wavelength Division Multiplexing) net-

work. Robustnessof the management functionality is provided through the object group

mechanismwhich actively replicatesmanagement software objects acrossthe two manage-

ment stations. Thus, in caseof one management station crashes,the other station takes

over seamlessly. Except for the administrator front-end graphical interface,all other man-

agement objects, i.e. connection,fault and con�guration objects, are replicated and span

acrossboth management stations. In this way, crashingof a management processon one

management station can be tolerated, without a�ecting the continuous operation of the

management system.

In our architecture, we allow the replication of management objects not management

functions. We introducethe passive replication technique which better supports the usage

of object groupslikeviewsover the wholemanagement objects [12]. The passive replication

tecniqueselectsonereplica in order to play asprimary replicas,and the other replicasplay

asbackups. Thus,each agent groupcanreplicatea speci�c collectionof objectsaccordingto

its goal. Hence,not all management objectsarereplicated. This replication strategy allows
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copiesof objects replicated from each agent group to be deployed to di�erent management

entities in the system.

1.4 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 introduces the network ma-

nagement paradigm basedon SNMP. Chapter 3 presents an overview of failure models,

replication techniques and group membership that are commonly used for the develop-

ment of reliable distributed applications. Chapter 4 de�nes requirements of the proposed

model and describesthe agent clustering architecture for replicating management objects.

Chapter 5 describesan SNMP framework for replication of managedobjects in agent clus-

ters. In chapter 6, we present a practical fault network management tool basedon the

SNMP agent clustering framework. Furthermore, we introduce an evaluation of the tool

which includesa study of the resourceconsumption, a performanceanalysis,and a brief

study of the availabilit y of the tool. An application exampleshows how the tool can help

to determinethe occurrenceof TCP SYN-Flooding attacks. Chapter 7 concludesthe thesis

and presents directions for future work.



Chapter 2

Net work Managemen t & The SNMP

Framew ork

Computer networks are increasinglymore complex and larger. Thesenetworks are typi-

cally composedof hardware, software, and heterogeneousprotocols producedby di�erent

organizationsand vendors. Network Management systemsare usedto control and monitor

network elements and the system as a whole [1]. SNMP (Simple Network Management

Protocol) is the de facto standard for network management nowadays, and a large number

of organizationshave adopted it. Thus, using the SNMP Framework as reference,we will

proposean agent clusteringarchitecture for building reliablenetwork management systems.

This chapter de�nes the goalsof network management systemsand presents the classi�-

cation of network management functionality proposedby ISO (International Organization

for Standardization). Such classi�cation still remains current, although other function-

alities have been included over time. Section 2.2 presents an overview of the Internet-

standard Management Framework, widely known asthe SNMP Framework, that describes

the SNMP management architecture, the Structure of Management Information (SMI), the

Internet Management Information Base(MIB), and the SNMP protocol usedby managers

and agents to communicate. In addition, this sectionpresents a brief discussionabout the

framework's evolution trends, including the SNMPv3.

17
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2.1 Net work Managemen t

Network Management is neededto control and monitor the operation of the network ac-

cording to changinguserrequirements. Management includesthe initialization, monitoring

and modi�cation of both hardware and software elements in the network [30]. Such ele-

ments can be computers, routers, bridges, hubs, modem, consoles,and printers, among

others.

ISO (International Organization for Standardization) has proposeda classi�cation of

network management functionalities into �v e areas: fault, performance,con�guration, se-

curity, and accounting management. These functionalities were proposedas part of the

OSI (Open SystemsInterconnection) systemsmanagement speci�cation, but they have

beenwidely acceptedto describe the requirements for any network management system

[31]. The function of each area is described below:

� Fault management: allows the detection, isolation, and correction, if possible, of

abnormal operations of the network (network elements and services).

� Performance management: allows performancemonitoring and evaluation of the

network.

� Con�guration management:allows the human managerto recon�gure the network

from a managerstation in order to guarantee continuous operation and quality of

service.

� Security management:includesproceduresto protect the systemfrom unauthorized

access.

� Accounting management:enableschargesand coststo beassignedfor network usage.

In the next section, we present an overview of the Internet Standard Network Man-

agement Framework, also known as the SNMP (Simple Network Management Protocol)

Framework.
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2.2 SNMP Framew ork

SNMP (Simple Network Management Protocol) [4, 32, 33, 34] is the de facto standard for

network management nowadays. A large number of organizationshave adoptedSNMP in

order to managetheir networks. A vast number of network devicessuch asrouters, bridges,

hubs, and operating systemsfrom di�erent vendorso�er support for SNMP.

As networks expandand becomemissioncritical, the needfor an integrated systemto

allow network monitoring and control becomescritical [35]. Networks are madeup of he-

terogeneouselements, beingbasedon computerand communication technologiesproduced

by di�erent organizationsand vendors. Thus, it is important that network management

systemsbe basedon international open standards,sharedby all technologies.SNMP is an

openframework developedby the TCP/IP community to allow the integratedmanagement

of highly heterogeneousinternets.

Although SNMP is a simple protocol, its huge successis not due to a lack of more

complex alternatives. SNMP's simplicity, is, to the opposite, one of the reasonswhy the

protocol has beenso widely deployed. As the impact of adding network management to

managednodesmust be minimal, avoiding complicatedapproachesis a basicrequirement

of any network management model. The simplicity of SNMP hasguaranteed its e�ciency

and scalability. Although there is a number of areasin which SNMP hasshown de�ciencies,

the setof standardshasbeenevolving: newversionsand newsolutionsarebeingdeveloped

continuously.

In this section,we provide an overview of the SNMP management architecture, includ-

ing the data de�nition languagecalled Structure of Management Information (SMI), the

Management Information Base(MIB), the management protocol, and concludeexamining

the framework's evolution trends.

2.2.1 SNMP Arc hitecture

SNMP is originally basedon the manager-agentparadigm, in which the network is moni-

tored and controlled through management applications called managersrunning in a Net-
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work Management Station (NMS), and agentsrunning in nodesand network devices,also

known as manageddevices. In order to simplify our understanding, throughout this sec-

tion, We call agents all nodes and network devicesthat contain an agent. As shown in

Figure 2.1, each agent keepsmanagement information stored in a local Management Infor-

mation Base(MIB). The NMS also keepsa MIB. A MIB may include a large amount of

management information such as the number of packets received by an agent and the sta-

tus of its interfaces.The NMS and the agents communicate using a network management

protocol.

MIB

MIB

Agent
MIB

Agent
MIB

NMS

Agent

SNMP 

Trap
SNMP
Trap

SNMP
Trap

SNMP

SNMP
query
SNMP

query
SNMP
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Server 
SNMP SNMP 

Server 
SNMP 
Server 

Client 
APPLICATIONS
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Figure 2.1: The Manager/Agent paradigm.

The NMS runs a collection of management applications, which provides fault, perfor-

mance,con�guration, security, and accounting management [36]. Agents run on computers

and network devicessuch asrouters, bridges,hubs, that are equipped with SNMP sothat

they can be managedby the NMS. Each agent replies to SNMP queries,and may issue

asynchronous alarms, called traps, to the NMS reporting exceptions,for example,when

management objects indicate that an error hasoccurred. Agents run an SNMP server, and

the NMS runs SNMP client applications.

An SNMP MIB is a set of management objects (MO's). Each object is a data variable
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that represents one characteristic of the managedelement. The MIB's are standard, and

di�erent typesof agents have MIB's containing di�erent objects. The NMS can causean

action to take placeat an agent or can changeand agent's con�guration by modifying the

value of speci�c variables.

The NMS and the agents communicate using a network management protocol called

SNMP. SNMP contains three generaltypesof operations: get, with which the NMS queries

an agent for the value of a given management object; set, with which the NMS writes the

valueof a givenmanagement object on a givenagent; and trap, with which an agent noti�es

the NMS about a signi�cant event.

SNMP is an application layer protocol of the TCP/IP protocol suite. It runs on top of

UDP (User Datagram Protocol), a connectionlesstransport protocol, which runs on top of

IP (Internet Protocol).

The reasonfor which a connectionlessprotocol waschosenis that network management

must be very resilient to faults over the network. A connectionmay have problemsto be

establishedif there is a fault. Furthermore,a connection-oriented approach masksa number

of network problems for the application, becauseit does retransmissionand 
o w control

automatically. Network management cannot have theseproblemshidden from it.

There are two strategiesusually employed by the NMS to monitor the network: polling

and alarm management. The NMS polls agents regularly at speci�c time intervalsquerying

for management objects. The interval may vary depending on the object or the network

state. On the other hand, alarm management is basedon traps sent by agents to the NMS

when threshold conditions are reached. In general,network management systemsemploy

a combination of polling and alarm management [37].

If the NMS monitors a largenumber of agents and each agent maintains a largenumber

of objects, then it may becomeimpractical to regularly poll all agents for all of their data

[18]. However, trap processingalso has problems of its own. As agents must generate

events when thresholds are achieved, they must continuously monitor the value of the

management objects. This processmay have a bad impact on the performanceof the

agent. Furthermore, when there is a fault in the network, the NMS is usually 
o odedwith
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alarmssent from agents that have di�erent perspectivesof the problem, and diagnosiscan

be di�cult in thosecircumstances.If the network problem is congestion,traps will make

it even worse. The SNMP community favors pollings over traps [38].

2.2.2 Structure of Managemen t Information

Management information is a key component of any network management system. In the

SNMP framework, information is structured asa collectionof management objects (MO's)

stored at the MIB. Each MO refersto a MIB variable. Each devicein the network keepsa

MIB that hasinformation about the managedresourcesof that device. The NMS monitors

a resourceby reading its corresponding MO's current value, and controls the resourceby

writing a newvalue to the MO. In SNMP, the only data typessupported aresimplescalars

and data arrays.

The Structure of Management Information (SMI) [39] de�nes the rules for describing

management information. The SMI de�nes the data types that can be usedin the MIB,

and how resourceswithin the MIB arerepresented and identi�ed. It wasbuilt to emphasize

simplicity and extensibility. The SMI allows the description of management information

independently of implementation details.

The SMI is de�ned using a restricted subsetof ASN.1 (Abstract Syntax Notation Lan-

guageOne). ASN.1 is an ISO formal languagethat de�nes the abstract syntax of applica-

tion data. Abstract syntax refersto the genericstructure of data, asseenby an application,

independent of any encoding techniquesusedby lower level protocols. An abstract syntax

allows data typesto be de�ned and valuesof thosetypesto be speci�ed independently of

any speci�c representation of the data. ASN.1 is employed to de�ne not only the manage-

ment objects, but also the Protocol Data Units (PDU's) exchangedby the management

protocol.

There must be a mapping betweenthe abstract syntax and an encoding, which is used

to store or transfer the object. The encoding rules usedby SNMP are called BER (Basic

Encoding Rules), which, like ASN.1, is alsoan ISO standard. BER describesa method for
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encoding valuesof each ASN.1 type as an octet string. The encoding is basedon the use

of a type-length-value structure to encode any ASN.1 de�nition. The type includes the

ASN.1 typeplus its class,the length indicatesthe length of the actual valuerepresentation,

and the value is a string of octet. The structure is recursive, so that complex types are

also represented using this basic rule.

Ob ject Iden ti�ers

The SMI has, among others, the task of de�ning unique identi�ers for management

objects. Thus, there must be a consensusthroughout systemsabout what each object is

usedto represent, and how objects are accessed.

ccitt
(0)

iso
(1)

iso-ccitt
(2)

standard
(0)

authority
(1)

member
(2)

org
(3)

dod
(6)

internet
(1)

directory
(1)

mgmt
(2)

experimental
(3)

private
(4)

security
(5)

snmpV2
(6)

mib-2
(1)

system
(1)

interface
(2)

.... sample
(11)

Figure 2.2: Hierarchical organization of MIB objects.

Each object identi�er is a sequenceof labels,which translatesto a sequenceof integers.

Each object is organizedin a tree, such that the integer sequencecorrespondsto the path

from the root of the tree up to the point where the object is de�ned. It is important to

remember that theseobjects and their identi�ers are standard, de�ned by the authority

who is responsiblefor the management framework.
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The virtual root of the tree of objects is assignedto the ASN.1 standard, as shown in

Figure 2.2. In the �rst level, there are three possiblesubtrees:ccitt, isoand joint-iso-ccitt.

Each SNMP MIB is de�ned under the internet subtree, which is under the iso subtree,

being referredas iso.org.dod.internetand translated as .1.3.6.1.

The SMI de�nes under the internetsubtreethe following subtreeamongothers:

� mgmt: employed for standard Internet management objects. The mgmt subtree

contains the standard MIB, under the subtreemib-2.

� experimental:employed to identify experimental objects.

� private: employed by vendorsand organizationsto attend private needs. This sub-

tree contains a subtreecalled enterprisesunder which a subtree is allocated to each

organization that registersfor an enterprise object identi�er.

MIB-2

MIB-2, de�ned in Requestfor Comments (RFCs) 2011,2012,and 2013[34, 40, 41], is the

current standard TCP/IP protocol's MIB. The mib-2 subtree is under the mgmt subtree,

being referred as iso.org.dod.internet.mgmt.mib-2or 1.3.6.1.2.1. Within the MIB, objects

are usually de�ned in groupson which each group hasa speci�c purpose.

� system:overall information about the manageddeviceitself; for example,the variable

sysUpTimeshows how long ago the devicewas last re-initialized.

� interfaces: information about each of the interfacesfrom the agent to the network

and its tra�c; for example,the variable ifNumber gives the number of interfacesof

the agent to the network.

� at (addresstranslation): contains addressresolution information, usedfor mapping IP

addressinto media-speci�c address. For example, the variable atPhysAddressgives

the media addressfor a given interface, and the variable atNetAddressgives the IP

address.
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� ip, icmp, tcp, udp, egp,andsnmp:every group has information about that protocol's

implementation and behavior on the system. For example,the variable ipInDelivers

givesthe total number of input datagramssuccessfullydeliveredto IP user-protocols.

� transmission:givesinformation concerningthe transmissionschemesand accesspro-

tocols at each system interface, used for media-speci�c MIBS, as for X.25, Token

Ring, FDDI, amongothers.

2.2.3 The SNMP Proto col

The SNMP protocol is employed by managersand agents to communicate management

information. It is usedby managersto query and control agents, and by agents to issue

traps and reply to queries. Version 2 of SNMP also allows managersto communicate

amongthemselves. SNMP becamea full Internet standard in 1990[33]. The protocol has

sinceevolved, but \basic" SNMP is in widespreaduse,having beenadopted by dozensof

organizationsworldwide. For the implementations described in chapter 6, SNMPv3 was

used.

SNMP provides a collection of operations performedbetweenmanagement entities, as

described below and shown in Figure 2.3, in order to communicate management informa-

tion.

� Get: requeststhe value of a given management object;

� GetNext: requeststhe value of next management object;

� Bulk: requestsa set of management objects at the sametime;

� Set: storesa new value for a given management object;

� Response: responsesoperations described before;

� Trap: an agent sendsthe value of a given management object to a managerwhen

exceptionalevents have occurred;
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� Report: internal noti�cation in the entit y;

manager
side

agent
side

agent
side

manager
side

get, getnext,
bulk, set

response

trap

Figure 2.3: Operations betweenmanagement entities.

A full description of someaspects not detailed in this chapter but which are SNMP

standard may be found in [18, 31, 38]. Theseaspects include, for example,how to de�ne

a MIB, i.e. objects, data types,and how to addressobject instantiations, amongothers.

2.2.4 Evolution of the SNMP

Throughout the 1990s,the Internet EngineeringTaskForce(IETF) de�ned three manage-

ment architectures for the Internet, known as SNMPv1, SNMPv2, and SNMPv3 [42, 43].

In the early 1990s,the IETF concludedthe �rst versionof SNMP calledSNMPv1, and

the �rst versionof the data de�nition languagecalled SMIv1. Both SMIv1 and SNMPv1

were adopted by the manufactures of networking devicesand vendors of management

software.

Due to several de�ciencies as the lack of e�ective security mechanisms presented by

SNMPv1, the IETF soon started e�orts to introduce SNMP version 2 together with a

secondversion of tha data de�nition language(SMI). However, this processpresented

several di�culties and its result was the SNMP version2 known as SNMPv2c. SNMPv2c

is not a complete IETF standard as it lacks strong security. The secondversion of the

SMI, called SMIv2, was more successfuland has beenpublished as an Internet Standard

in 1999[39, 44].

As SNMPv2c did not achieve its goals, in 1997, an attempt was started to de�ne

SNMP version 3 called SNMPv3 that provides e�ective security mechanismsand remote
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administration capabilities[4]. Most current SNMP-basedsystemsarebuilt with this third

versionof the framework.

2.3 Conclusion

In this chapter, we introducedthe purposeof network management systemsand presented

the traditional classi�cation of network management functionality proposedby ISO (Inter-

national Organization for Standardization). Next, we presented the SNMP Framework.

SNMP hasbeenwidely adoptedby di�erent organizationsat the management of their

networks, being a de facto standard. We presented an overview of the SNMP Framework

focusingon the main components: the SNMP architecture, the SMI, and the SNMP pro-

tocol. The SNMP architecture is originally basedon the manager-agentparadigm. In this

architecture, managers,which run in a Network Management Station, and agents, which

run in manageddevices,accomplishthe network management. The SMI is a data def-

inition languagethat de�nes the rules for describing management information, allowing

the description of management information independently of implementation details. The

SNMP protocol provides the communication between managersand agents. Further, it

allows managersto query and control agents, and agents to issuetrap messagesand reply

to queries. We also presented a brief discussover the framework's evolution trends that

include SNMPv3.

Throughout the thesis,we utilize the SNMP framework to describe an architecture of

management entities clustering for replication of managedobjects.
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Replication & Group Comm unication

A major problem inherent to distributed systemsis their potential vulnerability to fai-

lures. Indeed, whenever a single element fails, the availabilit y of the whole system may

be damaged. On the other hand, the distributed nature of systemsprovides the means

to increasethey dependability, which meansthat reliancecan justi�ably be placedon the

servicetheir deliver [45]. In distributed systems,it is possibleto introduce redundancy

and, thus, make the overall systemmore reliable than its individual parts [46].

Redundancyis usually introducedby replication of components or services.Although

replication is an intuitiv e and readily understood concept, its implementation in a dis-

tributed system requires sophisticated techniques [8]. Active and passivereplication are

two major classesof replication techniques to ensureconsistencybetweenreplicas. Both

techniquesare usefulsincethey have complementary qualities, and many other replication

techniquesextend such qualities.

This chapter presents an overview of somereplication techniquesshowing their di�e-

rences,similarities, and sometimestheir applicationsin distributed systems.Many of those

techniqueshave beendescribed by D�efago[46]. Section3.1 describes the existing failure

models. Section3.2presents replication techniquesand their usagein a client-server model.

Section3.3describesthe groupabstractionand the roleof the groupmembershipservicefor

building reliable distributed applications. Moreover, group communication systems,such

28



3.1. Failure Models 29

asthe Ensemble system,are mentioned. Section3.4proposesthe useof passive replication

and group abstraction for building reliable network management systems.

3.1 Failure Mo dels

The reliability of a component or systemis its abilit y to function correctly over speci�ed

period of time. The availability of a system is de�ned to be the probability that system

is working at given time, regardlessof the number of times it may have failed and been

repaired [19]. In a distributed computing system, it is impossibleto tolerate all failures

since there is always a nonzeroprobability that all will fail, either independently or due

to a commoncause.Therefore,the goal of fault toleranceis to improve the reliabilit y and

availabilit y of a systemto a speci�ed level by tolerating a speci�ed number of selectedtypes

of failures. Failure modelshave beendeveloped to describe abstractly the e�ects of failures.

The useof such a model simpli�es the programmer'stask by allowing the program to be

designedto cope with this abstract model rather than trying to cope with the di�erent

individual causesof failures.

A hierarchy of failure models has been developed for use in di�erent application ar-

eas [47]. The broadest failure model is the Byzantine or arbitrary failure model where

components fail in an arbitrary way [48]. This model accommodates all possiblecauses

of failures, including malicious failures where a machine actively tries to interfere with

the progressof a computation. Naturally, the systemsbasedon this failure model are

complicated and expensive to execute. The Byzantine with authentication failure model

allows the sametype of failure, but with the addedassumptionthat a method is available

to identify reliably the senderof a message.This assumptionsubstantially simpli�es the

problem. The timing or performance failure model assumesa component will respond with

the correct value, but not necessarilywithin a given time speci�cation [49]. The omission

failure model assumesa component may never respond to an input [49]. The crash or

fail-silent failure model assumesthat the only way a component can fail is by ceasingto

operate without making any incorrect state transitions [50]. Finally, the fail-stop failure
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model adds to the crash model the assumptionthat the component fails in a way that is

detectableby other components [51]. A more completeclassi�cation of failure modelsand

their relations can be found in [52]; numerousother classi�cations basedon factors such as

duration and causehave also beenproposed[45]. In general,more inclusive is the failure

model, higher is the probability that it covers all failures that are encountered, but at a

cost of increasedprocessingtime and communication.

3.2 Replication Techniques

Replication techniques applied to critical components of systemsare an approach to in-

troduce redundancy. Replication is actually the only mechanism for fault tolerancethat

simultaneously increasesthe reliabilit y and the availabilit y of a system[7]. Replication is

the processof making a copy (replica) of resources,processesor data. In particular, the

kind of replica consideredin this thesis is managementdata, speci�cally, management ob-

jects. There are two basic techniquesfor replication: active and passive replication. Both

techniquesareusefulsincethey havecomplementary qualities. Replication techniquessuch

as coordinator-cohort, semi-passive, and semi-active are variants of thosetechniques.

In this section,wediscussthe di�erencesand similarities of thosereplication techniques.

The application model taken into account in all replication techniquesis the client-server

model. Furthermore, the server is composedof three replica entities namedP1, P2, and

P3. It is alsoassumedthat only the client makesrequeststo the server, and a requestis a

processingrequiredat the server that may or not involve state changesamongthe replicas.

3.2.1 Passive Replication

The passive replication technique is alsoknown asthe primary-backup approach [53]. This

technique selectsone replica in order to play as primary, and the other replicas play as

backups. As Figure 3.1 shows, the client only interacts with the primary (P1), i.e. it sends

its requestto the primary. The primary then processesthe request,and next sendsupdate
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messagesto the backups (P2 and P3) in order to keepa consistent state amongreplicas.

Oncethe backups have beenupdated, the primary then sendsthe responseto the client.

As all backups interact directly only with the primary, every time that the primary

fails, the backups must detect the failure and run an election algorithm, such as a leader

election algorithm, in order to determine which one will becomethe new primary. Thus,

this replication technique has two drawbacks: (1) the recon�guration procedurein order

to elect a new primary is typically costly, and (2) in caseof the primary fails, the client

needsto be informed about the new primary in order to resendits request.

P1

P2

P3

Backup

Primary

Backup

Processing State update

Client

Request Response

Update

Figure 3.1: Passive replication: processingof a request.

3.2.2 Coordinator-Cohort

Coordinator-cohort [54] is a variant of passive replication designedin the context of the

Isis group communication system[55]. As passive replication, it is basedon the principle

that only oneof the replicasshouldprocessthe requests.Thus, at this strategy, oneof the

replicasis designedas the coordinator (primary) and the others are the cohorts (backups).

Unlikea passive replication, a client sendsits requestto the wholegroupof replicas: P1,

P2, and P3, as shown in Figure 3.2. The coordinator (P1) then handlesthe requestand

next sendsupdate messagesto the cohorts (P2 and P3) in order to make them updated.

If the coordinator fails, the other group memberselecta newcoordinator, and it takesover

the processingof the request.
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P1

P2

P3

Processing State update

Client

Coordinator

Cohort

Cohort

Request Response

Update

Figure 3.2: Coordinator-cohort: processingof a request.

3.2.3 Activ e Replication

In the active replication, also called the state-machine approach [56], the replicasbehave

independently. As shown in Figure 3.3, the client always sendsits requestto all replicas:

P1, P2, and P3. Every replica then handlesthe requestreceived, and sendsits response.

To keepthe replicasidentical, active replication also must ensurethat all replicasreceive

the requestsin the sameorder.

P1

P2

P3

Client

Processing 

ResponseRequest

Figure 3.3: Active replication: processingof a request.

The main advantage of active replication is its failure transparency; no matter how

many replicas are faulty or fault-free, the replicated data is accessedin the sameway.

Thus, a low responsetime is achieved even in caseof failures. However, this technique has

two important drawbacks: (1) the redundancyof processingimplies a high resourceusage,



3.2. Replication Techniques 33

and (2) the handling of a requestmust be performed in a deterministic manner, i.e. the

request result must only depend on the current state of the replica and the sequenceof

actions that are executed[46, 57].

3.2.4 Semi-P assive Replication

Semi-passive replication presents similarities with both passive replication and coordinator-

cohort. Typically, this technique can be seenas a variant of passive replication, as it

retains most of its major characteristics. However, the selectionof a primary in semi-

passive replication is basedon consensus[58], and not in a group membership serviceas it

is usually donein passive replication and coordinator-cohort [46, 59].

 PrimaryP1

P2

P3

Backup

Backup

Client

Request

Crash

Crashed Processing State update

Response

Update

Figure 3.4: Semi-passive replication: processingof a requestwith crashat the primary.

In contrast to passive replication, in this technique the client processalways sendsits

request to all replicas: P1, P2, and P3. Typically, the replica playing as primary (P1)

handlesthe request,and next sendsupdate messagesto other replicas. However, when a

failure occursat the primary (P1), another replica is selectedas primary (P2), as shown

in Figure 3.4. The new primary takesover the processingof the requestand updates the

remainingreplicas. As all replicasreceive the request,the client doesnot resendits request

in the caseof occurring a failure at the primary.

A full description of semi-passive replication is presented by D�efago[46].
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3.2.5 Semi-Activ e Replication

The semi-active replication was developed to solve the problem of non-determinismwith

active replication in the context of time-critical applications. It is an approach that involves

characteristics of both active and passive replication [56, 60]. This technique is based

on active replication and extended with the notion of a leader (primary) and followers

(backups) deployed in passive replication.

The client sendsits request to all replicas: P1, P2, and P3. Although all replicas

perform the handling of a request,only the leader(P1) is responsibleto perform the non-

deterministic parts of the requestprocessing,and then inform the followers (P2 and P3)

through update messages,as shown in Figure 3.5. It is considerednon-determinismwhen

there is no way to guarantee that the processingperformed by all replicas will achieve

the sameresult, i.e. the result may depend on local valueswhoseinstancescan be di�er-

ent. For instance, multi-threading typically introducesnon-determinism. A de�nition of

determinism is found in Section3.2.3.

P1

P2

P3

Client

Leader

Follower

Follower

Request

Update

Response

Det. processing State updateNon-det processing

Figure 3.5: Semi-active replication: processingof a request.

An important aspect about semi-active replication and semi-passive replication is their

behavior in the ideal scenarios.Semi-active replication, in the absenceof non-deterministic

processing,is essentially an active replication scheme in which all replicas handle the

requests,whereassemi-passive replication, in the absenceof fails, ensuresthat requestsare

only processedby a singleprocess[46, 59].
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3.3 Group Comm unication

Developing distributed applications is a di�cult task, becauseof the complexity of the

applications themselves and of the distributed settings prone to failure in which such

applications are often performed. Reliable distributed applications must ensurethat its

servicesare provided even when failures occur. The processgroup abstraction is a possible

approach for constructing reliable applications [61]. This approach consistsof structuring

the application into cooperating groups of processesthat communicate using a reliable

multicast service. Reliable multicast servicesensurethat all messagessent to the group

are delivered to each group member that is not faulty. Group membership is a service

responsible for managing groups of processes,i.e. it maintains consistent information

about which members are functioning and which have failed at any moment. In order to

do this, a membership servicereports failures, recoveries or joining members, indicating

changesinto the membership [62, 63]. A group communication systemtypically provides

reliable group multicast and membership service.

Group communication systemsintroduce the processgroup abstraction. They are po-

werful tools for the development of fault-tolerant distributed applications. In fact, a group

communication systemencapsulatescertain solutions to fundamental problemsthat arise

in the development of reliable systems,providing programmerswith a simple distributed

programming abstraction. Several group communication systemshave beenimplemented

and are available, such asTransis[64], Horus [20] and Ensemble [21]. Ensemble is a group

communication toolkit that allows the development of fault-tolerant complex distributed

applications. It providesa library of protocolswhich handlesissuessuch asre-liably send-

ing and receiving messages,transferring processstates, implementing security, detecting

failures and managingsystemrecon�guration.

The group abstraction is an adequateframework for providing reliable multicast prim-

itiv esrequired to implement replication in distributed systems.The following sectionde-

scribesthe useof the group abstraction asan alternative for building dependablenetwork

management systems.
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3.4 Passive Replication Applied to Managed Ob jects

Replication techniquessuch as active replication have already beenpreviously applied to

network management systemsin order to increasetheir dependability [29]. However, con-

sidering the distributed nature of current network management systemsand requirements

such asnon-deterministic processingof the requestsand low responsetime, we arguethat

a variation of passive replication is the most adequatetechnique to perform the task of

replicating managedobjects [11].

Passive replication can be extendedin order to be applied to a management system.

Considera simplemanagement systemcomposedof a collectionof agents whereeach agent

typically keepsinformation about a particular manageddeviceat its MIB (Management

Information Base). These agents could be extended to send their information to other

agents and in addition to keep information coming from other agents in the system. In

this way, a set of agents could be seenas agent group that supports a replication service

of management information.
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Figure 3.6: Passive replication: agents playing as primary and backup.

In order to achieve passive replication functionality in a group of agents, each agent

must play as primary and backup at the sametime. The primary role enablesan agent

to multicast its objects to other agents, whereasthe backup role enablesan agent to keep

objects sent by other agents [10]. Thus, as Figure 3.6 shows, an agent is a primary for its

own managedobjects and replicatesthem in other group members (A); at the sametime,
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it can also be a backup of other agents, i.e. keepinglocal replicasof managedobjects of

other group members (B).

A client canqueryany groupagent through a queryrequestfor accessingaslocal objects

the replicated objects, as shown in Figure 3.6. However, only the sourceagent of a MIB

cansendupdate requeststo other agents for replicating and updating its managedobjects.

Systemswhich implement passive replication typically only allow accessto the primary

copy. However, in network management systems,management entities that keepmanaged

objects can frequently be accessedby managerapplications. Hence,such systemscan also

allow queriesto any network entit y that keepscopiesof replicated information. We de�ne

this extensionof the passive replication for replicating managedobjects in which queries

can be doneto any member of an agent group as passive replication with read operations

on backup agents.

3.5 Conclusion

In this chapter, we presented conceptson failure models,replication techniques,and group

abstraction which allow the construction of reliable distributed systems.

The description of main failure models found in distributed computing systemswas

presented. Replication techniquesallow the development of reliable systemsthrough the

redundancyof theirs components. We presented an overview of the replication techniques

passive, coordinator-cohort, active, semi-passive, and semi-active that canbe usedto repli-

cate a servicein distributed systems.The study discussedthe di�erences and similarities

of replication techniquestaking into account a client-server model.

The processgroup abstraction is an approach that have beenusedto building reliable

applications in settings prone to failure. Typically, this approach structures a distributed

application in cooperating groupsof processesthat communicate usinga reliable multicast

service. Thus, if a processfails, other processescan execute its task, for example. In

general,such approach enablesthat a distributed application can tolerante several kinds

of failures.
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The complexity and the distributed nature of current network management systemsin-

troduceidealcharacteristicsto apply both the groupabstractionand the passive replication

techniquefor supporting the constructionof group-basedreliablenetwork management sys-

tems. Thus, management information replicated amongthe network management entities

could still be accessedeven if certain network entities are faulty.



Chapter 4

Managemen t by Replication:

Speci�cation

It is essential that a network management system works correctly during occurrencesof

network faults. Data replication is an attractiv e mechanism for building fault-tolerant

systemssince it simultaneously increasesthe availabilit y of a system. Hence, the use

of data replication in a distributed network management system provides the meansfor

getting management data from a faulty network element.

This chapter presents the requirements and the speci�cation of an agent clustering ar-

chitecture for building fault-tolerant network management systems.Section4.1 describes

the requirements of the agent clusteringarchitecture for supporting the replication of man-

agedobjects. Section 4.2 presents the model of the agent clustering architecture as well

as assumptionsabout the failure model. Section4.3 presents the issuesand properties of

the architecture in order to keep the consistencyof the replicated objects even in failure

situations. Section4.4 introducesthe agent clustering architecture structured in three lay-

ers basedon the SNMP framework. Furthermore, we present an exampleof usageof the

architecture.
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4.1 Requiremen ts of the System

There is a number of possibilitiesto implement redundancyin a distributed system. In par-

ticular, the available resourcesof communication and processingin a network environment

are factors that must be taken into account at the moment of de�ning the redundancy

strategy to be applied. Moreover, those resourcesare essential in failure situations, in

which the network operation is a�ected and such resourcesare reduced.

The cluster abstraction employed in the agent clusteringarchitecture takesinto account

the issueof resourceconsumptionneededfor supporting managedobjects replication and

henceallowing the building of practical network monitoring systems.

The following functional requirements are identi�ed for the MO's replication system

in order to allocate the minimal amount of network resourcesas well as to guarantee the

distribution of replicated objects in various placeson the network.

� Flexibility: con�guration of several collectionsof managedobjects from clusters of

network elements to be replicated; which network elements are membersof a cluster;

and in which network elements thosemanagedobjects must be replicated.

� Availability: copiesof values of managedobjects may be kept in speci�c network

elements in the system. Thus, while there is at least an accessiblecopy of managed

objects, i.e. a fault-free network element, the accessto values of such objects is

guaranteed.

� Consistency: valuesof managedobjects, which are replicatedamongvariousnetwork

management entities, must be consistent with the original values.

� Scalability: the increasein the number of agents or managedobjects to be replicated

in the systemrequiresthe allocation of morenetwork resources.In order to enablethe

operation of replication and reducethe network resourceconsumption,the clustering

architecture allows both the creation and rede�nition of new agents clusters.
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In the following, we describe the architecture of agent clustering for managedobjects

replication.

4.2 Speci�cation

In this sectionwe present the speci�cation of the agent clustering architecture for replicat-

ing managedobjectsaswell asassumptionsabout the failure model and the communication

model.

The systemmodel consistsof multiple network elements, called nodes, connectedby a

network. The nodesonly experiencethe fail-stop failure model, i.e. a node either operates

correctly or not at all [51]. We assumethat no network partitions occur and that the

systemis synchronous,henceit is possibleto estimate the time required for both message

transmissionand processing.Although the consideredfailure model aswell as the kind of

network partition are not well adequateto all kinds of networks, we are consideringthose

assumptionsin our model sincethey areadequateto local areanetworks. Such assumptions

will be studied in other kinds of network such as WAN (Wide Area Network) and MAN

(Metropolitan Area Network) later in order to check if they attend to the requirements

of the system. The fail-stop failure model, according to the kind of network, can a�ect

requirements such as the scalability of the systemmodel.

In the systemmodel, a given node contains the managerapplication and each one of

the other nodescontains an agentapplication. We considerthat the managerapplication

is similar to any managerbasedon the manager-agentparadigm, and furthermore it never

fails and hasthe abilit y to detecta faulty node. In addition, weconsiderthat certain agents

can be extendedto play the cluster managerrole. A cluster manageris an agent which

can collect and replicate information to other cluster managers. Typically, management

information is kept in variables termed objects. In particular, ordinary agents only keep

local information about nodeswherethey are hosted,whereasa cluster managercan keep

replicated information from other agent applications.

The following nomenclatureis usedthroughout this section and next section to iden-
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tify the systementities. Entities can introduce one or two subscripts. Entities with one

subscript are usedto indicate an element in a set. Let 2 i be an entit y. The subscript i

refers to the i -th element of 2 . For example, value qi . Entities with two subscripts are

usedto indicate an element whosevalue is a copy of another element value. Let 2 i;j be an

entit y. The subscript i refersto the i -the element of 2 and the subscript j refersto a copy

of element 2 i kept in element 2 i;j . For example,in notation qi;j , the value of element qi is

copiedin element qi;j , in this caseqi and qi;j are sets.

Let A = f a1; a2; a3; : : : ; ang be the set of all agents in the system model. Let O =

f o1; o2; o3; : : : ; omg be the set of all objects at the agents. Let L = f l1; l2; l3; : : : ; lkg be the

set of all cluster managers,where L � A . A cluster manageris an agent de�ned by the

managerin order to carry out the task of monitoring and replicating managedobjects.

4.2.1 Cluster

Clusters are logical abstractions in the systemthat the managerde�nes with the purpose

of replicating information kept by a group of agents. Let C = f c1; c2; : : : ; ckg denote the

set of all possibleclustersde�ned by the manager.

A cluster ci is a four-tuple (l i ; Gi ; Ri ; Pi ), where

� l i is an agent that denotesthe managerrole, which monitors and replicatesmanaged

objects, l i 2 L . Furthermore, the relation amongL and C is symmetric;

� Gi is a set of agents monitored by the cluster managerl i , whereGi � A ;

� Ri is a set of managedobjects to be monitored by the cluster manager l i , where

Ri � 2O ;

� Pi is a set of the peerclusters,wherePi � C. Peer clustersare namedother clusters

that receive and keepreplicatedinformation sent by a givencluster. The communica-

tion amongclustersfor replicating information occursthrough their clustermanagers.
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4.2.2 Cluster Manager Op eration

As mentioned earlier, we assumethe fail-stop model and considerthe existenceof a com-

munication subsystemconnectingcluster managersin order to provide primitiv esto broad-

cast messages.In addition, we considerthat the communication amongcluster managers

requiresgroup services,such as membership and reliable multicast, for supporting consis-

tency of replicatedinformation. Onepossiblesolution for the achievement of thosekinds of

services,besidesimplementing them into the system,is the usageof group communication

protocols [20, 21, 64].

In order to executethe monitoring and replication task of a cluster,andalsoreceivedata

replicated from the other clusters,the following three communication operationsbelow are

de�ned for the cluster managerof cluster ci :

� query (a,o): is the operation periodically issuedby cluster manager l i in order to

query a managedobject < o> of an agent < a> ;

� replicate (m): is the operation periodically issuedby cluster managerl i in order to

senda messageto their peer cluster managers.A message< m> contains the value

of a replicated object;

� receiv e(m): is the operation periodically issuedby cluster managerl i whenreceiving

a messagesent by other cluster manager. A message< m> contains the value of a

replicated object.

The �rst operation corresponds to a communication primitiv e normally issuedby the

manager for querying ordinary agents in a network management system based on the

manager-agentparadigm. Let Qi = f q1; q2; q3; :::; qng denote the set of queries that a

cluster managerl i should periodically issueto an agent a 2 Gi .

qi : A � O � ! O [ ;

(a;o) 7�! qi (a;o) =

8
<

:

; : if a has failed

6= ; : if a is fault-free

Thus, a query qi corresponds to a communication operation denoted by query (a,o)

in order to collect information of a monitored object. The query result will always be
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successfuland return a value when agent a is fault-free. On the other hand, if the agent

has failed, the query result will not return any value.

The secondand third operations correspond to group communication primitiv es de-

ployed by cluster managersin order to communicate with their peer clusters. Note that

cluster managersonly communicate with fault-free peer clusters. Thus, it is required a

failure detection mechanism. Let F thus denotean underlying failure detection function

usedby cluster managersasa serviceof group control. This function is de�ned as follows:

F : L � ! f 0; 1g

ci 7�!

8
<

:
0 : if ci has failed

1 : if ci is fault-free

Thus,

f8 ci ; cj 2 C j cj 2 Pi ; F (cj ) = 1g =) P1 and P2

where

� P1 meansthat cluster cj receivesany messagesent by cluster ci ;

� P2 meansthat cluster cj receivesmessagesin the sameorder sent by cluster ci .

In summary, a cluster managerintroducestwo typesof communication to carry out the

object replication: the cluster manager - agent communication and the cluster manager

- cluster managercommunication. The former enablesa cluster managerto monitor the

agent members, and the latter enablesa cluster managerto replicate their objects at the

peerclusters.

4.2.3 Replicated Information

A replica represents the copy of valuesof a set of objects of a group of agents monitored

by a cluster manager. Let ci = (l i ; Gi ; Ri ; Pi ) be a cluster and let r i;j = f (o;a) j o 2 Ri

and a 2 Gi g denotea replica kept by the cluster managerof cluster cj . Hence,a pair (o;a)
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in a replica indicates that object < o> from agent < a> from cluster ci is replicated in the

cluster cj .

A replica view represents all copiesof the replica from a cluster spreadin other cluster

managers.Recall that a clustermanager,besideskeepinga replicaof its monitored objects,

hasto sendcopiesof theseobjects to all its peerclusters. Thus, vi = f r i;j j j 2 (Pi [ f ig)g

denotesthe set of replicasof cluster ci .

A replica instance represents the set of replicasstored in a cluster. A cluster can keep

its original replica and copy replicasfrom other clusters. Thus, si = f r j;i j i 2 (Pj [ f ig)g

denotesthe set of replicaswhich are kept in cluster ci .

The set of all information replicated in a management systemcan be denotedthrough

the set of all replica viewsexpressedas
S

i
vi or the set of all replica instancesexpressedas

S

i
si .

4.3 Managed Ob jects Replication

The managedobject replication system basedon agent clustering consistsof replicating

the valuesof a set of objects of a group of operational agents. The set of objects replicated

of each cluster, which is called replica, is kept by the cluster managerand also copied in

its peerclusters.

As the objects of the agent membersof a cluster can have its valueschangedover time,

a replicaonly have its valuesupdatedwhenthe clustermanagerqueriesoneof theseobjects

and detectsa new value. Thus, the replication systemintroducestwo main requirements.

The �rst one is to ensurethat the object values of a replica, i.e. the values copied to

a cluster manager, are consistent with the current values of these objects in the agent

members of a cluster. The secondrequirement is to ensurethat all replica views in the

systemat a given time are identical.

The �rst requirement dependson the frequencywith which the valuesof the replicated

objects are changedin the agent members. However, it can be con�gured, sincethe moni-

toring time interval canbe set up by the administrator for a cluster to query the replicated
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objects. Sincethe main goal of the replication system is to ensureaccessto the last in-

formation of network elements, the system must include mechanisms to guarantee that

the replica views are consistent. Group servicesemployed to amongcluster managerscan

guarantee the secondrequirement. Thus, whenthe agent membersor the cluster managers

are faulty, their data is still available elsewhere.

MO's Replication Prop erties

The object replication systemmust obey several properties in order to keepits data consis-

tent. Particularly, the safety and livenesspropertiesare important becausethey guarantee

the correct operation of the replication system. In the following, we de�ne thoseproperties

in term of clustersand replicas.

We consider that when a group of clusters is created, every cluster ci makes in its

cluster managera replica r i = f (o1; a1; ); (o2; a1); (o1; a2); (o2; a2); :::; (om ; an )g. For each

pair (oj ; ak) 2 r i , oj denotesthe value of an object from agent ak which is both monitored

and replicated in cluster ci . Furthermore, the cluster managerof cluster ci distributes

copiesof replica r i to the peerclustersof cluster ci . Oncereplica r i is stored at the cluster

manager of cluster ci , any change in the values of the objects detected by the cluster

managerwill result in an update of the replica r i . Hence,the cluster managerof cluster ci

must also multicast such valueschangesto its peer clusters in order to guarantee that all

copiesof replica r i are updated, and thus replica view vi is always kept consistent.

Let C = f c1; c2; c3; :::; cng be a set of clusters. The replicaskept at the cluster managers

must adhereto the properties below:

Safety Prop erties

� Validity 01: if cluster cj 2 C keepsa copy of replica r i , i.e. cj contains r i;j , then

cj 2 Pi .

� Validity 02: if cluster cj 2 Pi and it doesnot receive updates on its copy of replica

r i , then cj is faulty.
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� Agreement: if cluster cj 2 Pi receives an update value on replica r i;j and cluster

ck 2 Pi alsoreceivesan update value on replica r i;k , then r i;j = r i;k .

Validit y 01 property states that only the peer clusters of a cluster keepa copy of its

replica. Validit y 02 property states that changeson the local replica of a cluster will be

multicast for all peer clusters since they are not faulty. The Agreement property states

that any update modifying a replica copy delivered to a peer cluster will eventually be

delivered to all peerclusters.

Liv eness Prop ert y

� Termination: if the cluster managerof cluster ci doesnot fail, then the objects of its

agent members will continue to be replicated, as well as copiesof the replicas from

other clusterswill be kept by the cluster managerof ci .

In order to ensuresafety and livenesspropertiesto the MO's replication system,even in

failure situations of cluster managers,group services,such as reliable multicast and group

membership, must be supported by the system[65, 66, 67].

In this section we have identi�ed and described the properties of the agent clustering

architecture for replicating managedobjects. Next, we present the architecture of agent

clustering basedon the SNMP framework.

4.4 An Agen t Clustering Arc hitecture Using SNMP

The Simple Network Management Protocol version 3 (SNMPv3) is the Internet standard

management architecture [4], as seenin Chapter 2. Thus, given its popularity worldwide,

we have deployed the SNMPv3 framework in order to de�ne the agent clustering architec-

ture for replicating managedobjects.

An SNMPv3 systemis composedof management entities that communicate using the

management protocol. The SNMP architecture de�nes a Management Information Base

(MIB) as a collection of related management objects that are kept at the agents in order

to allow management applications to monitor and control the managedelements. SNMP
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entities have traditionally beencalled managersand agents. A managednetwork element

contains an agent, which is a management entit y that has accessto management instru-

mentation. Managersare collectionsof user-level applications,which provide servicessuch

as performanceevaluation, fault diagnosis,and accounting, amongothers. Each manage-

ment systemhas at least one Network Management Station (NMS), which runs at least

onemanagerentit y [18].

Distributed network management is widely recognizedas a requirement for dealing

with large, complex,and dynamic networks [6, 43]. The distributed management entities

assumeroles like executingscripts [68], monitoring events [69], scheduling actions [70] or

reporting alarms[71],amongothers. Thus, three-tier architectureshavebecomepopular for

distributed management, in which mid-level distributed management entities are included

betweenagents in the bottom level and managersin the top level.

Considering both the SNMP architecture and the distributed network management

paradigm mentioned above, the proposedagent clustering architecture expands SNMP

architecture by adding modules that provide functionality for fault tolerance through a

logical way of dividing the network elements in clustersand replicating managedobjects.

The SNMP agent clustering architecture for replicating managedobjects is structured

in three layers,as shown in Figure 4.1. The three layers are called the managerlayer, the

cluster layer, and the cluster member layer, respectively, and are described below.

� The managerlayer is composedby managers,i.e. management applications, which

de�ne clustersas well as the relationship amongcluster managers.

� The cluster layer is composedby the management entities playing as cluster mana-

gers. Each cluster manager is an ordinary agent that has the task of periodically

monitoring a subsetof managedobjects of its cluster membersand replicating those

objects in other cluster managers.

� The cluster member layer is composedby all cluster members, i.e. network manage-

ment entities which have their managedobjectsmonitored and replicatedby a cluster

manager.
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Replication

Cluster Members

Cluster Manager

Agent

Manager Manager Layer

Cluster Layer

Cluster Member
Layer

Cluster Members

Figure 4.1: The replication architecture.

The architecture allows the usageof di�erent communication mechanismsto replicate

managedobjects amongcluster managers.Furthermore, the architecture doesnot put any

restriction on how the agent groupsareformed, the criteria for groupinga setof agents into

a cluster depends on the set of monitored objects and the speci�c network's monitoring

policy[72,73]. Next, wepresent how is the operation amongthe entities of the architecture.

Using the Clustering Arc hitecture

Figure 4.2showsan exampleof the operation of the clusteringarchitecture. In this example,

three agent clustersraising a set of 12 agents are monitored by cluster managersCM1, CM2,

and CM3. The �rst cluster manager(CM1) monitors objects of the agents Ag1, Ag2, Ag3 and

Ag4. The secondcluster manager(CM2) monitors objects of the agents Ag5, Ag6, and Ag7;

and the last cluster manager(CM3) monitors objects of the agents Ag8, Ag9, Ag10, Ag11,

and Ag12.
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Cluster 1 Cluster 3

Cluster 2

CM2
CM3

CM1

Ag1 Ag2

Ag3 Ag4

Ag6

Ag7

Ag8

Ag9

Ag10
Ag12

Ag11

Agent MemberAg Cluster ManagerCM Managed Objects

Ag5

Figure 4.2: The operation of the clustering architecture.

Figure 4.2 focusesparticularly on the operation of the CM1, and its operation with

other two cluster managers. Thus, CM1periodically monitors the objects of its agents,

keepsonecopy of thoseobjects, and next replicatesthem at its two peercluster managers

(CM2and CM3), as shown by the solid and dotted lines respectively in the �gure. At the

sametime, CM1will also receive replicated objects from CM2and CM3in which it hasbeen

de�ned aspeercluster. Consideringthe passive replication approach employed, CM1is the

leaderfor all replicatedobjects of its agent cluster; the samefunctioning occursin CM2and

CM3.

Manager

Cluster 1

Ag1 Ag2

Ag3 Ag4

CM1 CM3
CM2

(3) (4)

(2)

(1)

Figure 4.3: Querying replicasby the generalmanager
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The architecture allows the managerto have many options to query valuesof manage-

ment objects from a given agent. Taking into account the examplearchitecture de�ned

above, Figure 4.3 illustrates the alternatives that the managercan execute in order to

query object valuesmonitored by the cluster managerCM1. In the example,it is assumed

that all cluster managerscontain replicasof the objects monitored by all clusters. First,

the managercan make a query to CM1, (1) in the �gure. If the query is not successful,i.e.

no reply arrives (2), the managerstill has the option to obtain that information through

the peer clusters. The managerthen can make a query to CM2and obtain the replicated

objects from CM1(3 and 4).

We have described, through of this sceneryexample,the operation of the architecture

and have shown its capacity to deal with faulty network elements.

4.5 Conclusion

In this chapter, we introducedan architecture basedon agent clustering for supporting the

replication of managedobjects. The architecture took into account fundamental charac-

teristics for current distributed systemssuch asthe 
exibilit y and scalability requirements.

The architecture describesthe structure of the construction of logical clusters,the com-

munication primitiv es,which allows the cluster operation, and how the relationship among

clusters occurs. Furthermore, the several collections of data replicated by management

entities were speci�ed. Particularly, we de�ned as replica the collection of objects both

monitored and replicatedby a cluster manager.Copiesof a replica spreadin other clusters

of a management systemare de�ned asreplica view, and copiesof replicaskept in a cluster

are de�ned as replica instance. Group servicesmust guarantee the consistencyamongthe

copiesof a replica. Hence,we introducedthe safety and livenessproperties that ensurethe

correct operation of the replication system.

Finally, we described a three-layer agent cluster architecture taking into account the

SNMP framework, where the upper layer corresponds to the manager application that

de�nes management clustersand their relationships,and the middle layer corresponds to
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management entities called cluster managers,which monitor a given set of agents.



Chapter 5

An SNMP Framew ork for Ob ject

Replication in Agen t Clusters

In this chapter, we describe the SNMP agent clustering framework speci�ed as a MIB.

This framework introducesthe management objects de�ned for supporting managedobject

replication basedon the clustering architecture. Section5.1 presents the MIB that de�nes

the framework. Section5.2 describeshow to de�ne SNMP management clustersand their

relationships. Section5.3presents the valuesrequired to make traditional SNMP agents in

cluster managers.Section5.4 describes the parametersthat de�ne a subsetof replicated

objects in a given cluster. Section5.5 describesthe parametersrequired to de�ne the peer

clusters of a given cluster. Section5.6 describes how valuesof the replicated objects are

kept.

5.1 The MIB for Replicating MO's

In this section, we present an SNMP agent clustering framework that supports passive

replication of management objects. The framework is de�ned asa MIB calledReplic-MIB

which allows the de�nition and usageof management clusters, as well as the replication

operation among clusters. The MIB is divided in two groups: clusterDefinition and

53
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clusterReplica , as shown in Figure 5.1 and described in the following.

Throughout this chapter, we will often refer to a managerapplication only asmanager,

and a cluster of agents only as cluster. Furthermore, it is important to keepin mind that

a cluster manageris an agent which plays a managerrole from a cluster of agents in order

to replicate managedobjects.

clusterDefinition

replicObjects

replicaTable

clusterReplication

repObjectTable

memberTable

clusterTable

peerTable

Figure 5.1: Replic-MIB: basicstructure.

The clusterDefinition group consistsof four tables: clusterTable , memberTable,

repObjectTable , and peerTable. Those tables are deployed at management application

and agents in order to de�ne and build agent clusters (clusters). Table clusterTable

contains the whole de�nition of all clusters,and it is kept only at the manager.Entries of

table clusterTable de�ning a cluster include the de�nition of its cluster members(agents

to be monitored), the speci�cation of managedobjects to be replicated, and the de�nition

of peerclusters. In this way, the administrator can automatically to build an given cluster

from a manager.

TablesmemberTable, repObjectTable , and peerTable are built by the managerinto

the agents de�ned as cluster managers. Table memberTablecontains information that

speci�es each member in the cluster. Table repObjectTable contains the de�nition of

each management object to be replicated. Table peerTable de�nes the cluster managers

that play aspeer clusterskeepingcopiesof the replicated management objects.

The clusterReplication group consistsof a single core table called replicaTable .

This table is automatically built into the cluster managers,and keepsreplicated managed
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objects from each agent member of a given cluster aswell asfrom other clustersde�ned as

its peerclusters. The descriptionof the main portions of the MIB framework is given next.

An exampleof the framework usageis given together with the description of components.

The completeMIB designis given in Appendix A.

5.2 Managemen t Clusters

An SNMP manager application allows the de�nition of all agent clusters, their mem-

bers, and the managedobjects to be replicated. The Figure 5.2 shows the �elds of table

clusterTable usedfor de�ning and keepingall information required to createeach agent

cluster.

clusterID

clusterTable

clusterEntry

clusterIndex

clusterAddress

clusterMember

clusterOID

clusterInstanceIndex

clusterRepClusterID

clusterName

clusterDescr

clusterStatus

clusterAddressType

clusterMemberType

Figure 5.2: The cluster de�nition table.

Each entry of table clusterTable de�nes the following management objects:

� clusterIndex:identi�es an entry of table clusterTable .

� clusterID:identi�es a cluster.
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� clusterAddressType: describes the type of addressin clusterAddress. For example,

IPv4 or IPv6.

� clusterAddress:identi�es the cluster manager,i.e. the SNMP entit y that monitors a

set of agents.

� clusterMemberType: de�nes the type of addressof each member of a given cluster

(clusterMember). For example,IPv4 or IPv6.

� clusterMember: de�nes the addressof each member of a given cluster.

� clusterOID:de�nes the instanceOID (the ASN.1object identi�er) of a managedobject

which is replicated.

� clusterInstanceIndex:de�nes the instance index of a managedobject which is repli-

cated.

� clusterRepClusterID:(RepCID) keepsthe identi�er of the peerclusters.

� clusterName:keepsinformation about the administrator responsible for the cluster.

� clusterDescr:describesthe purposeof the cluster.

� clusterStatus:indicates the status of the cluster.

Next, an exampleof table clusterTable is given together with its description.

The Framew ork Usage: A clusterT able Example

Table 5.1 illustrates the complete clusterTable example of an SNMP management

systemthat de�nes two clusterswhosecluster managersare identi�ed as Ci and Cj . The

type of addressin each cluster manageris ipv4(1), and their IP addressesare 10:0:0:1 and

10:0:0:2, respectively.
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Index ID Address Address Member Mem- OID Instance Rep Name Descr Status

Type Type ber Index CID

1 Ci ipv4(1) 10.0.0.1 ipv4(1) Mb1 ifInOctets 1 Cj John example active(1)

2 Ci ipv4(1) 10.0.0.1 ipv4(1) Mb1 ifInOctets 2 Cj John example active(1)

3 Ci ipv4(1) 10.0.0.1 ipv4(1) Mb2 ifInOctets 1 Cj John example active(1)

4 Ci ipv4(1) 10.0.0.1 ipv4(1) Mb2 ifInOctets 2 Cj John example active(1)

5 Cj ipv4(1) 10.0.0.2 ipv4(1) Mb3 ifInOctets 1 Ci John example active(1)

6 Cj ipv4(1) 10.0.0.2 ipv4(1) Mb4 ifInOctets 1 Ci John example active(1)

Table 5.1: An examplecluster table as de�ned at the managerapplication level.

The cluster monitored by cluster managerCi contains two agent members identi�ed

(labelled) asM b1 and M b2 in the table in placeof their IP addresses,10:0:0:3 and 10:0:0:4,

respectively. The type of addressin M b1 and M b2 is ipv4(1). Ci monitors the instance

indexes1 and 2 of the if I nOctets OID from all members of its cluster (M b1 and M b2).

Those managedobjects are kept replicated in Ci and in Cj , which is de�ned as its peer

cluster.

The cluster monitored by cluster managerCj contains two agent members identi�ed

(labelled) asM b3 and M b4 in the table in placeof their IP addresses,10:0:0:5 and 10:0:0:6,

respectively. The type of addressin M b3 and M b4 is ipv4(1). Cj monitors instanceindex

1 of the if I nOctets OID from all members of its cluster (M b3 and M b4). This managed

object is kept replicated in Cj and in Ci , which is de�ned as its peercluster.

The administrator responsible for de�ning each agent cluster is known as John. The

purposein de�ning two clustersis to describe a cluster table example. The status of each

table entry is active(1), i.e. all information is complete.

The management object examplede�ned to bereplicated,ifInOctet , keepsthe number

of octets that has arrived through a given network interface [18]. It is de�ned in MIB-2

(seeChapter 2). In fact, Ci as well asCj could be monitoring di�erent managedobject.
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5.3 Cluster Mem bers

A cluster manageris an agent that has the task of monitoring a subsetof managedob-

jects of a collection of agents, and replicating this selectedobjects in peer clusters. Each

agent monitored by a given cluster manageris consideredas a cluster member. A table

called memberTableis usedto de�ne and keepcluster member information. This table is

illustrated in Figure 5.3.

memberTable

memberEntry

cmIndex

cmAddress

cmSecurity

cmStatus

cmAddressType

Figure 5.3: The cluster member table.

Each entry of table memberTablede�nes the following management objects:

� cmIndex:identi�es an entry of table memberTable.

� cmAddressType: de�nes the type of the addressof each agent member of the cluster

(cmAddress).

� cmAddress:de�nes the cluster member address.

� cmSecurity: de�nes the security mechanism usedfor accessingan agent member.

� cmStatus:de�nes the status of an agent member.

Next, an exampleof table memberTableis given together with its description.

The Framew ork Usage: A memberT able Example
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Table5.2 illustrates the completememberTableexamplekept in the cluster managerCi .

This cluster managerde�nes two agent members(M b1 and M b2), which have IP addresses

10:0:0:3 and 10:0:0:4, respectively. The type of addressin M b1 and M b2 is ipv4(1). Fur-

thermore, each agent member employs community as the security mechanism. The status

of each agent member in the cluster is active(1), i.e. currently they are monitored by Ci .

Index AddressType Address Security Status

1 ipv4(1) 10.0.0.3(Mb1) community active(1)

2 ipv4(1) 10.0.0.4(Mb2) community active(1)

Table 5.2: An examplemember table in cluster Ci .

The cluster managerCj alsokeepsa table memberTablede�ning its cluster members.

5.4 Replicated Ob jects

Besidesspecifying the members of a cluster, it is also necessaryto de�ne which objects

are replicated in the cluster manager.Table repObjectTable , illustrated in Figure 5.4, is

usedto determinewhich objects are replicated in a given cluster.

roOID

repObjectTable

repObjectEntry

roIndex

roInstanceIndex

roInterval

roState

roStatus

Figure 5.4: The replicated object table.

Each entry of table repObjectTable de�nes the following management objects:

� roIndex:identi�es an entry of table repObjectTable .
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� roOID: contains an instanceOID of a managedobject.

� roInstanceIndex:contains an instanceindex of a managedobject.

� roInterval:de�nes the time frequencyon which the managedobject is monitored and

replicated.

� roState: determineswhether the managedobject is replicated in the cluster.

� roStatus: indicateswhether the entry information is complete.

Next, an exampleof table repObjectTable is given together with its description.

The Framew ork Usage: A repOb jectT able Example

Table5.3 illustrates the completerepObjectTable examplekept in the cluster manager

Ci . This cluster managerspeci�es two managedobjects: if I nOctets:1 and if I nOctets:2.

Those managedobjects must be monitored and next replicated at a time interval of 2

seconds. The state of each managedobject is active(1), i.e. the Ci is monitoring and

keepingreplicasof each managedobject. The status in each entry of table is active(1), i.e.

all information is complete.

Index OID InstanceIndex Interval State Status

1 ifInOctets 1 2 seconds active(1) active(1)

2 ifInOctets 2 2 seconds active(1) active(1)

Table 5.3: An examplereplicated object table in cluster Ci .

The cluster managerCj alsokeepsa table repObjectTable specifying managedobjects

to be replicated.
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5.5 Peer Clusters

Besidesmonitoring managedobjects of cluster members,each cluster managerhasthe task

of replicating theseobjects in other cluster managersde�ned as its peer clusters. Table

peerTable, illustrated in Figure 5.5, is usedto de�ne peerclustersthat maintain replicas

of the managedobjects monitored by a given cluster. An important characteristic of a

cluster manageris its abilit y of keepingreplicas of managedobjects replicated by other

cluster managers.

peerTable

peerEntry

pcIndex

pcAddress

pcROTIndex

pcStatus

pcAddressType

Figure 5.5: The peercluster table.

Each entry of table peerTable de�nes the following management objects:

� pcIndex:identi�es an entry of table peerTable.

� pcAddressType: describesthe type of addressin pcAddress.

� pcAddress:identi�es the cluster manageraddressin order to play a peercluster.

� pcROTIndex: indicates the index of an object at the replicated object table. This

object is replicated in the peercluster.

� pcStatus: indicateswhether the peercluster entry is complete.

Next, an exampleof table peerTable is given together with its description.

The Framew ork Usage: A peerTable Example
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Table 5.4 illustrates the completepeerTable examplekept in the cluster managerCi .

This cluster managerde�nes Cj asits peercluster. The addresstype of Cj is ipv4(1). The

index of the managedobjects de�ned in repObjectTable and replicated in Cj are 1 and 2,

respectively. The status in each entry of table is active(1), i.e. all information is complete.

Index AddressType Address ROTIndex Status

1 ipv4(1) 10.0.0.2(Cj) 1 active(1)

2 ipv4(1) 10.0.0.2(Cj) 2 active(1)

Table 5.4: An examplepeer table in cluster Ci .

The cluster managerCj alsokeepsa table peerTable de�ning its peerclusters.

5.6 Keeping and Accessing Replicated Ob jects

In order to allow SNMP clusters to keepreplicated objects so that the SNMP managers

can accessthrough any peer cluster, table replicaTable is de�ned, as shown in Figure

5.6. This table keepsthe valuesof the replicated objects of all cluster members from a

local cluster as well as from the peerclusters.

replicaTable

replicaEntry

repIndex

repPeer

repMember

repOID

repInstanceIndex

repValueType

repTimeStamp

repStatus

repPeerType

repMemberType

repValue

Figure 5.6: The cluster replica table.
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Each entry of table replicaTable de�nes the following management objects:

� repIndex:identi�es an entry of table relicaTable .

� repPeerType: keepsthe type of addressin repPeer.

� repPeer: keepsthe addressof the local cluster manageror the peercluster from which

replicasare obtained.

� repMemberType: keepsthe type of addressof a given cluster member.

� repMember: keepsthe addressof an agent member, i.e. cluster member, from which

replicasare obtained.

� repOID:de�nes an instanceOID of a replicated managedobject.

� repInstanceIndex:de�nes an instanceindex of a replicated managedobject.

� repValue: de�nes the value of an instanceof a replicated object.

� repValueType: de�nes the data type of an instanceof a replicated object.

� repTimeStamp:contains the time elapsedsincea value of an instanceof a replicated

object was last updated.

� repStatus:indicateswhether the replica entry is complete.

Next, an exampleof table replicatTable is given together with its description.

The Framew ork Usage: A replicaT able Example

After the administrator activatesthe clusters,each clustermanagerstarts to monitor the

speci�ed managedobjects of all cluster members. For each managedobject, a time interval

is speci�ed in order to determinethe frequencyin which the cluster managermonitors the

object. At each time interval of an object, the clustermanagerpolls all clustermembersand

checks whether the object valueshave beenupdated sincethe previous interval. The new
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valuesare then updated in table replicaTable . Next, thoseobject valuesarereplicatedat

all clustersde�ned aspeerclustersthat will keepthe replicatedobject valuesin their table

replicaTable . Thus, each replicaTable maintains a replica of the objects monitored by

the local cluster and keepsreplicasof the peer clusters. It is important to mention that

the time interval must be carefully chosento allow objects at the clustersand peersto be

consistent, and avoid a high impact on network performance.

Continuing the example of the framework usage,Table 5.5 illustrates the complete

replicaTable example kept at the cluster manager Ci . In the same way, the cluster

manager Cj also keepsa table replicaTable . Table replicaTable is indexed by the

tuple (repIndex,repPeer,repMem ber) , and is under subtree clusterReplication , as

shown in Figure 5.1.

Index Peer Peer Member Mem- OID Inst. Value Value TimeStamp Status

Type Type ber Index Type

1 ipv4(1) Ci ipv4(1) Mb1 ifInOctets 1 124 counter32(4) 0:00:35.24 active(1)

2 ipv4(1) Ci ipv4(1) Mb1 ifInOctets 2 145 counter32(4) 0:00:36.83 active(1)

3 ipv4(1) Ci ipv4(1) Mb2 ifInOctets 1 120 counter32(4) 0:00:37.89 active(1)

4 ipv4(1) Ci ipv4(1) Mb2 ifInOctets 2 123 counter32(4) 0:00:38.89 active(1)

5 ipv4(1) Cj ipv4(1) Mb3 ifInOctets 1 200 counter32(4) 0:00:32.17 active(1)

6 ipv4(1) Cj ipv4(1) Mb4 ifInOctets 1 300 counter32(4) 0:00:33.77 active(1)

Table 5.5: An examplereplica table in cluster Ci .

Continuing the exampleabove, now considerthat agent M b1 has crashed.The mana-

ger then can query a cluster manager(CM) in order to obtain the crashedagent's objects.

Thus, snmpgetcommandsmay be employed to accessinstancesof objects ifInOctets of

member M b1 of cluster Ci's from any peercluster CM.

snmpget agent=<CM>object=<clusterReplicatio n>.<Ci>.<Mb1>.<ifIn Octets> .<1>

snmpget agent=<CM>object=<clusterReplicatio n>.<Ci>.<Mb1>.<ifIn Octets> .<2>
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These commandsare received by cluster managerCM, which can be either Ci or Cj,

becauseobjects are replicated in both clusters. No matter which cluster is the cluster

manager(CM), the responsereceived is asshown below.

response: object=clusterReplication. Ci.Mb1.i fIn Octets.1 = 124

response: object=clusterReplication. Ci.Mb1.i fIn Octets.2 = 145

This versionof the SNMP agent clusteringframework wasdocumented into an Internet-

Draft, and publishedasa Draft document of the Distributed Management (DisMan) work-

ing group of the Internet EngineeringTask Force (IETF). We present an overview of the

stepsrequired to publish an RFC document at the IETF in Appendix A.

5.7 Conclusion

In this chapter, we presented the SNMP framework for object replication basedon agent

clusters. The Replic-MIB allows the de�nition and usageof clusters,aswell asthe replica-

tion operation amongclusters. The MIB is divided in two groups. The clusterDefinition

group consistsof tables where are con�gured agents members, set of replicated objects,

and the peerclustersof the clusters. The clusterReplica group consistsof onetable that

keepsreplicated objects of the clustersand from their peerclusters.

Along with the description of management clusters and cluster members, replicated

objects and peerclusters,an exampleof the framework usagewasdetailed. In additon, we

detailed which information about replicated objects is kept in the clusters,and how it can

be accessedin order to determine the sourceof replicated objects.

Although the SNMP agent clustering framework is complete, other managedobjects

must be included over time since the members of the DisMan working group as well as

other IETF working groupsmust submit newsuggestionsand comments to the framework.

Somesuggestionssubmitted in the IETF meetingsare mentioned in Section7.3 wherewe

discussfuture work. In the next chapter, we present a fault network management tool

built basedon the proposedSNMP framework



Chapter 6

An SNMP Tool Based on Agen t

Clustering

This chapter describes a fault management tool built basedon the SNMP agent cluster-

ing framework. The tool allows the accessto replicated objects of crashedor unreachable

agents on a network. Section6.1 introducesthe tool model that was implemented, and de-

scribesthe internal structure of the cluster managerand mclustercomponents. The cluster

managercomponent is an SNMP agent expandedfor supporting the cluster and replica-

tion service. The mcluster component is an Ensemble application that provides a reliable

communication serviceamong cluster managers. Furthermore, this section describes the

proceduresfor running the tool and its assumptions. Section 6.2 presents an evaluation

of the tool that consistsof a study of resourceconsumption,a performanceanalysis,and

a brief study of the availabilit y of the tool. In Section6.3, an application exampleshows

how the tool can help to determine the occurrenceof TCP SYN-Flooding attacks.

6.1 System Mo del

A fault management tool basedon the SNMP agent clustering framework was built us-

ing the public-domain NET-SNMP package[22] and the Ensemble group communication

66
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toolkit [21]. The tool allows the creation of SNMP agent clusters that support the repli-

cation of selectedobjects. A cluster monitors a set of objects of a group of agents through

its cluster manager.Moreover, the tool enablesthe creation and the destruction of clusters

at any time.

The system is based on cooperating groups of SNMP agents de�ned over a group

communication tool. Each group is a collectionof SNMP agents acting ascluster managers

that communicate using a reliable multicast service. The group communication tool is

located betweenthe SNMP entit y and the UDP protocol, as depicted in Figure 6.1.

NETWORK

UDP

GROUP TOOL

SNMP

UDP

GROUP TOOL

SNMP

UDP

GROUP TOOL

SNMP

SNMP

GROUP TOOL

UDP

Figure 6.1: SNMP agents interact with a group communication tool.

In the literature, there is a number of group communication systems,and we have used

the Ensemble group communication for many reasons.Ensemble is a public-domain pack-

ageand has beenemployed for building di�erent dependablesystems[74, 75]. Ensemble

supports a fail-stop, synchronousmodel. Furthermore, it provides a high level of 
exibil-

it y through the dynamic composition of the protocol layers for building applications, and

provideshigh performancedue to low communication latency [21]. Moreover, accordingto

Ken Birman, Ensemble Project Director, Ensemble allows the addition of other kinds of

failure detectorsand may be usedto implement Byzantine Agreement Protocols.

An Ensemble application calledmcluster wasbuilt for supporting the reliable multicast

capability to SNMP agent clusters. The mcluster application provides ordered channels

amongall peer clusters, and also implements a group membership servicethat allows all

clusters to detect failures in their peer cluster managers.Particularly, Ensemble provides



6.1. SystemModel 68

an application called gossip which simulates low-bandwidth broadcast for systemsthat

do not have IP multicast, but it also enablesthe development of systemsbasedon IP

multicast.

Taking into account the SNMP framework seenin Chapter 5, a cluster managermust

include tables memberTable, repObjectTable, peerTable, and replicaTable. Thus, when a

cluster is activated, it automatically monitors the selectedobjects and replicates them

throughout the peer clusters. The technique of passive replication is employed among

cluster managers,henceeach cluster manageris the leaderfor the replicated objects of its

agent members.

A cluster manager,besidesmonitoring the collection of objects of a group of agents,

receivesand handlesmessageswith replicated objects that arrive from other cluster man-

agers. For that, modules were added in order to parse each messageand update the

replicated objects, as described in the next section. Moreover, a cluster managercan be

accessedusing SNMP operations like any typical SNMP agent. Hence,the tool enables

any peer clusters to be queried in order to obtain the replicated objects of an agent that

belongsto a given cluster. Next, we describe the internal structure of a cluster manager,

and the mcluster group application.

6.1.1 Cluster Manager Structure

The structure of the SNMP agent was expandedwith the inclusion of new modules that

provide the cluster and replication services.Hence,this agent can play the role of cluster

manager. The internal structure of a cluster manageris divided in four modules: agent,

thread scheduler, monitoring threads, and replica manager, as shown in Figure 6.2. A

cluster managerplays a dual role, being both a typical SNMP agent and an entit y that

managesobject replication.

The agentmodule performs the sameoperation of a commonagent, keepingmanage-

ment information stored at a local Management Information Base(MIB).

The thread scheduler module controls the time period in which monitoring and repli-
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cation occurs. Indeed, at each second,it examineswhich objects must be monitored and

triggers monitoring threads to executethe task.
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Figure 6.2: Cluster managerarchitecture.

The monitoring threadsmodule can be seenas instancesof query, storageand replica-

tion proceduressinceeach monitoring thread polls a given replicated object in the agent

members when actived by the scheduler module, (1) in the �gure. Next, the value of the

object is stored at the local MIB (2), and one copy is delivered to the mcluster in or-

der to be replicated in the peer clusters (3). A monitoring thread repeats thesestepsfor

each agent member. An snmpgetoperation executedby the cluster managerenablesthe

monitoring threads to poll the speci�ed objects.

The replica managermodule receives and checks the valuesof the replicated objects

that arrive from other cluster managersthrough the mcluster group application (4). These

valuesare replicated at the local MIB.

6.1.2 mcluster Structure

The mcluster application supports the communication amongcluster managers,ensuring

an orderedand reliable communication. The mcluster structure is composedby somede-
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fault Ensemble properties[21,76], such asmembership(Gmp), group view synchronization

(Sync), protocol switching (Switch), fragmentation-reassembly (Frag), failure detection

(Suspect), and 
o w control (Flow), as shown in Figure 6.3. In fact, Ensemble translates

thoseproperties in a protocol stack during the compilation of the mcluster application.

Gmp

Sync

Switch

Frag

Suspect

Flow

Manager

Communication
Group 

Mcluster

SNMP Cluster

(2) (3)

(4)(1)

Figure 6.3: mcluster architecture.

As �gure 6.3 shows, the SNMP cluster managerdelivers to the mcluster application

messageswith objects to be replicated (1). The mcluster then multicasts thesemessages

to other SNMP cluster managersby Ensemble (2). At the sametime, the mcluster can

also receive messagessent by other mclusters(3). Messagesthat arrive are examinedand

next delivered to the SNMP cluster manager(4).

The Ensemble propertiesspeci�ed in the mclusterapplication ensurethat the replicated

objects are sent to fault-free cluster managers. Particularly, the membership property

(Gmp) enablesthe mcluster to know which peer clusters are operational. The Ensemble

packagecurrently providesabout 50 propertiesalsocalledasprotocol layers[21,77]. Some

of them are listed in Table 6.1. A full description of the Ensemble properties is found in

[21].
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Property Description

Agree agreed(safe) delivery

Auth authentication

Causal causallyorderedbroadcast

Cltsvr client-servermanagement

Debug addsdebugginglayers

Evs extendedvirtual synchrony

Flow 
o w control

Frag fragmentation-reassembly

Gmp Groupmembershipproperties

Heal partition healing

Migrate processmigration

Privacy encryptionof applicationdata

Rekey support for rekeyingthe group

Scale scalability

Suspect failure detection

Switch protocol switching

Sync group view synchronization

Total totally orderedbroadcast

Xfer state transfer

Table 6.1: Properties supported by Ensemble.

6.1.3 Running the Tool

The SNMP fault management tool built basedon the agent clustering architecture runs

on Unix environment. The replication MIB, Replic-MIB, is implemented under the en-

terprisessubtree,which is under the internetsubtree,being referredas iso.org.dod.internet.

private.enterprises.replicMIBand translated as .1.3.6.1.4.1.2026.

Although Replic-MIB de�nes two compliancemodulesfor designingreplication systems,

asshown in Appendix A, the tool only implements the simple module, which requiresthe

minimal setof objectsanddoesnot demandobjects in the managerlevel. Hence,the cluster

de�nition is neither dynamically nor automatically provided by the managerapplication.
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In fact, the cluster con�guration, i.e. de�nition of agent members, replicated objects, and

peerclusters, is mademanually through con�guration �les addedto a cluster manager.

Conf igur ation F il es F iel ds

< devicename> .ClusterMembers.conf Index,Ip Address,Port, Security, Status

< devicename> .ReplicatedObjects.conf Index,Oid, Oid Index, Interval, State, Status

< devicename> .PeerCluster.conf Index,Ip Address,RotIndex,Status

Table 6.2: Con�guration �les usedfor de�ning a cluster.

The namesof the con�guration �les of a cluster take into account the nameof the net-

work element that will be a cluster manager,being namedas< devicename> .ClusterMem-

bers.conf, < devicename> .ReplicatedObjects.conf, and< devicename> .PeerCluster.conf. The

< devicename> .ClusterMembers.conf�le de�nes the agent members,the < devicename> .Re-

plicatedObjects.conf�le de�nes the objects to be replicated, and the < devicename> .Peer-

Cluster.conf�le de�nes the peer clusterswherethe managedobjects are replicated. Table

6.2 shows the parametersto be con�gured at each �le. Thus, when a cluster manageris

started, it readsthese�les and builds the memberTable, repObjectTable, and peerTable

tables, respectively.

The following proceduresare neededfor running the fault management tool. First, the

mcluster application must be started in all network elements whereSNMP agents will be

cluster managers. The mcluster applications will support the communication among the

cluster managers.

% mcluster&

Second,each SNMPagent that will act ascluster managermust be started like an ordi-

nary SNMP agent, as shown below. Such agents must have implemented the Replic-MIB

in order to be activated ascluster managers.
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% snmpd -p < port>

Once SNMP agents are running as cluster managers,it is possibleto issuea query

to them using SNMP operations like snmpgetor snmpwalk. Parametersto executethese

operations are shown below.

% snmpgetor snmpwalk -p < port> < destinationhost> < security> < oid>

A full example of the operation of the fault management tool is given in Appendix

B. The examplepresents proceduresand parametersneededto con�gure clusters and to

accessthe replicated objects. Next, we describe an extensive evaluation of the tool carried

out at a local areanetwork.

6.2 Evaluation of the Tool

This sectionpresents an evaluation of the SNMP monitoring tool running on a local area

network. The evaluation includesa study of resourceconsumption,a performanceanalysis,

and an availabilit y analysis[78, 79, 80, 81]. The study of resourceconsumptionestimates

the network resourcesneededto guaranteethat the monitoring tool canprovide replication

of managedobjects [82]. The performanceanalysis presents the operation of a cluster

managerby monitoring given setsof objects, the performanceof the mcluster application

by exchanging messagesamong cluster managers,and the impact of the number of peer

clustersof a cluster [83]. The availabilit y analysisshows the operation of cluster managers

when peerclusters fail. In particular, this last analysisconsidersonly the behavior of the

mcluster application.

6.2.1 Impact on Net work Resources

This subsectionpresents the evaluation of both spaceand communication costs imposed

by the SNMP monitoring tool basedon the agent clustering architecture.
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6.2.1.1 Space Cost

The amount of memory required to keepobjects replicated must be taken into account in

the moment of setting up replication clusters. Dependingon the kind of network [84], such

aswirelesssensornetworks, memoryspaceis still a scarceresource[85]and the useof data

replication may be not simple or adequate.

The monitoring tool enablescluster managersto keepa table with replicated objects.

In fact, each row of this table keepsdata about a given replicated object as well as other

information such as its sourceand the cluster managerthat sent the replicated data. In

this sense,a row contains numerous�elds and requiresthe allocation of a �xed amount of

memory, as illustrated in Figure 6.4.

StatusValueType TimeStampValueInstanceOIDMemberMemberTypePeerPeerTypeIndexCount

20444 4 20 576 255 4 8 44Bytes

Figure 6.4: A ReplicaTable row.

The �gure shows that the OID (Object Identi�er) �eld, which keepsthe identi�er of an

object, is responsible for the largest part of the memory allocated for a row. An SNMP

OID contain up to 128labels,and each label occupies4 bytes in the tool, then the OID �eld

may occupy 576bytes in the worst case.In particular, the format and the amount of bytes

requiredto store the OID of an object have concernedthe Internet community, and several

studieshave beendone[86, 87]. The Peerand Member �elds, which keepthe addressesof

a cluster and of a cluster member, occupy 20 bytes sincethe useof IPv6 addressesis also

considered.The description of other �elds is given in the previouschapter.

The amount of memory required by an agent in order to be cluster manageror peer

cluster can be estimatedby taking into account the spaceallocatedto a row, i.e. 907bytes

or 0.8857Kbytes of RAM memory. Table 6.3 shows the spacethat a cluster managermay

occupy by keepingreplicated objects. The estimated number of objects monitored by an

agent varies from 1 to 100 objects. The estimated number of monitored agents is 1, 2, 4,

8, and 16 agents. Other numbers of monitored objects and agents can easily be deduced



6.2. Evaluation of the Tool 75

using this table.

No. of Memory Quantity (Kbytes) X No. of Agents

Objects 1 Ag 2 Ags 4 Ags 8 Ags 16 Ags

1 0.88 1.77 3.54 7.08 14.17

5 4.42 8.85 17.71 35.42 70.85

10 8.85 17.71 35.42 70.85 141.71

15 13.28 26.57 53.14 106.28 212.56

20 17.71 35.42 70.85 141.71 283.42

30 26.57 53.14 106.28 212.56 425.13

40 35.42 70.85 141.71 283.42 566.84

100 88.57 177.14 354.28 708.56 1,417.12

Table 6.3: Spaceallocated by onecluster to keepreplicated objects.

Thus, for example,a replication serviceof managedobjects that createstwo clustersto

monitor 15 objects of 8 agents and replicate each other will require 212.56Kbytes in each

cluster manager.Each cluster managerwill require 106.28Kbytes to keeptheir replicated

objects and more 106.28Kbytes to keep the objects sent by the other cluster manager.

Hence,using the memory spacecost of a row, we can determine the spacerequired for

di�erent cluster con�gurations in order to run a replication service.

6.2.1.2 Comm unication Cost

The communication cost to keepthe object replication servicecomprisesof two parts. The

�rst part comesfrom periodic queriesto the objects of the agent members of a cluster.

The secondpart comesfrom the replication of those objects in the peer clusters. In this

sense,the computation of the bandwidth required for a cluster can be basedon de�ning

the monitoring cost and replicationcost. In the following, we present the time intervals

applied to de�ne thosemetrics.

� monitoring interval: the time interval in which a cluster managerperiodically polls

all its agent membersto update its replica. This interval is denotedas� m . The NET-

SNMP packageparticularly establishesthat the timeout to receive the responseof
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a query try is one secondand that up to �v e retries can be done to each SNMP

query. Hence, a managerapplication actually assumesthat an SNMP query was

not successfulonly after the �rst query try and all query retries have beencarried

out, which can take together up to seven seconds.Thus, in order to avoid that two

or more SNMP queriesto an object happen at sametime, we advisea monitoring

interval of at least 10 seconds.

� query time: the time actually spent to monitor all objects inside a monitoring time.

This time is denotedas � q, being � q � � m .

� replication time: the time spent to multicast the replicated objects of a cluster to its

peerclusters. This time is denotedas � r .

Oncewe de�ned the monitoring time and the replication time, we can de�ne the moni-

toring cost and the replication cost. For simplicity, we considerthat as� q as � r are equal

to the time interval of a query successfulon the �rst try, i.e. a query only spends one

second. Furthermore, we assumethat in caseof a query failure, a new retry implies in

extra monitoring cost. Wecanthusstate the monitoring costand replication costasfollows:

Let M i denotethe bandwidth required by cluster managerof cluster ci to monitor all

its replicated objects. Hence,the monitoring cost of cluster ci is expressedas:

M i =

 
No. of queries� messagesizeof a query operation

query time (� qi )

!

� No. of agents (6.1)

The messagesizeof a query operation (� 1500bytes) is the default sizeof an SNMP

message[39], the number of queriesis the amount of monitored objects, and the query time

is the time required to monitor all objects.

Let Ri denotethe required bandwidth to multicast the objects replicated of cluster ci

in the peerclusters. Hence,the replication cost of cluster ci is expressedas:

Ri =
No. of multicast messages� multicast messagesize

replication time (� r i )
(6.2)
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The size of a multicast messagein the monitoring tool is 1600bytes, the number of

multicast messagesdependson the frequencyin which objects are periodically monitored

and how many objects were in fact updated, and the replication time is the time spent to

multicast updated objects to peercluster managers.

In this way, the bandwidth required to keepand also replicate the monitored objects

of a cluster ci can be expressedas B i = M i + Ri . Hence,the computation of the extra

minimum bandwidth required by the monitoring tool to support the object replication

servicecan be expressedas:

nP

i =1
B i , wheren = number of clusters.

Consideringthe con�guration of the replication servicepreviously described, two clus-

ters that monitor 15 objects of 8 agents, and assumingthat as� q as� r spend onesecond,

the estimate of the monitoring cost is 180 Kbytes per second,and the replication cost,

assumingthat all object are updated, is 192 Kbytes per second. Hence, the estimated

bandwidth for each cluster is 372 Kbytes per second. Such value is in practice lower be-

causenot all objects are updated at each query period. Table 6.4 shows how the values

were calculated.

Cost of a Cluster Bandwidth

M i 15 x 1500x 8 180 KBps

Ri (15 x 8) x 1600 192 KBps

Table 6.4: Calculation of estimatedbandwidth for a cluster.

6.2.2 Performance Analysis

This section presents a performanceanalysis of the monitoring tool. First, we de�ne

some sets of replicated objects composed by managedobjects found in many network

management systems.Next, we examinethe update frequencyof such objects in order to

determine which time interval is adequateto monitor and replicate those objects. Last,

the impact of the replication of objects amongcluster managersis shown by analyzing the

performanceof the mcluster application.
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6.2.2.1 Sets of Ob jects Evaluated

The de�nition of a meaningfulcollectionof objects that canbe found in any sort of network

is a task very hard. In the sameway, it is a challengefor a network administrator to predict

which information of a network element should be preserved in casethis element becomes

faulty. We choosethree groupsof objects from the MIB-2, which is the standard TCP/IP

protocol's MIB, in order to exemplify the behavior of managedobjects in a network. IP,

TCP and UDP groups,seenin Section2.2.2,de�ne managedobjects that hold information

about the operational state of the corresponding protocols running in a network element

and are fundamental to monitor the network behavior. In the following, we show the sets

of selectedobjects of each group.

The �rst set comprises14 IP objects speci�ed in Table 6.5. The secondset comprises

9 TCP objects speci�ed in Table 6.6. The last set comprises4 UDP objects speci�ed in

Table 6.7. Note that we include an Index �eld in all three tables. This �eld is used to

identify each object in Section6.2.2.2. The completedescription of the objects is given in

Appendix C.

Index IP Ob ject Name Iden ti�er

1 ipInReceives .1.3.6.1.2.1.4.3.0

2 ipInHdrErrors .1.3.6.1.2.1.4.4.0

3 ipInAddrErrors .1.3.6.1.2.1.4.5.0

4 ipInDiscards .1.3.6.1.2.1.4.8.0

5 ipInDelivers .1.3.6.1.2.1.4.9.0

6 ipOutRequests .1.3.6.1.2.1.4.10.0

7 ipOutDiscards .1.3.6.1.2.1.4.11.0

8 ipReasmTimeout .1.3.6.1.2.1.4.13.0

9 ipReasmReqds .1.3.6.1.2.1.4.14.0

10 ipReasmOKs .1.3.6.1.2.1.4.15.0

11 ipReasmFails .1.3.6.1.2.1.4.16.0

12 ipFrafOKs .1.3.6.1.2.1.4.17.0

13 ipFragFails .1.3.6.1.2.1.4.18.0

14 ipFragCreates .1.3.6.1.2.1.4.19.0

Table 6.5: Set of IP evaluated objects.
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Index TCP Ob ject Name Iden ti�er

1 tcpMaxConn .1.3.6.1.2.1.6.4.0

2 tcpActiveOpens .1.3.6.1.2.1.6.5.0

3 tcpPassiveOpens .1.3.6.1.2.1.6.6.0

4 tcpAttemptFails .1.3.6.1.2.1.6.7.0

5 tcpEstabResets .1.3.6.1.2.1.6.8.0

6 tcpCurrEstab .1.3.6.1.2.1.6.9.0

7 tcpInSegs .1.3.6.1.2.1.6.10.0

8 tcpOutSegs .1.3.6.1.2.1.6.11.0

9 tcpRetransSegs .1.3.6.1.2.1.6.12.0

Table 6.6: Set of TCP evaluated objects.

Index UDP Ob ject Name Iden ti�er

1 udpInDatagrams .1.3.6.1.2.1.7.1.0

2 udpNoPorts .1.3.6.1.2.1.7.2.0

3 udpInErrors .1.3.6.1.2.1.7.3.0

4 udpOutDatagrams .1.3.6.1.2.1.7.4.0

Table 6.7: Set of UDP evaluated objects.

In the next section,we evaluate the behavior of each subsetof objects by monitoring

and computing their update frequency.

6.2.2.2 The Behavior of the Three Sets of Ob jects

The bandwidth cost demandedby the replication serviceof the monitoring tool depends

on the frequencywith which the replicated objects are updated in the agents. Objects

frequently updated lead to higher communication costs than those seldommodi�ed. In

this sense,we monitor the three sets of objects applied on the experiments in order to

verify their update frequency, aswell as keepingtheir statistical information.

A new object called clusterStatswas added in the monitoring tool in order to keep

statistical information about the replicated objects. This object counts the number of

queriesand updates performed by a cluster manager towards all its replicated objects.

Another object called clusterOnO�Switch was added in the tool to control the operation
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time of a cluster. Thesetwo objects together provide facilities for monitoring the update

frequencyof the replicated object setsconsideringa given selectedtime period.

The cluster manager monitored during 30 minutes each one of the three subsetsof

IP, TCP and UDP objects of an agent member of the cluster. There was only one agent

member in each cluster. The monitoring interval con�gured for each query was3 seconds.

We choosesuch monitoring interval and time period for monitoring the objects becauseit

allows us to check somehundredsof queriesissuedto each object. Hence,we considered

the number of queriesa relevant sample. Furthermore, both the cluster managerand the

agent member were hosted in machines under conditions of normal workload, i.e. they

were not dedicatedexclusively to the experiment.

We present the behavior of the setsof objects in the following. For simplicity of graphs,

we have included the indexesthat identify the objects in Tables6.5, 6.6 and 6.7 insteadof

their numbers or names.

The graph in Figure 6.5 shows the number of queriesand the number of updates on

the set of IP objects. During 30 minutes, almost 600 querieswere issuedfor all objects.

The indexes 1, 5, 6, and 14, respectively, ipInReceives,ipInDelivers,ipOutRequests,and

ipFragCreatesobjects, were updated by around 350queries,whereasthe other objects did

not su�er any update in the period.
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Figure 6.5: Set of IP objects: update frequencyfor 3 secondsof monitoring time.
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If we take into account that four objects su�ered nearly 350 updates, i.e. nearly half

of all their queriesled to updates,and also considera uniform distribution in the update

of all objects, we can supposea monitoring time of 6 seconds,which is twice the con�g-

ured monitoring time, to be enoughto collect information about the four objects. The

other objects, as they did not su�er changesin this period, could be monitored in larger

monitoring intervals.
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Figure 6.6: Set of TCP objects: update frequencyfor 3 secondsof monitoring time.

The graph in Figure 6.6 shows the number of queries and the number of updates

considering the set of TCP objects. Almost 600 querieswere executedfor all objects.

Notice that only three objects, 2, 7, and 8, respectively, tcpActiveOpens, tcpInSegs,and

tcpOutSegs, wereupdated by around 7 updateseach one. Object number 6, tcpCurrEstab,

was updated by only 2 queries.

If we considerthe number of updates of the tcpActiveOpensand tcpCurrEstabobjects,

which keepinformation about the number of establishedTCP connections,and the number

of updatesveri�ed in the other two objects, which keepinformation about the tra�c on the

establishedTCP connections,we can supposethat few TCP connectionswere established

at the selectedtime period and such connectionsimplied in a low tra�c on network.
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Figure 6.7: Set of UDP objects: update frequencyfor 3 secondsof monitoring time.

The graph in Figure 6.7 shows the number of queries and the number of updates

executedon the set of UDP objects. Almost 600 querieswere executedfor all objects.

The indexes1 and 4, respectively, udpInDatagramsand udpOutDatagramsobjects, were

updated around 300 times during the experiment. Theseobjects keepinformation about

the datagram tra�c on the network element. Taking into account the number of updates

detectedto thesetwo objects, we can concludethe machine that hostedthe agent member

presented a low UDP tra�c during the experiment.

6.2.2.3 The mcluster Application Performance

This sectionshowsthe performanceevaluation of the mclusterapplication that supports the

communication amongcluster managers.First, we examinethe behavior of the mcluster

application, which providesthe exchangeof messagesbetweentwo cluster managers.Next,

we considerthe impact of the number of peerclustersover the consistencyof the copiesof

the replicated objects.

Exchange of Messages Bet ween Cluster Managers

The Ensemble team hascarried out an extensive performanceevaluation of the Ensemble

systemin 2000[88]. The analysisbelow takesinto account a small part of that study and
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is basedon advicesof the Ensemble maintenancegroup [88]. The analysis introducesa

performancecomparisonamongthe communication provided by mcluster application and

the communication only supported by Ensemble systemor UDP.

The analysisconsidersthe latency requiredto the exchangeof messagesbetweencluster

managers.Latency measuresfollowed the measurement standard for point-to-p oint com-

munication called ping-pong. The measurement included two machines and veri�ed the

elapsedtime between the sendingof a messageto the target machine and its immediate

responseback to the sourcemachine.

The measurements were taken at a 100 Mbps Ethernet local area network composed

by 20 machines with RAM memory from 64 MB to 512 MB. The machines run the

Linux/Debian 2.6.0 operating systemand are connectedto a 3Com switch (3C17300Su-

perStack). All experiments occurred in a pair of machineswith Pentium II I, 800Mhz,196

MB memory, and Linux/Debian 2.6.0operating system. Usersexecutedapplications such

as browsersand text editors during the experiments. In the following, we described the

other two communication levels examined: Ensemble systemand UDP socket.

The Ensemble packageincludessomeprogramssuch as the perf application [76]. This

application carriesout performancetestson the Ensemble system,such aslatency measure

and evaluates the Ensemble protocols stacks. Such protocol stacks provide the group

properties usedto build an Ensemble application. FIFO stack (standard), authenticated

stack (AUTH), and totally ordered protocol stack (ORDER) are someof theseprotocol

stacks [88]. In the experiment, the perf program measuredthe latency of the ORDER

protocol stack of the Ensemble systemrunning in the network. As the UDP protocol is the

main communication infrastructure of the Ensemble system,we measuredthe latency of a

simplecommunication via UDP usinga client socket program and a server socket program

built in C language[89].
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Figure 6.8: Latency of the ping-pong test.

The measurements of three communication levels were doneconsideringmessagesizes

from 100 bytes to 1600bytes. This sizerange was chosenfor two reasons:�rst, because

the sizeof an SNMP PDU (Protocol Data Unit) packet is �xed in 1500bytes, and second,

becausethe sizeof replication messages,which are exchangedthrough the mcluster appli-

cation, is 1600bytes. The latency was measuredusing the gettimeofday function of the

C language. On each communication level, 300 measurements were taken for all message

sizes,and we calculatedthe averagelatency for each size. The number of 300measurement

rounds was chosenbecausethe perf program considersthis value as default value for the

number of roundsargument.

The graph in Figure 6.8showsthe latency measuredfor the \request/response"commu-

nication with the mcluster application, the Ensemble system,and the UDP protocol. The

latency measuredfor sendingand receivingmessageswithout data using the UDP protocol

is 0.1 milliseconds,whereasthe latency for the samesizeof messagesent by Ensemble and

mcluster is 0.33and 0.41 milliseconds,respectively. Such valuesshow the processingcost
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of the protocol stacks regardlessof the data messagesize.

Note that the latenciesof the communication using Ensemble and UDP becomenear

to each other when the messagesizeincreases.Such behavior occursbecauseUDP is the

default data transport protocol of the Ensemble system,as mentioned earlier. Moreover,

Ensemble contains the Fragproperty, which fragments and reassemblesmessages,to control

the sizeof messages,seeTable 6.1.

When comparing only latenciesachieved using Ensemble and mcluster, we note the

latenciesusing mcluster are higher mainly to messagesfrom 900 up to 1600bytes. The

internal operation of the protocol stack, .i.e. group properties con�gured in the mcluster

application must be the reasonfor such values.

In particular, our main goal was to measurethe latency of the messagesof 1600bytes,

which is the sizeof a replication messagesent by the mcluster application. In this sense,

the latency to sendand receive a replication messageis around 1.1 millisecondsusing the

mcluster application, 0.77 millisecondsusing the Ensemble system,and 0.65 milliseconds

using the UDP protocol. If we considerthat the mcluster application includes the group

propertiesmentioned in Section6.1.2, and that such propertiesrequireadditional process-

ing, then the mcluster application's latency, which corresponds to an increaseof 40% on

the latency measuredusing the Ensemble system,is not high.

Di�eren t Sizes of the Peer Clusters Group

This evaluation presents the behavior of the latenciesrequired to di�erent group sizesof

cluster managers. In this sense,the e�ective communication among cluster managersis

important in order to guarantee the consistencyof replicated objects. The experiments

thus analyzethe scalability constraints of the mcluster application, which is fundamental

to guarantee the exchangeof messagesamongcluster managers.

In each test, a cluster manager, through its mcluster application, sendsa multicast

messageto all peer clusters and next receives a unicast messagefrom all peer clusters.

Furthermore, all multicast and unicast messagescontain a replication messagewith infor-
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mation equivalent to messageswith onereplicatedobject. The sizeof a replication message

is 1600bytes, whereasthe sizeof a mcluster message,i.e. multicast or unicast message,is

4096bytes, which is the default sizeestablishedby Ensemble.

The number of cluster managersselectedas peer clusters for a cluster managervaries

from 1 to 6. All experiments took into account the execution in sequenceof 300 test

rounds to each peer cluster group and were repeated 12 times in order to con�rm the

results. However, the graphsshow only oneof the results measuredfor each experiment.

The experiments were run in the sameenvironment described previously in this sec-

tion. Cluster managerswere hosted in seven machines, and a given cluster managerwas

responsible for sendingeach multicast message.Hence,it controlled the start of each test

round. The workload on all machinesand the tra�c on the network werenormal and pre-

sented the samecharacteristicsdescribed previously. In the following, we show the graphs

with the latency measuredin the communication betweena cluster managerand its peer

clusters.
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Figure 6.9: Latency required to the exchangeof messageswith 1 and 2 peerclusters.

The graphsin Figure 6.9show the latency measuredfor 1 and 2 peerclusters. Although

the graphsshow several valuesgoingup to 5 milliseconds,the valuesare in generalaround

2 milliseconds. Hence,we can concludethat the communication amongthesenumbers of

peerclustersat a local areanetwork is highly stable.
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Figure 6.10: Latency required to the exchangeof messageswith 3 and 4 peerclusters.

The graphs in Figure 6.10 show the latency measuredwith 3 and 4 peer clusters.

Although the graphsalso depict a stable behavior, the latency valuesare not so constant

asin the previousgraphs. A latency peakof 5.0millisecondswasdetectedto 3 peerclusters

and a latency peak of 6.5 millisecondswas detectedto 4 peerclusters.
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Figure 6.11: Latency required to the exchangeof messageswith 5 and 6 peerclusters.

The graphsin Figure 6.11show the latency measuredwith 5 and 6 peerclusters. When

comparedwith the previous graphs, which show latency values around 2.0 milliseconds,

those latency valuesare higher, around 2.5 milliseconds,and are a little lessstable. The
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experiments detected latency peaksof 7.5 and 9.5 millisecondsbut such valueswere not

so frequent.
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Figure 6.12: Averagelatency versusnumber of peerclusters.

The graph in Figure 6.12 shows a summary with the averagelatency of each one of

12 experiments carried out for each size of peer cluster group (PCs). Recall that each

experiment took into account the executionof 300 test rounds. Note that in generalthe

di�erence amongthe averagelatency measuredwith 1 PC and 6 PCs is small, around 0.8

milliseconds. Hence,we concludethat, although somehigh peaksof latency have been

showed on the graphs, the communication among a cluster manager and up to 6 peer

clustersis able to guarantee consistencyamongcopiesof a replica.

6.2.3 Av ailabilit y Analysis

This sectionshows the behavior of the mclusterapplication in the presenceof faulty cluster

managers.The analysisveri�es the latency required to multicast messagesfor peercluster

managerssubject to faults.

The experiment involved seven cluster managershostedin di�erent machinesand was

carried out at the samelocal area network described in the previous section. A given
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cluster was responsible for sending replication messagesto the other cluster managers,

which acted as peer clusters. The latency measurement taken also follows the method

applied previously, i.e. a cluster managersendsa multicast messageto its peer clusters

and waits for unicast messagesin response.

The peerclusterswerecon�gured to fail after receivinga givennumber of messagessent

by the sender'scluster manager.Thus, it wasestablishedthat the chosencluster manager

would send300messagesto the peerclusters,and that for each 50messagesreceivedby the

peer clusters,one of them should fail. Moreover, oncea peer cluster has failed, it should

keepfailed.

The graph in Figure 6.13 shows the latency required in each round. Note that when

a peer cluster fails, the operational clusters detect the failure. As a result, the group

membership establishesa new view of the group members.

 1000

 10000

 100000

 1e+06

 1e+07

 0  50  100  150  200  250  300

R
eq

ui
re

d 
T

im
e 

(m
ic

ro
se

co
nd

s)

Number of Rounds

Request/Response Latency for A Replication Message with Crashed Clusters

Latency: 6 peer clusters with crash to each 50 messages

Figure 6.13: Exchangeof messagesamongcluster managerswith failure conditions.
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The graph shows that the latency measuredis typically low, around 2 to 3 milliseconds.

However, the latency of roundsthat happen during the creation of a newview of the group

is high, around 1 second. Becauseof the measurement method applied, the latency of

each round decreaseswhen the number of failed peercluster increases,but such reduction

is small. Thus, the latency of a round measuredconsideringsix fault-free peer clusters

is around 2.5 milliseconds,whereasthe latency of a round with only one fault-free peer

cluster is around1.7milliseconds.Thesevaluesdepict the behavior of the multicast service

in the presenceof faulty clusters,aswell asits relation with the group membershipservice.

This sectionpresented the e�ectivenessof the group membershipand multicast services

of the mcluster application under crash conditions of the cluster managers. We consider

that the mcluster application allows the monitoring tool to keep an object replication

serviceat a local area network even if several clustershave failed. Thus, it is possibleto

accessthe managedobjects of a crashedSNMP agent while the cluster manageror at least

a peercluster is operational.

In the following we present an exampleof practical usageof the tool in which it has

beenusedfor detecting occurrencesof TCP SYN-Flooding Attacks.

6.3 Detection of TCP SYN-Flo oding A ttac ks

A TCP SYN-Flooding attack is one of attacks basedon denial of service[90]. This kind

of attack consistsin provoking a fault in the mechanism that establishesTCP connection,

and it is characterized in 
o oding one server with SYN packets from random sourceIP

addresses.A TCP connectionis establishedthrough a processcalledthree-way handshake,

asshown in Figure 6.14. Thus, in order to establisha TCP connection,a sourcehost sends

a SYN (synchronize/start) packet to a destination host that must next sendback a SYN

ACK (synchronize acknowledge)packet to the sourcehost.

After sendinga SYN ACK packet, the destination host waits an ACK (acknowledge)

before the connection is established. While it keepswaiting for the ACK to the SYN

ACK, a connectionqueueof �nite sizeon the destination host keepstrack of connections
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waiting to be completed. Typically, the connectionqueueemptiesquickly sincean ACK

is expected to arrive a few millisecondsafter a SYN ACK.

SOURCE DESTINATION

SYN_RECVD

LISTEN

CONNECTED

SYN, SEQ = Y, ACK = X+1

ACK = Y+1 

SYN, SEQ = X

Figure 6.14: Three-way handshake.

A TCP SYN-Flooding attack exploits the three-way mechanism in the following way.

An attacking sourcehost sendsto a target host (destination) TCP SYN packets with

random sourceaddress. The target host then sendsa SYN ACK back to the random

sourceaddressand adds an entry to the connectionqueue. Sincethe SYN ACK is sent

to an incorrect or non-existent host, the �nal part of the processis never completedand

the entry remainsin the connectionqueueuntil the timer expires,typically for about one

minute. Hence,it is possibleto �ll up the connectionqueueand becomeunavailable TCP

servicesby generatingTCP SYN packets from random IP addressesat a rapid rate [91].

In this way, there is no easyto trace the originator of the attack becausethe IP address

of the sourceis forged.

The MIB-2 [40] has the TCP group that keepsinformation about the TCP protocol

and its behavior on the system. Someof TCP objects and their de�nitions are described

below. Through those TCP objects is possibleto verify the TCP protocol behavior and

thus to determinethe occurrenceof TCP SYN-Flooding attacks.

� tcpMaxConn:the limit on the total number of TCP connectionsthe entit y can sup-

port.
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� tcpActiveOpens: the number of times TCP connectionshave madea direct transition

to the SYN-SENT state from the CLOSED state.

� tcpPassiveOpens:the number of times TCP connectionshavemadea direct transition

to the SYN-RCVD state from the LISTEN state.

� tcpAttempFails: the number of times TCP connectionshave madea direct transition

to the CLOSED state from either the SYN-SENT state or the SYN-RCVD state, plus

the number of times TCP connectionshave madea direct transition to the LISTEN

state from the SYN-RCVD state.

� tcpEstabResets:the number of times TCP connectionshave madea direct transition

to the CLOSED state from either the ESTABLISHED state or the CLOSE-WAIT

state.

� tcpCurrEstab:the number of TCP connectionsfor which the current state is either

ESTABLISHED or CLOSE-WAIT.

It is possibleto get in [92]a descriptionof the TCP �nite state machine, which speci�es

how a TCP protocol on onemachine interacts with other TCP protocol.

Scenarios Description

An experiment was carried out at a local area network composedby machines basedon

di�erent Intel Pentium and AMD K6 processors,running Linux and connectedthrough

a 100Mbps Ethernet LAN. The SNMP cluster managerswere hosted in two machines

called genio and ork in order to monitor a subsetof TCP managedobjects. Each cluster

managermonitored a set of 12 machines and replicated TCP MIB objects to the other

cluster manager. A machine monitored by cluster genio was subjected to a TCP SYN-

Flooding attack [93], and after a few seconds,nearly 20 seconds,under the attack, it

crashed. The attack program usedin our experiments was the Syn Flooder implemented

by Zakath [94].
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In order to examinethe TCP MIB objects of the crashedagent, the cluster manager

geniowasinvoked. Replicatedobjects included tcpPassiveOpens, which givesthe number

of times TCP connectionshave madea direct transition to the SYN-RCVD state from the

LISTEN state [40]. Another replicated object was tcpCurrEstab , which givesthe number

of TCP connectionsfor which the current state is either ESTABLISHED or CLOSE-WAIT.

The valueof the MIB objects left no doubt asthe reasonwhy the machine wasunreachable.

Previous logs showed that usually tcpPassiveOpens was equal to zero, while after the

failure it was equal to 85; object tcpCurrEstab remainedat the usual value, near to 12.

The samevaluesobtained from cluster managergenio were obtained through the replica

in cluster managerork. If the tool basedon replicated objects werenot available, it would

have beenimpossibleto examinethe MIB of this machine after it crashed.

TCP Attack T ime

Objects 10sec 20sec 30sec 40sec 50sec 60sec 80sec 100sec

tcpActiveOpens 2915 2917 2917 2917 2918 2919 2922 2922

tcpPassiveOpens 0 0 0 0 0 0 0 0

tcpAttemptFails 21966 22890 23714 24558 25356 26098 27882 29020

tcpEstabResets 0 0 0 0 0 0 0 0

tcpCurrEstab 9 9 8 8 8 7 7 6

Table 6.8: TCP object valuesin a TCP SYN-Flooding attack.

In addition, in order to validate replicated object values,TCP objects were also mo-

nitored at local machine and stored in �le during the TCP SYN-Flooding attack. Those

valuesareshown in Table6.8. The establishment of connectionswasnot possibleduring the

attack becausetherewerenot availableresources.In this way, the valueof TcpActiveOpens

object did not su�er many modi�cations. TcpAttempFails value increasedduring the

attack becausethe SYN-RCVD state was resetedto the LISTEN state after a timeout

event. Appendix D describesthe proceduresusedto perform and monitor the TCP SYN-

Flooding attacks.
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6.4 Conclusion

In this chapter, we presented a fault management tool basedon the SNMP agent clustering

framework. The tool allows the construction of agent clusters for object replication. The

implementation of newfunctionalities within an SNMP agent allowsordinary SNMP agents

to play the role of clustermanagers.A group communication infrastructure ensuresreliable

communication among cluster managers. Thus, the replicated objects remain consistent

even in the presenceof faults. We also described the procedureusedto con�gure SNMP

agents as cluster managers.

We introducedan extensive evaluation of the tool carriedout at a local areanetwork. A

study of the network costconsideredthe spaceand bandwidth requiredto operatea cluster.

A performanceanalysisdepictedthe behavior of a clustermanagerwhenmonitoring several

subsetsof objects. Further, the abilit y of mcluster application to multicast messages

for di�erent sizesof peer clusters group was evaluated. Finally, an availabilit y analysis

depictedthe behavior of the communication betweena cluster managerand its peercluster

managers.

As a practical application of the tool, we presented how the tool canhelp to detect why

a given agent hascrashed.An agent wassubjected to TCP SYN-Flooding attack and next

valuesof its TCP objects were accessedin a cluster manageragent.



Chapter 7

Conclusions

This chapter presents the conclusionsof the thesis. Section7.1 describesthe purposeand

expected results of this work. Section 7.2 describes the main contributions, and Section

7.3 presents possibleapplications and directions for future work.

7.1 Goals and Results

Network management systemsinclude toolsthat enablemonitoring and control of networks

composed by hardware, software, and heterogeneousprotocols. In particular, network

management systemsbecomeessential during anomaloussituations, when the network

is partly non-operational. Thus, fault management applications must be able to work

correctly even in the presenceof network faults. Hence,it is important that network mana-

gement systemshave a mechanismthat allows the accessto their management information

in numerouscrashsituations.

There is a vast literature on the construction of reliable distributed systems,and over

time the mechanismsto build reliable systemshave improved and have beenadapted to

new applications and environments. In Chapter 1, we presented somework related to the

development of reliable network and system management, presenting several approaches

and conceptsto deal with the challengeof building fault-tolerant management systems.

95
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This thesisaggregatedand adapted many of thosesolutions in order to develop a 
exible

architecture basedon agent clustering for replicating network management information,

and thus to provide the accessto given management information of faulty management

entities. The architecture makes it possible to construct reliable network management

systemsthat are customizedto the restrictions and the speci�c needsof a network. Par-

ticularly, this characteristic makesthis work attractiv e sincethe approach may be usedin

di�erent kinds of networks. Moreover, this work considersissuessuch as the processing

capacity of management entities and the scalability of the system.

7.2 Main Con tributions

The research of this thesis led to several research contributions such as the development

of a mechanism to build fault-tolerant network management systems,the speci�cation of

an SNMP framework, the implementation and evaluation of a prototype, among others.

Thosecontributions are described below.

In the research, we have speci�ed an architecture for agent clustering for managed

object replication. The architecture is structured in three layerscalled the cluster member

layer, the cluster layer, and the manager layer. The distributed three-tier architecture

provides scalability and 
exibilit y for replicating di�erent set of managedobjects. Such

factorsare fundamental for developinga fault-tolerant system. A cluster of agents provides

fault-tolerant object functionality by replicating managedobjects among agent clusters.

Thus, it is possibleto accessmanagedobjects of a crashedagent through peerclusters.

Furthermore, we have de�ned an SNMP framework for the agent clustering architec-

ture. The framework speci�es SNMP management objects usedfor building SNMP agent

clusters,monitoring subsetsof SNMP managedobjects, and the storageand replication of

thoseobjects valuesin SNMP agents calledcluster managers. The MIB calledReplic-MIB

introducesthe usageof clustersand management objects to be implemented in each SNMP

entit y of a network management system.

An SNMP fault management tool wasbuilt usingpublic-domain software [22, 21]. The
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tool expandsthe functionalities of SNMP agents to play asclustermanagers.A group com-

munication infrastructure under the cluster managerslevel ensuresthe consistencyamong

copiesof managedobjects valueskept by cluster managers. An experimental evaluation

of the tool was carried out at a local area network. The evaluation showed the impact of

the con�guration of clusterson network resourceconsumptionand the tool performance.

An application exampleshowed that the tool may be usedto determinethe occurrenceof

DoS (Denial of Service)attacks.

An Internet-Draft in the Distributed Management (DisMan) Working Group of the

IETF describing the agent clustering architecture was published. The community has

discussedthe proposedarchitecture as well as its application. Comments and suggestions

done during the IETF meetingshave lead to new questionsto be studied, for example,

the usageof a communication infrastructure using only SNMP operations. The discussion

of an Internet-Draft is a long processwherethe proposedwork is commonly subjected to

many changesin its structure until the work can be publishedasa Requestfor Comments

(RFC) document, and thus to be adopted like a standard by the Internet community.

7.3 Future Work and Applications

Besidesthe contributions presented in the previoussection,this research has raisedmany

interesting questionsand issuesthat deserve further research. We give in the following a

seriesof suggestionsand issuesin order to improve the agent clustering architecture and

the usageof the SNMP fault monitoring tool.

The Monitoring to ol in Three Layers

Our current SNMP monitoring tool only implements the simple compliancemodule de-

scribed in the SNMP agent clustering framework. This compliancemodule requires a

minimal set of management objects and doesnot take into account the management ob-

jects neededin the managerlevel. The next step is the development of the full framework
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that includessuch management objects at the managerlevel. In this way, all cluster con-

�gurations will be automatic and dynamic, and avoid the manual addition of con�guration

�les in the SNMP agents.

IETF In ternet Standard

A number of challengesstill exist to turn the Internet-Draft of the agent clustering ar-

chitecture in an Internet standard. Most of thesechallengessurround the issueof replica

consistency, and the factors that in
uence it. Important factors, such asreliable multicast

and group membership,currently provided by communication mechanismslike the Ensem-

ble systemneedto be handledunder the point of view of the IETF standard. In the IETF,

working groups,such as Multicast & Anycast Group Membership (magma) [96], Reliable

Multicast Transport (rmt) [97], and Multicast Security (msec) [98], specify such group

services.Thus, it is necessaryto check the applicability of thoseservicesto guarantee the

consistencyof the MO's replication provided by the agent clusteringarchitecture. The tar-

get is to develop a versionof the architecture totally in accordancewith the other services

already speci�ed by IETF so that it can be implemented by the Internet community.

Infrastructure Without Group Comm unication Toolkits

Many multicast and group membership protocolshave beenproposedin the literature for

di�erent environments and targets [67,64, 20, 21, 63, 99]. A simplemulticast protocol and

a light weight group membershipcould be implemented in the SNMP agents to support the

communication amongcluster managers.Hence,the fault monitoring tool would employ

no group communication toolkit. This would allow the development of a more
exible tool.

Aggregation of SNMP Managed Ob jects

The reduction of monitoring costsin the network management systemsis an issuewidely

discussedby the Internet community. In our agent clustering architecture, a cluster man-

agermust continuouslymonitor its agent memberssendingthusa number of queries.Those
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queriesintroducebandwidth and processingoverheadthat contribute to constrainthe num-

ber of MO's that can be monitored. Mans�ed-Keeni [87, 100] has proposeda strategy to

aggregatemanagedobjects, and thus to reducethe number of queriessent to an SNMP

agent. The implementation of this strategy along with the agent clustering architecture

would enablethe aggregationof objects monitored by a cluster managerin a few objects,

and would reducethe number of queriesto agent members.

Reliable Detection of DDoS A ttac ks

A methodology for proactive detection of distributed denial of service(DDoS) attacks us-

ing network management systemshas beenproposedby Cabrera et al. [101]. The goal

of the methodology is to determine which MIB variables better characterize the occur-

renceof an attack in a given target machine, and so monitor such variables in order to

supposeanomalousbehavior. The usageof the agent clustering architecture can enhance

this methodology, by enabling the development of reliable systemsfor detection of DDoS

attacks. In this way, DDoS attacks could be detectedeven if network elements su�ering

the attack have failed.

Monitoring Comm unication Cost

The agent clusteringarchitecture includestwo functionalities to agents that play ascluster

manager: the abilities of monitoring and replicating managedobjects. Particularly, the

monitoring abilit y is basedon polling of agent members. This strategy introducestra�c

overheadand many times is not the better alternative to minimize the monitoring cost de-

pendingon the characterization of the monitored data [2]. A possiblesolution to minimize

the monitoring communication cost is to combine polling with local event driven reporting.

Event reporting is a processwhere a local event in a network element triggers a report,

which is sent by that element to the manager. Thus, for example, agent members of a

cluster could report to the cluster managerwhen the valuesof certain objects would su�er

any update or reach a given value.
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Failure of Comm unication Links

The agent clustering architecture has taken into account the fail-stop model, which is

the simplest failure model. This failure model assumesreliable communication links and

that network components only fail by halting. However, such failure model may not be

realistic for di�erent sorts of network as MANs and WANs, which are more prone to link

failures. For these kinds of networks, the omission model seemsto be more adequate

since it considersthe caseof partitions and recovery of a network. Furthermore, such

model considersthat components may fail during the execution of a given task, such as

the messagetransmissionfor all members of a group.

Consideringcommunication link failures, it is important to determine which replica-

tion technique and communication mechanism must be applied when implementing the

agent clustering architecture in network management systems. In WANs, for example,

the probability of the occurrenceof a large messagedelay is high. On the other hand,

group communication systemstypically include membership protocols that assumethat a

given component is faulty when a messagedelay happens. In general,such strategy can

take to mistakes and have a high processingcost. As a result of thesesuspects, a group

membership protocol would frequently createa new group view to excludethe component

suspectedasfaulty, and next it would createanother group view to include this component

again [46].
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Con��avel BaseadaemClustersdeAgentes," Proceedingsof the XX Simp�osioBrasileiro

de Redesde Computadores (SBRC2002), B�uzios,Rio de Janeiro, Maio 2002.

[73] A. L. dos Santos, E. P. Duarte Jr., and G. M. Keeni, \Reliable Distributed Network

Management by Replication," Journal of Network and SystemsManagement, Vol. 12,

No. 2, June 2004.

[74] R. van Renesse,K, Birman, M. Hayden, A. Vaysburd, and D. Karr, \Building Adap-

tive SystemsUsing Ensemble," Software-Practice and Experience, Vol. 28, No. 9, pp.

963-971,July 1998.

[75] M. Cukier, J. Ren, P. Rubel, D. E. Bakken, and D. A. Karr, \Building Dependable

Distributed Objects with the AQuA Architecture," 29th Annual International Sym-

posium on Fault-Tolerant Computing (FTCS-29), Madison, Wiscosin,June 1999.

[76] M. Hayden and O. Rodeh, \Ensemble Tutorial", The EnsembleHomePage, Available

at: http://www.cs.cornell.edu/Info/Prjects/Ensem ble/doc/tut. AccessedNovember,

2001.

[77] J. Hickey, N. Lynch, and R. van Renesse,\Speci�cations and Proofs for Ensemble

Layers," 5th International Conference on Tools and Algorithms for the Construction

and Analysis of Systems(TACAS), LNCS, Springer-Verlag, March 1999.

[78] Raj Jain, The Art of Computer SystemPerformance Analysis, John Wiley & Sons,

1991.

[79] H. V. Ramasamy, P. Pandey, J. Lyons, M. Cukier, and W. H. Sanders,\Quantifying

the Cost of Providing Intrusion Tolerancein Group Communication Systems,"Pro-

cedings of the 2002 International Conference on DependableSystemsand Networks,

pp. 229-238,Washington,DC, June 2002.

[80] M. G. Merideth and P. Narasimhan,\Metrics for The Evaluation of Proactive and Re-

active Survivabilit y," Procedings of the 2003International Conference on Dependable

Systemsand Networks, SanFrancisco,CA, June 2003.



Bibliography 109

[81] C. Pattinson, \A Study of The Behaviour of The SimpleNetwork Management Proto-

col," Procedings of 12th International Workshopon Distributed Systems:Operations

& Management(DSOM'01), pp. 15-17,Nancy, France,October 2001.

[82] Y. Zhu, T. Chen S. Liu, \Mo dels and Analysis of Trade-o�s in Distributed Network

Management Approaches," Proceedings of the 7th IFIP/IEEE International Sympo-

sium on Integrated Network Management(IM'01) , pp. 391-404,Seattle, May 2001.

[83] J. Holliday, D. Agrawal, and E. Abbadi, \The Performanceof DatabaseReplication

with Group Multicast," In Proc. FTCS 99, 1999.

[84] C. Basile, M. Killijian, and D. Powell, \A Survey of Dependability Issuesin Mobile

WirelessNetworks," Technical Report, LAAS CNRS Toulouse,France,2003.

[85] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam,and E. Cayirci, \A Survey on Sensor

Networks," IEEE Communications, Vol. 40, No. 8, pp. 102-114,2002.

[86] J. Sch•onw•alder, \SNMP Payload Compression,"Work In Progress,April 2001.Avail-

ableat: http://www.ietf.org/in ternet-drafts/in ternet-draft/draft-irtf-nmrg-snmp-com

pression-01.txt

[87] G. M. Keeni, \The Managed Object Aggregation MIB," Internet Draft, IETF,

September 2002.Available at:http://www.cysols.com/contrib/materials/draft-glenn-

mo-aggr-mib-02.txt

[88] EnsembleHomePage,Availableat: http://www.cs.cornell.edu/Info/Pro jects/Ensemble

AccessedNovember, 2003.

[89] A. L. dosSantos, Avalia�c~ao de Desempenhoda Comunica�c~ao com PVM em Ambiente

Linux, M.Sc. Dissertation, FederalUniversity of Paran�a, May, 1999.

[90] C. L. Schuba, I. V. Krusul, M. G. Kuhn, E. H. Spa�ord, A. Sundaram, and D.

Zamboni, \Analysis of a Denial of ServiceAttack on TCP," IEEE Symposium on

Security and Privacy, 1997.



Bibliography 110

[91] Cisco, De�ning Strategies to Protect TCP SYN Denial of Service Attacks. Available

at: http://www.cisco.com/w arp/public/707/4.p df. AccessedJune, 2000.

[92] D. E. Comer,D. L. Stevens,Internetworking with TCP/IP VolumeII: Design, Imple-

mentation, and Internals, Prentice-Hall, 3rd edition, 1999.

[93] R. Farrow, \TCP SYN Flooding Attacks and Remedies,"Network Computing Unix

World. Available at: http://www.net workcomputing.com/unixworld/ security/004/0

04.txt.html. AccessedJune, 2000.

[94] Operation: Security, Tools : Denial of Services - Syn Flooder by Zakath. Available

at: http://www.op erationsecurity.com/resourcedb.php?viewCat=11. AccessedJune,

2000.

[95] A. L. dos Santos, E. P. Duarte Jr., and G. Mans�eld, \A Clustering Architecture for

Replicating ManagedObjects," Internet Draft, IETF, November 2001.Available at:

http://www.inf.ufpr.br/ � aldri/draft/replicationmib/index.h tml

[96] Multicast & Anycast Group Membership (magma)Charter, Availableat: http://www.

ietf.org/h tml.charters/magma-charter.html, AccessedOctober, 2003.

[97] ReliableMulticast Transport (rmt) Charter, Available at: http://www.ietf.org/h tml.

charters/rmt-charter.html, AccessedOctober, 2003.

[98] Multicast Security (msec) Charter, Available at: http://www.ietf.org/h tml.charters/

msec-charter.html, AccessedOctober, 2003.

[99] M. Raynal and F. Tronel, \Group Membership Failure Detection: A Simple Protocol

and Its Probability Analysis," Distributed SystemsEngineering Journal, 6(3), pp. 95-

102,1999.

[100] G. M. Keeni, \The AggregationMIB for Time BasedSamplesof A ManagedObject,"

Internet Draft, IETF, September 2002.Available at: http://www.cysols.com/contrib

/materials/draft-glenn-mo-taggr-mib-00.txt



Bibliography 111

[101] J. B. Cabrera, L. Lewis, X. Qin, W. Lee, R. Prasanth, B. Ravichandran, and Ra-

man Mehra,\Proactive Detection of Distributed Denial of ServiceAttacks Using MIB

Variables- A Feasibility Study," Proceedingsof the 7th IFIP/IEEE International Sym-

posium on Integrated Network Management(IM'01) , Seattle, May 2001.

[102] \The Internet EngineeringTask Force(IETF)," The Tao of IETF: A Novice's Gui-

deto the Internet Engineering TaskForce. Availableat: http://www.ietf.org/tao.h tml

#6.3. AcessedMarch, 2004.

[103] J. Postel and J. Reynolds,\In tructions to RFC Authors," RFC 2223, ISI, October

1997.

[104] S. Bradner, \The Internet Standards Process{ Revision 3," RFC 2026, Harvard

University, October 1996.

[105] C. Huitema, J. Postel, and S. Crocker, \Not All RFCs are Standards,", RFC 1796,

April 1995.



App endix A

Replication MIB

This appendix presents the completedesignof the Replication MIB. Next, we present an

overview of the stepsrequired to publish an RFC document at the Internet Engineering

Task Force(IETF).

1. REPLIC-MIB

REPLIC-MIBDEFINITIONS::= BEGIN

IMPORTS

MODULE-IDENTITY,OBJECT-TYPE,

Unsigned32, enterprises

FROMSNMPv2-SMI

RowStatus, TimeStamp

FROMSNMPv2-TC

MODULE-COMPLIANCE,OBJECT-GROUP

FROMSNMPv2-CONF

InetAddressType, InetAddress

FROMINET-ADDRESS-MIB

SnmpAdminString

FROMSNMP-FRAMEWORK-MIB;
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replicMIB MODULE-IDENTITY

LAST-UPDATED"200111010000Z"

ORGANIZATION"Federal University of Parana' - Dept. Informatics"

CONTACT-INFO

"Aldri L. Santos

Elias P. Duarte Jr.

Federal University of Parana'

Dept. Informatics

P.O. Box 19018

Curitiba, PR 81531-990

Brazil

Phone: +55-41-267-5244

Email: {aldri, elias}@inf.ufpr.br

Glenn Mansfield

Cyber Solutions Inc.

ICR Bldg. 3F 6-6-3 Minami Yoshinari

Aoba-ku Sendai-shi Miyagi

Japan

Phone: +81-22-303-4012

Email: cyber@cysol.co.jp"

DESCRIPTION

" This MIB module defines a set of objects that supports object

replication in a three-layer clustering architecture."

::= { enterprises 2026 } -- to be assigned by IANA

--

-- The groups defined within this MIB definition:

--

replicObjects OBJECTIDENTIFIER ::= { replicMIB 1 }

replicConformance OBJECTIDENTIFIER ::= { replicMIB 2 }

clusterDefinition OBJECTIDENTIFIER ::= { replicObjects 1 }

clusterReplication OBJECTIDENTIFIER ::= { replicObjects 2 }
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clusterTable OBJECT-TYPE

SYNTAXSEQUENCEOF ClusterEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" This table allows the definition of agent clusters, which

are used to monitor and replicate objects from other agents,

providing alternative means of accessing information from

those agents when they are unreachable."

::= { clusterDefinition 1 }

clusterEntry OBJECT-TYPE

SYNTAXClusterEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" Each entry contains the definition of an agent cluster, its

membersand replicated objects."

INDEX{ clusterID, clusterIndex }

::= { clusterTable 1 }

ClusterEntry ::= SEQUENCE{

clusterIndex Unsigned32,

clusterID Unsigned32,

clusterAddressType InetAddressType,

clusterAddress InetAddress,

clusterMemberType InetAddressType,

clusterMember InetAddress,

clusterOID OBJECTIDENTIFIER,

clusterInstanceIndex OBJECTIDENTIFIER,

clusterRepClusterID Unsigned32,

clusterName SnmpAdminString,

clusterDescr SnmpAdminString,

clusterStatus RowStatus

}
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clusterIndex OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique value which identifies a cluster table entry."

::= { clusterEntry 1 }

clusterID OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The unique identifier of a cluster that is defined for

monitoring a subset of agents and replicating some of

their objects."

::= { clusterEntry 2 }

clusterAddressType OBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The type of address in clusterAddress."

::= { clusterEntry 3 }

clusterAddress OBJECT-TYPE

SYNTAXInetAddress

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The IP address of a agent that monitors a set of agents and

replicates their objects on its peer clusters."

::= { clusterEntry 4 }

clusterMemberType OBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only
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STATUScurrent

DESCRIPTION

" The type of address in clusterMember."

::= { clusterEntry 5 }

clusterMember OBJECT-TYPE

SYNTAXInetAddress

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The IP address of an agent which has its objects monitored

and replicated by the cluster."

::= { clusterEntry 6 }

clusterOID OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The instance identifier of a replicated managedobject.

For example: ifInOctets "

::= { clusterEntry 7 }

clusterInstanceIndex OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique identifier of an instance index of a replicated

managedobject."

::= { clusterEntry 8 }

clusterRepClusterID OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Identifier of a peer cluster which keeps replica of managed
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objects kept by the current cluster."

::= { clusterEntry 9 }

clusterName OBJECT-TYPE

SYNTAXSnmpAdminString

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The humanmanager responsible for the cluster."

::= { clusterEntry 10 }

clusterDescr OBJECT-TYPE

SYNTAXSnmpAdminString

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Description of the purpose of the cluster."

::= { clusterEntry 11 }

clusterStatus OBJECT-TYPE

SYNTAXRowStatus

MAX-ACCESSread-create

STATUScurrent

DESCRIPTION

" The status of this cluster entry.

To create a row in this table, a manager must set this

object to either createAndGo(4) or createAndWait(5).

This object may not be active(1) until instances of all

other objects are appropriately configured. Its value,

meanwhile, is notReady(2)."

::= { clusterEntry 12 }

memberTableOBJECT-TYPE

SYNTAXSEQUENCEOF MemberEntry

MAX-ACCESSnot-accessible

STATUScurrent
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DESCRIPTION

" This table contains information that defines the set of

agents monitored by the cluster."

::={ clusterDefinition 2 }

memberEntry OBJECT-TYPE

SYNTAXMemberEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" Each entry contains the definition of a cluster member."

INDEX{ cmIndex }

::= { memberTable1 }

MemberEntry ::= SEQUENCE{

cmIndex Unsigned32,

cmAddressType InetAddressType,

cmAddress InetAddress,

cmSecurity SnmpAdminString,

cmStatus RowStatus

}

cmIndex OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique identifier of a cluster membertable entry."

::= { memberEntry 1 }

cmAddressTypeOBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The type of address in cmAddress."

::= { memberEntry 2 }
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cmAddress OBJECT-TYPE

SYNTAXInetAddress

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The IP address of a cluster memberwhose objects are

monitored and replicated by the cluster."

::= { memberEntry 3 }

cmSecurity OBJECT-TYPE

SYNTAXSnmpAdminString

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The security required to access cluster memberobjects."

::= { memberEntry 4 }

cmStatus OBJECT-TYPE

SYNTAXRowStatus

MAX-ACCESSread-create

STATUScurrent

DESCRIPTION

" The status of this cluster memberentry.

To create a row in this table, a manager must set this

object to either createAndGo(4) or createAndWait(5).

This object may not be active(1) until instances of all

other objects are appropriately configured. Its value,

meanwhile, is notReady(2)."

::= { memberEntry 5 }

repObjectTable OBJECT-TYPE

SYNTAXSEQUENCEOF RepObjectEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" This table allows the definition of a set of managedobjects
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which are monitored and replicated by the cluster."

::={ clusterDefinition 3 }

repObjectEntry OBJECT-TYPE

SYNTAXRepObjectEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" An entry keeping information about an object that is replicated."

INDEX{ roIndex }

::= { repObjectTable 1 }

RepObjectEntry ::= SEQUENCE{

roIndex Unsigned32,

roOID OBJECTIDENTIFIER,

roInstanceIndex OBJECTIDENTIFIER,

roInterval Unsigned32,

roState Unsigned32,

roStatus RowStatus

}

roIndex OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique identifier of a replicated object table entry."

::= { repObjectEntry 1 }

roOID OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The instance identifier of an object which is replicated

by the cluster."

::= { repObjectEntry 2 }
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roInstanceIndex OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique identifier of an instance index of an object

which is replicated by the cluster."

::= { repObjectEntry 3 }

roInterval OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESSread-only

STATUS current

DESCRIPTION

" The time interval in which a cluster polls replicated

objects in cluster members."

::= { repObjectEntry 4 }

roState OBJECT-TYPE

SYNTAXUnsigned32(0|1) -- { non-active(0), active(1)}

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The State object determines whether an object is replicated

in a given cluster.

Setting this value to non-active(0) requests that an object

should not be replicated.

Setting this value to active(1) requests that an object

should be replicated."

::= { repObjectEntry 5 }

roStatus OBJECT-TYPE

SYNTAXRowStatus

MAX-ACCESSread-create

STATUScurrent

DESCRIPTION

" The status of this replicated object entry.
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To create a row in this table, a manager must set this

object to either createAndGo(4) or createAndWait(5).

This object may not be active(1) until instances of all

other objects are appropriately configured. Its value,

meanwhile, is notReady(2)."

::= { repObjectEntry 6 }

peerTable OBJECT-TYPE

SYNTAXSEQUENCEOF PeerEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" This table allows the definition of peer clusters of agent

clusters which are used to maintain replicated objects."

::={ clusterDefinition 4 }

peerEntry OBJECT-TYPE

SYNTAXPeerEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" Each entry contains information of a cluster that maintains

replicated objects."

INDEX{ pcIndex }

::= { peerTable 1 }

PeerEntry ::= SEQUENCE{

pcIndex Unsigned32,

pcAddressType InetAddressType,

pcAddress InetAddress,

pcROTIndex Unsigned32,

pcStatus RowStatus

}

pcIndex OBJECT-TYPE

SYNTAXUnsigned32
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MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique value which identifies a peer cluster table entry."

::= { peerEntry 1 }

pcAddressType OBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The type of address in pcAddress."

::= { peerEntry 2 }

pcAddress OBJECT-TYPE

SYNTAXInetAddress

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The IP address of a peer cluster which receives and

keeps replicated objects by the cluster."

::= { peerEntry 3 }

pcROTIndex OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Index of a object in the replicated object table which is

replicated in a given peer cluster."

::= { peerEntry 4 }

pcStatus OBJECT-TYPE

SYNTAXRowStatus

MAX-ACCESSread-create

STATUScurrent

DESCRIPTION

" The status of this peer cluster entry.
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To create a row in this table, a manager must set this

object to either createAndGo(4) or createAndWait(5).

This object may not be active(1) until instances of all

other objects are appropriately configured. Its value,

meanwhile, is notReady(2)."

::= { peerEntry 5 }

replicaTable OBJECT-TYPE

SYNTAXSEQUENCEOF ReplicaEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" This table keeps the replicated instances of managedobjects."

::={ clusterReplication 1 }

replicaEntry OBJECT-TYPE

SYNTAXReplicaEntry

MAX-ACCESSnot-accessible

STATUScurrent

DESCRIPTION

" Each entry keeps an instance of a given object of a given agent."

INDEX{ repIndex }

::= { replicaTable 1 }

ReplicaEntry ::= SEQUENCE{

repIndex Unsigned32,

repPeerType InetAddressType,

repPeer InetAddress,

repMemberType InetAddressType,

repMember InetAddress,

repOID OBJECTIDENTIFIER,

repInstanceIndex OBJECTIDENTIFIER,

repValue OCTETSTRING,

repValueType INTEGER,

repTimeStamp TimeStamp,

repStatus RowStatus



125

}

repIndex OBJECT-TYPE

SYNTAXUnsigned32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique value which identifies a replica table entry."

::= { replicaEntry 1 }

repPeerType OBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The type of address in repPeer."

::= { replicaEntry 2 }

repPeer OBJECT-TYPE

SYNTAXInetAddress

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The IP address of a peer cluster that monitors a set of

agents and replicates their objects in the cluster."

::= { replicaEntry 3 }

repMemberTypeOBJECT-TYPE

SYNTAXInetAddressType

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The type of address in repMember."

::= { replicaEntry 4 }

repMemberOBJECT-TYPE

SYNTAXIpAddress

MAX-ACCESSread-only
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STATUScurrent

DESCRIPTION

" The IP address of an agent whose objects are replicated

in the cluster."

::= { replicaEntry 5 }

repOID OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The instance identifier of a replicated object maintained

in the cluster."

::= { replicaEntry 6 }

repInstanceIndex OBJECT-TYPE

SYNTAXOBJECTIDENTIFIER

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Unique identifier of an instance index of a replicated

object maintained in the cluster."

::= { replicaEntry 7 }

repValue OBJECT-TYPE

SYNTAXOCTETSTRING

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" Value of an instance of a replicated object.

The data type of the instance is specified in the next

managedobject."

::= { replicaEntry 8 }

repValueType OBJECT-TYPE

SYNTAXINTEGER{

integer(0),

integer32(1),
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unsigned32(2),

gauge32(3),

counter32(4),

counter64(5),

timeTicks(6),

octectString(7),

objectIdentifier(8),

ipAddress(9),

opaque(10),

bits(11)

}

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

" The data type of an instance of a replicated object kept

in the previous managedobject."

::= { replicaEntry 9 }

repTimeStamp OBJECT-TYPE

SYNTAX TimeStamp

MAX-ACCESSread-only

STATUS current

DESCRIPTION

" The value of sysUpTime at the time of the last update

of a value of an instance of a replicated object."

::= { replicaEntry 10 }

repStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESSread-create

STATUS current

DESCRIPTION

" The status of this replica entry.

This object may not be active(1) until instances of all

other objects are appropriately configured. Its value,

meanwhile, is notReady(2)."

::= { replicaEntry 11 }
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-- Conformance information

replicGroups OBJECTIDENTIFIER ::= { replicConformance 1 }

replicCompliances OBJECTIDENTIFIER ::= { replicConformance 2 }

-- Compliance statements

replicManagerCompliance MODULE-COMPLIANCE

STATUS current

DESCRIPTION

" The compliance statement for SNMPentities which

implement the replication MIB in the manager level."

MODULE

MANDATORY-GROUPS{ replicManagerGroup }

::= { replicCompliances 1 }

replicClusterCompliance MODULE-COMPLIANCE

STATUS current

DESCRIPTION

" The compliance statement for SNMPentities which

implement the replication MIB in the cluster level."

MODULE

MANDATORY-GROUPS{ replicClusterGroup }

::= { replicCompliances 2 }

replicFullCompliance MODULE-COMPLIANCE

STATUScurrent

DESCRIPTION

" The compliance statement for SNMPentities which

implement the replication MIB in three layers."

MODULE

MANDATORY-GROUPS{ replicManagerGroup, replicClusterGroup }

::= { replicCompliances 3 }

-- Units of conformance

replicManagerGroup OBJECT-GROUP
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OBJECTS{

clusterIndex,

clusterID,

clusterAddressType,

clusterAddress,

clusterMemberType,

clusterMember,

clusterOID,

clusterInstanceIndex,

clusterRepClusterID,

clusterName,

clusterDescr,

clusterStatus

}

STATUScurrent

DESCRIPTION

" The collection of objects for the definition of agents

clusters, which are used to replicate objects."

::= { replicGroups 1 }

replicClusterGroup OBJECT-GROUP

OBJECTS{

cmIndex,

cmAddressType,

cmAddress,

cmSecurity,

cmStatus,

roIndex,

roOID,

roInstanceIndex,

roInterval,

roState,

roStatus,

pcIndex,

pcAddressType,

pcAddress,

pcROTIndex,

pcStatus,
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repIndex,

repPeerType,

repPeer,

repMemberType,

repMember,

repOID,

repInstanceIndex,

repValue,

repValueType,

repTimeStamp,

repStatus

}

STATUScurrent

DESCRIPTION

" The collection of objects used to monitor and keep

the replicated objects."

::= { replicGroups 2 }

END

2. Getting a Standard Published

Every IETF standard is published as an RFC (Request for Comments), but are usually

called RFCs. Every RFC starts out asan Internet Draft, often called an \I-D" [103]. The

basicstepsfor getting somethingpublishedas an IETF standard are:

1. Publish the document as an Internet Draft.

2. Receive comments on the draft.

3. Edit your draft basedon the comments.

4. Repeat steps1 through 3 a few times.

5. Ask an Area Director (AD) to take the draft to the IESG - in caseof an individ-

ual submission. The ADs are members of the Internet EngineeringSteeringGroup
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(IESG). When the draft is an o�cial working group (WG) product, the WG chair

asksthe AD to take it to the IESG. To understandthe IETF hierarchy, see[102].

6. Make any changesdeemednecessaryby the IESG, and this might include giving up

on becominga standard.

7. Wait for the document to be publishedby the RFC Editor.

A complete explanation of these steps is contained in \The Internet Standards Pro-

cess", RFC 2026 [104]. This RFC goes into great detail on a topic that is very often

misunderstood, even by seasonedIETF participants: di�erent typesof RFCs go through

di�erent processesand have di�erent rankings. There are six kinds of RFCs:

� Proposedstandards

� Draft standards

� Internet standards,sometimescalled \full standards"

� Experimental protocols

� Informational documents

� Historic standards

Only the �rst three (proposed,draft, and full) are standardswithin the IETF. A sum-

mary of the RFCs classi�cation can be found in \Not All RFCs are Standards", RFC 1796

[105].

There are also three sub-seriesof RFCs, known as FYIs, BCPs, and STDs. The For

Your Information (FYI) RFC sub-serieswas created to document overviews and topics

which are introductory or appeal to a broad audience. Frequently, FYIs are created by

groups within the IETF User ServicesArea. Best Current Practice (BCP) documents

describe the application of various technologiesin the Internet. The STD RFC sub-series

was created to identify RFCs that do in fact specify Internet standards. SomeSTDs are
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actually setsof more than oneRFC, and the standard designationappliesto the wholeset

of documents.

The main reasonsomepeopledo not want their documents put on the IETF standards

track is that they must give up changecontrol on their work. That is, as soon as people

proposethat their work becomean IETF standard, they must fully relinquish control on

it. If there is generalagreement, parts of the document can be completelychanged,whole

sectionscan be ripped out, new ideascan be added, and the name can be changed. On

the other hand, if the goal is the best standard possiblewith the widest implementation,

then the IETF processlooks like to be an adequateplace.

Incidentally, the changecontrol on Internet standardsdoesnot endwhenthe work is put

on the standardstrack. The document itself can be changedlater for a number of reasons,

the most commonof which is that developers discover a problem as they implement the

standard. Theselater changesare also under the control of the IETF, not the editors of

the standardsdocument.



App endix B

Usage of the SNMP Tool

This appendix presents the usageof the SNMP fault management tool basedon the SNMP

agent clustering framework. The manual below shows how to specify the agent members,

the replicated objects, and the peer clusters of a cluster. Particularly, it describes a full

exampleof clusterscon�guration and exhibits the management information displayed by

the tool. The host namesand IP addressesmentioned over the text belongto laboratories

of Department of Informatics of UFPR.

1. De�ning Clusters

This examplecon�guration de�nes two clusters identi�ed by the dupont and tournesol

cluster managers. The IP addressesof the network elements that host the dupont and

tournesol clustersare 200:17:212:160and 200:17:212:159,respectively.

The dupont cluster has two agent members called chef and cartman. Those agents

are hosted in the machines whose IP addressesare 200:17:212:117 and 200:17:102:160,

respectively. The dupont cluster will monitor a set of seven objects of the ICMP group.

Theseobjects will be replicated at the dupont local MIB and in the tournesol cluster,

which is its peer cluster. The con�guration �les that de�ne the dupont cluster are shown

below, and the tournesol cluster is described in sequence.
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Arguments of the dupont.ClusterMembers.conf�le:

#INDEX IP ADDRESS PORT SECURITY STATUS

10 chef 5000 public 1
20 cartman 5000 public 1

Arguments of the dupont.ReplicatedObjects.conf�le:

#INDEX OID OID INDEX INTER VAL STATE STATUS

1 .1.3.6.1.2.1.5.1 0 10 1 1
2 .1.3.6.1.2.1.5.2 0 10 1 1

3 .1.3.6.1.2.1.5.4 0 10 1 1
4 .1.3.6.1.2.1.5.8 0 10 1 1

5 .1.3.6.1.2.1.5.14 0 10 1 1
6 .1.3.6.1.2.1.5.16 0 10 1 1

7 .1.3.6.1.2.1.5.22 0 10 1 1

Arguments dupont.PeerCluster.conf�le:

#INDEX IP ADDRESS ROTINDEX STATUS

1 tournesol 1 1
2 tournesol 2 1

3 tournesol 3 1
4 tournesol 4 1

5 tournesol 5 1
6 tournesol 6 1

7 tournesol 7 1

The tournesol cluster has two agent members called shelley and wendy, and whose

IP addressesare 200:17:212:95 and 200:17:212:125, respectively. The tournesol cluster

will monitor three objects of the ICMP group. Those objects will be replicated in the

tournesol local MIB, and in the dupont cluster, which is the peer cluster. The con�gu-

ration �les that de�ne the tournesol cluster are shown below.

Arguments of the tournesol.ClusterMembers.conf�le:

#INDEX IP ADDRESS PORT SECURITY STATUS

10 shelley 5000 public 1

20 wendy 5000 public 1
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Arguments of the tournesol.ReplicatedObjects.conf�le:

#INDEX OID OID INDEX INTER VAL STATE STATUS

1 .1.3.6.1.2.1.5.1 0 10 1 1
2 .1.3.6.1.2.1.5.2 0 10 1 1

3 .1.3.6.1.2.1.5.4 0 10 1 1

Arguments of the tournesol.PeerCluster.conf�le:

#INDEX IP ADDRESS ROTINDEX STATUS

1 dupont 1 1

2 dupont 2 1
3 dupont 3 1

Once the con�guration �les contain information to create the two clusters, the next

stageis to initialize them.

2. Initializing and Querying Clusters

After creating the con�guration �les that de�ne the dupont and tournesol clusters,such

clusters can be initialized in the network elements that hosted the cluster managers. If

the SNMP agents are not running, they can be started by the commandshown below. Of

course,the mcluster application must be started in the samemachines that performance

the dupont and tournesol cluster managers.

% snmpd -p 5000

In fact, the dupond and tournesol agents becomecluster managersonly when the

clusterOnO�Switchobject is set 1 (active cluster) asshown below. A cluster managerthen

starts to monitor and to replicate managedobjects.

% snmpset-p 5000dupont public .1.3.6.1.4.1.2026.1.5.0i 1
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An SNMP agent can stop being a cluster manager in any time. For that, the clus-

terOnO�Switch object must be set 6 (destroy cluster) asshown below. When the object is

set as destroy, such SNMP agent will not act as a cluster manager,but will keeprunning

as an ordinary SNMP agent.

% snmpset-p 5000dupont public .1.3.6.1.4.1.2026.1.5.0i 6

The tool translates the iso.org.dod.internet.private.enterprises.replicMIBOID as .1.3.6.1

.4.1.2026. The subtreereplicObjectsis under the Replic-MIB module, and is translated as

.1. The subtreereplicObjectsincludestwo subtreescalled clusterDe�nitionand clusterRepli-

cation. We will use the .1.3.6.1.4.1.2026.1value as part of the de�nition of a replication

OID in next commands.

Continuing the con�guration of clustersabove, we describe how to obtain information

over dupont and tournesol clusters. SNMP query commandslike snmpwalk enable the

accessto information of a given cluster. The commandbelow obtains information of the

agent members of the dupont cluster.

% snmpwalk -p 5000dupont public .1.3.6.1.4.1.2026.1.clusterDe�nition.memberTable

memberTable.memberEntry.cmI ndex.10 = Gauge32: 10
memberTable.memberEntry.cmI ndex.20 = Gauge32: 20
memberTable.memberEntry.cmAddr essType.10 = unknown(0)
memberTable.memberEntry.cmAddr essType.20 = unknown(0)
memberTable.memberEntry.cmAddr ess. 10 = IpAddress: 200.17.212.117
memberTable.memberEntry.cmAddr ess. 20 = IpAddress: 200.17.212.102
memberTable.memberEntry.cmSecurity .10 = public
memberTable.memberEntry.cmSecurity .20 = public
memberTable.memberEntry.cmStat us.1 0 = active(1)
memberTable.memberEntry.cmStat us.2 0 = active(1)

The following command obtains information of the ICMP objects monitored by the

dupont cluster.

% snmpwalk -p 5000dupont public .1.3.6.1.4.1.2026.1.clusterDe�nition.repObjectTable

repObjectTable.repObjec tEnt ry. roIn dex.1 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roIn dex.2 = Gauge32: 2
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repObjectTable.repObjec tEnt ry. roIn dex.3 = Gauge32: 3
repObjectTable.repObjec tEnt ry. roIn dex.4 = Gauge32: 4
repObjectTable.repObjec tEnt ry. roIn dex.5 = Gauge32: 5
repObjectTable.repObjec tEnt ry. roIn dex.6 = Gauge32: 6
repObjectTable.repObjec tEnt ry. roIn dex.7 = Gauge32: 7
repObjectTable.repObjec tEnt ry. roOI D.1 = OID: icmp.icmpInMsgs
repObjectTable.repObjec tEnt ry. roOI D.2 = OID: icmp.icmpInErrors
repObjectTable.repObjec tEnt ry. roOI D.3 = OID: icmp.icmpInTimeExcds
repObjectTable.repObjec tEnt ry. roOI D.4 = OID: icmp.icmpInEchos
repObjectTable.repObjec tEnt ry. roOI D.5 = OID: icmp.icmpOutMsgs
repObjectTable.repObjec tEnt ry. roOI D.6 = OID: icmp.icmpOutDestUnreachs
repObjectTable.repObjec tEnt ry. roOI D.7 = OID: icmp.icmpOutEchoReps
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.1 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.2 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.3 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.4 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.5 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.6 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.7 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn ter val. 1 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 2 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 3 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 4 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 5 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 6 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 7 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roSt ate .1 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .2 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .3 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .4 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .5 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .6 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .7 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt atu s.1 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.2 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.3 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.4 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.5 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.6 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.7 = active(1)

The following commandobtains information of the peer clusters that maintain copies

of the ICMP objects monitored by the dupont cluster.

% snmpwalk -p 5000dupont public .1.3.6.1.4.1.2026.1.clusterDe�nition.peerTable

peerTable.peerEntry.pcI ndex.1 = Gauge32: 1
peerTable.peerEntry.pcI ndex.2 = Gauge32: 2
peerTable.peerEntry.pcI ndex.3 = Gauge32: 3
peerTable.peerEntry.pcI ndex.4 = Gauge32: 4
peerTable.peerEntry.pcI ndex.5 = Gauge32: 5
peerTable.peerEntry.pcI ndex.6 = Gauge32: 6
peerTable.peerEntry.pcI ndex.7 = Gauge32: 7
peerTable.peerEntry.pcA ddressType. 1 = unknown(0)
peerTable.peerEntry.pcA ddressType. 2 = unknown(0)



138

peerTable.peerEntry.pcA ddressType. 3 = unknown(0)
peerTable.peerEntry.pcA ddressType. 4 = unknown(0)
peerTable.peerEntry.pcA ddressType. 5 = unknown(0)
peerTable.peerEntry.pcA ddressType. 6 = unknown(0)
peerTable.peerEntry.pcA ddressType. 7 = unknown(0)
peerTable.peerEntry.pcA ddress. 1 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 2 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 3 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 4 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 5 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 6 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcA ddress. 7 = IpAddress: 200.17.212.159
peerTable.peerEntry.pcR OTIndex.1 = Gauge32: 1
peerTable.peerEntry.pcR OTIndex.2 = Gauge32: 2
peerTable.peerEntry.pcR OTIndex.3 = Gauge32: 3
peerTable.peerEntry.pcR OTIndex.4 = Gauge32: 4
peerTable.peerEntry.pcR OTIndex.5 = Gauge32: 5
peerTable.peerEntry.pcR OTIndex.6 = Gauge32: 6
peerTable.peerEntry.pcR OTIndex.7 = Gauge32: 7
peerTable.peerEntry.pcS tatu s.1 = active(1)
peerTable.peerEntry.pcS tatu s.2 = active(1)
peerTable.peerEntry.pcS tatu s.3 = active(1)
peerTable.peerEntry.pcS tatu s.4 = active(1)
peerTable.peerEntry.pcS tatu s.5 = active(1)
peerTable.peerEntry.pcS tatu s.6 = active(1)
peerTable.peerEntry.pcS tatu s.7 = active(1)

The following commandobtains information of all ICMP objects replicated and kept

in the dupont cluster, including ICMP objects of the tournesol cluster.

% snmpwalk -p 5000dupont public .1.3.6.1.4.1.2026.1.clusterReplication.replicaTable

replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.1 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.2 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.3 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 4 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 5 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 6 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 7 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 8 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 9 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 10 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 11 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 12 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 13 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 14 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 15 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 16 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 17 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 18 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 19 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 20 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.1 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.2 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.3 = OID: icmp.icmpInMsgs
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replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 4 = OID: icmp.icmpOutEchoReps
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 5 = OID: icmp.icmpOutDestUnreac hs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 6 = OID: icmp.icmpOutMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 7 = OID: icmp.icmpInEchos
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 8 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 9 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 10 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 11 = OID: icmp.icmpOutEchoReps
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 12 = OID: icmp.icmpOutDestUnreachs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 13 = OID: icmp.icmpOutMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 14 = OID: icmp.icmpInEchos
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 15 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 16 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 17 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 18 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 19 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 20 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.1 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.2 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.3 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 4 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 5 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 6 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 7 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 8 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 9 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 10 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 11 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 12 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 13 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 14 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 15 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 16 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 17 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 18 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 19 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 20 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .1 = "Counter32: 47"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .2 = "Counter32: 25"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .3 = "Counter32: 1744"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.4 = "Counter32: 352"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.5 = "Counter32: 6"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.6 = "Counter32: 359"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.7 = "Counter32: 352"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.8 = "Counter32: 61"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.9 = "Counter32: 78"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.1 0 = "Counter32: 448"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 1 = "Counter32: 411"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 2 = "Counter32: 1709"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 3 = "Counter32: 2139"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 4 = "Counter32: 411"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 5 = "Counter32: 211"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 6 = "Counter32: 328"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 7 = "Counter32: 74160"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.1 8 = "Counter32: 112"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.1 9 = "Counter32: 155"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.2 0 = "Counter32: 1243"
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.1 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.2 = counter32(4)
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replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.3 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.4 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.5 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.6 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.7 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.8 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.9 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.1 0 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 1 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 2 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 3 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 4 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 5 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 6 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 7 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.1 8 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.1 9 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.2 0 = counter32(4)
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.1 = Timeticks: (290) 0:00:02.90
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.2 = Timeticks: (291) 0:00:02.91
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.3 = Timeticks: (301) 0:00:03.01
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.4 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.5 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.6 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.7 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.8 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.9 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.1 0 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 1 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 2 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 3 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 4 = Timeticks: (19472) 0:03:14.72
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 5 = Timeticks: (19473) 0:03:14.73
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 6 = Timeticks: (19473) 0:03:14.73
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 7 = Timeticks: (19474) 0:03:14.74
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.1 8 = Timeticks: (290) 0:00:02.90
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.1 9 = Timeticks: (291) 0:00:02.91
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.2 0 = Timeticks: (292) 0:00:02.92
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.1 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.2 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.3 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 4 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 5 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 6 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 7 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 8 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 9 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 10 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 11 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 12 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 13 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 14 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 15 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 16 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 17 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 18 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 19 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 20 = active(1)
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The samesequenceof SNMP commandscanbeapplied to the tournesol cluster, being

neededonly to exchangethe < destinationhost> parameter. The next commandachieves

information of the agent members of the tournesol cluster.

% snmpwalk -p 5000tournesolpublic .1.3.6.1.4.1.2026.1.clusterDe�nition.memberTable

memberTable.memberEntry.cmI ndex.10 = Gauge32: 10
memberTable.memberEntry.cmI ndex.20 = Gauge32: 20
memberTable.memberEntry.cmAddr essType.10 = unknown(0)
memberTable.memberEntry.cmAddr essType.20 = unknown(0)
memberTable.memberEntry.cmAddr ess. 10 = IpAddress: 200.17.212.95
memberTable.memberEntry.cmAddr ess. 20 = IpAddress: 200.17.212.125
memberTable.memberEntry.cmSecurity .10 = public
memberTable.memberEntry.cmSecurity .20 = public
memberTable.memberEntry.cmStat us.1 0 = active(1)
memberTable.memberEntry.cmStat us.2 0 = active(1)

The next commandobtainsinformation of the ICMP objectsmonitoredby the tournesol

cluster.

% snmpwalk -p 5000tournesolpublic .1.3.6.1.4.1.2026.1.clusterDe�nition.repObjectTable

repObjectTable.repObjec tEnt ry. roIn dex.1 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roIn dex.2 = Gauge32: 2
repObjectTable.repObjec tEnt ry. roIn dex.3 = Gauge32: 3
repObjectTable.repObjec tEnt ry. roOI D.1 = OID: icmp.icmpInMsgs
repObjectTable.repObjec tEnt ry. roOI D.2 = OID: icmp.icmpInErrors
repObjectTable.repObjec tEnt ry. roOI D.3 = OID: icmp.icmpInTimeExcds
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.1 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.2 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn sta nceI ndex.3 = OID: .ccitt.zeroDotZero
repObjectTable.repObjec tEnt ry. roIn ter val. 1 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 2 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roIn ter val. 3 = Gauge32: 10
repObjectTable.repObjec tEnt ry. roSt ate .1 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .2 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt ate .3 = Gauge32: 1
repObjectTable.repObjec tEnt ry. roSt atu s.1 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.2 = active(1)
repObjectTable.repObjec tEnt ry. roSt atu s.3 = active(1)

The next commandobtains information of the peerclustersthat maintain copiesof the

ICMP objects monitored by the tournesol cluster.

% snmpwalk -p 5000tournesolpublic .1.3.6.1.4.1.2026.1.clusterDe�nition.peerTable
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peerTable.peerEntry.pcI ndex.1 = Gauge32: 1
peerTable.peerEntry.pcI ndex.2 = Gauge32: 2
peerTable.peerEntry.pcI ndex.3 = Gauge32: 3
peerTable.peerEntry.pcA ddressType. 1 = unknown(0)
peerTable.peerEntry.pcA ddressType. 2 = unknown(0)
peerTable.peerEntry.pcA ddressType. 3 = unknown(0)
peerTable.peerEntry.pcA ddress. 1 = IpAddress: 200.17.212.160
peerTable.peerEntry.pcA ddress. 2 = IpAddress: 200.17.212.160
peerTable.peerEntry.pcA ddress. 3 = IpAddress: 200.17.212.160
peerTable.peerEntry.pcR OTIndex.1 = Gauge32: 1
peerTable.peerEntry.pcR OTIndex.2 = Gauge32: 2
peerTable.peerEntry.pcR OTIndex.3 = Gauge32: 3
peerTable.peerEntry.pcS tatu s.1 = active(1)
peerTable.peerEntry.pcS tatu s.2 = active(1)
peerTable.peerEntry.pcS tatu s.3 = active(1)

The next commandobtains information of the ICMP objects replicatedand kept in the

tournesol cluster, including ICMP objects of the dupont cluster.

% snmpwalk -p 5000tournesolpublic .1.3.6.1.4.1.2026.1.clusterReplication.replicaTable

replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.1 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.2 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.9 5.3 = IpAddress: 200.17.212.95
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 4 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 5 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 6 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 7 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 8 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 9 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 02. 10 = IpAddress: 200.17.212.102
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 11 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 12 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 13 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 14 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 15 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 16 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 17. 17 = IpAddress: 200.17.212.117
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 18 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 19 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epMember.2 00.1 7.2 12.1 25. 20 = IpAddress: 200.17.212.125
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.1 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.2 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 95.3 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 4 = OID: icmp.icmpOutEchoReps
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 5 = OID: icmp.icmpOutDestUnreac hs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 6 = OID: icmp.icmpOutMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 7 = OID: icmp.icmpInEchos
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 8 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 9 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 102. 10 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 11 = OID: icmp.icmpOutEchoReps
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 12 = OID: icmp.icmpOutDestUnreachs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 13 = OID: icmp.icmpOutMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 14 = OID: icmp.icmpInEchos
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replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 15 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 16 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 117. 17 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 18 = OID: icmp.icmpInTimeExcds
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 19 = OID: icmp.icmpInErrors
replicaTable.replicaEnt ry.r epOID.2 00. 17.2 12. 125. 20 = OID: icmp.icmpInMsgs
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.1 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.2 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.9 5.3 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 4 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 5 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 6 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 7 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 8 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 9 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 02. 10 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 11 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 12 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 13 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 14 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 15 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 16 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 17. 17 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 18 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 19 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epI nsta nceInde x.2 00.1 7.2 12.1 25. 20 = OID: .ccitt.zeroDotZero
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .1 = "Counter32: 47"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .2 = "Counter32: 25"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.95 .3 = "Counter32: 1744"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.4 = "Counter32: 352"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.5 = "Counter32: 6"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.6 = "Counter32: 359"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.7 = "Counter32: 352"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.8 = "Counter32: 61"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.9 = "Counter32: 78"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.10 2.1 0 = "Counter32: 448"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 1 = "Counter32: 411"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 2 = "Counter32: 1709"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 3 = "Counter32: 2139"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 4 = "Counter32: 411"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 5 = "Counter32: 211"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 6 = "Counter32: 328"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.11 7.1 7 = "Counter32: 74160"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.1 8 = "Counter32: 112"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.1 9 = "Counter32: 155"
replicaTable.replicaEnt ry.r epValue .20 0.17 .21 2.12 5.2 0 = "Counter32: 1243"
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.1 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.2 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.9 5.3 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.4 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.5 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.6 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.7 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.8 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.9 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 02.1 0 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 1 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 2 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 3 = counter32(4)
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replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 4 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 5 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 6 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 17.1 7 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.1 8 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.1 9 = counter32(4)
replicaTable.replicaEnt ry.r epValue Type.20 0.1 7.21 2.1 25.2 0 = counter32(4)
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.1 = Timeticks: (23) 0:00:00.23
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.2 = Timeticks: (24) 0:00:00.24
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.9 5.3 = Timeticks: (35) 0:00:00.35
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.4 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.5 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.6 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.7 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.8 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.9 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 02.1 0 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 1 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 2 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 3 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 4 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 5 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 6 = Timeticks: (22239) 0:03:42.39
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 17.1 7 = Timeticks: (22240) 0:03:42.40
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.1 8 = Timeticks: (22) 0:00:00.22
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.1 9 = Timeticks: (23) 0:00:00.23
replicaTable.replicaEnt ry.r epTimeStamp.20 0.1 7.21 2.1 25.2 0 = Timeticks: (24) 0:00:00.24
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.1 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.2 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.9 5.3 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 4 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 5 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 6 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 7 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 8 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 9 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 02. 10 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 11 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 12 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 13 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 14 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 15 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 16 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 17. 17 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 18 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 19 = active(1)
replicaTable.replicaEnt ry.r epStatu s.2 00.1 7.2 12.1 25. 20 = active(1)

This appendix described an exampleon how to con�gure clusters of agents using the

SNMP fault management tool. In general,the appendix presented the stagesof de�nition,

initialization, and query to the clusters.



App endix C

SNMP Ob jects Used in Performance

Analysis

IP - In ternet Proto col

� ipInReceives:The total number of input datagramsreceived from interfaces,including

thosereceived in error.

� ipInHdrErrors: The number of input datagrams discardeddue to errors in their IP

headers,including bad checksums, version number mismatch, other format errors,

time-to-live exceeded,errors discovered in processingtheir IP options, etc.

� ipInAddrErrors: The number of input datagrams discardedbecausethe IP address

in their IP header'sdestination �eld was not a valid addressto be received at this

entit y. This count includes invalid addresses(e.g., 0.0.0.0)and addressesof unsup-

ported Classes(e.g., Class E). For entities which are not IP routers and therefore

do not forward datagrams, this counter includes datagrams discardedbecausethe

destination addresswas not a local address.

� ipInDiscards: The number of input IP datagramsfor which no problemswereencoun-

tered to prevent their continued processing,but which were discarded(e.g., for lack
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of bu�er space). Note that this counter doesnot include any datagramsdiscarded

while awaiting re-assembly.

� ipInDelivers:The total number of input datagramssuccessfullydelivered to IP user-

protocols (including ICMP).

� ipOutRequests:The total number of IP datagrams which local IP user- protocols

(including ICMP) suppliedto IP in requestsfor transmission.Note that this counter

doesnot include any datagramscounted in ipForwDatagrams.

� ipOutDiscards: The number of output IP datagrams for which no problem was en-

countered to prevent their transmissionto their destination, but which werediscarded

(e.g., for lack of bu�er space). Note that this counter would include datagrams

counted in ipForwDatagrams if any such packets met this (discretionary) discard

criterion.

� ipReasmTimeout:The maximum number of secondswhich received fragments are

held while they are awaiting reassembly at this entit y.

� ipReasmReqds:The number of IP fragments received which neededto be reassembled

at this entit y.

� ipReasmOKs:The number of IP datagramssuccessfullyre-assembled.

� ipReasmFails: The number of failures detectedby the IP re-assembly algorithm (for

whatever reason:timed out, errors, etc). Note that this is not necessarilya count of

discardedIP fragments sincesomealgorithms (notably the algorithm in RFC 815)

can losetrack of the number of fragments by combining them as they are received.

� ipFrafOks: The number of IP datagramsthat have beensuccessfullyfragmented at

this entit y.
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� ipFragFails: The number of IP datagrams that have been discardedbecausethey

neededto be fragmented at this entit y but could not be, e.g., becausetheir don't

fragment 
ag was set.

� ipFragCreates:The number of IP datagram fragments that have beengeneratedasa

result of fragmentation at this entit y.

TCP - Trasmission Con trol Proto col

� tcpMaxConn: The limit on the total number of TCP connectionsthe entit y can

support. In entities where the maximum number of connectionsis dynamic, this

object should contain the value -1.

� tcpActiveOpens:The number of times TCP connectionshavemadea direct transition

to the SYN-SENT state from the CLOSED state.

� tcpPassiveOpens:The number of timesTCP connectionshavemadea direct transition

to the SYN-RCVD state from the LISTEN state.

� tcpAttemptFails: The number of times TCP connectionshavemadea direct transition

to the CLOSED state from either the SYN-SENT state or the SYN-RCVD state, plus

the number of times TCP connectionshave madea direct transition to the LISTEN

state from the SYN-RCVD state.

� tcpEstabResets:The number of times TCP connectionshave madea direct transition

to the CLOSED state from either the ESTABLISHED state or the CLOSE-WAIT

state.

� tcpCurrEstab:The number of TCP connectionsfor which the current state is either

ESTABLISHED or CLOSE- WAIT.

� tcpInSegs:The total number of segments received, including thosereceived in error.

This count includessegments received on currently establishedconnections.
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� tcpOutSegs:The total number of segments sent, including thoseon current connec-

tions but excluding thosecontaining only retransmitted octets.

� tcpRetransSegs:The total number of segments retransmitted - that is, the number of

TCP segments transmitted containing oneor more previously transmitted octets.

� tcpInErrs:The total number of segments received in error (e.g.,bad TCP checksums).

� tcpOutRsts:The number of TCP segments sent containing the RST 
ag.

UDP - User Datragram Proto col

� udpInDataGrams:The total number of UDP datagramsdelivered to UDP users.

� udpNoPorts: The total number of received UDP datagramsfor which there was no

application at the destination port.

� udpInErrors: The number of received UDP datagramsthat could not be deliveredfor

reasonsother than the lack of an application at the destination port.

� udpOutDatagrams:The total number of UDP datagramssent from this entit y.



App endix D

Description of A TCP SYN-Flo oding

A ttac k

This appendix describesin detail how the TCP SYN-Flooding attacks wereperformedand

monitored. We describe how a machine called cartman monitored by cluster genio was

submitted to a TCP SYN-Flooding attack. The information shown here was monitored

using the Netstat tool, which displays statistics information about TCP/UDP on local

machine amongothers.

Beforestarting the attack, cartman's TCP connectionswere as follows.

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 cartman.inf.ufpr .b :3 612 stan.inf.ufpr.br :6 000 ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b r: ssh stan.inf.ufpr.br :1 022 ESTABLISHED
tcp 0 0 cartman.inf.ufpr .b :3 001 cartman.inf.ufpr .b :36 41 ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b :3 836 imagens.cade.com.b r:w wwESTABLISHED

tcp 1 1 cartman.inf.ufpr .b :3 698 200.238.128.103: 3128 CLOSING
tcp 0 1 cartman.inf.ufpr .b :3 708 200.238.128.103: 3128 LAST_ACK

tcp 1 1 cartman.inf.ufpr .b :3 687 200.238.128.103: 3128 CLOSING
tcp 1 1 cartman.inf.ufpr .b :3 691 200.238.128.103: 3128 CLOSING

tcp 1 1 cartman.inf.ufpr .b :3 694 200.238.128.103: 3128 CLOSING
tcp 1 1 cartman.inf.ufpr .b :3 695 200.238.128.103: 3128 CLOSING

tcp 1 0 cartman.inf.ufpr .b :3 837 200.238.128.103: 3128 CLOSE_WAIT
tcp 0 0 cartman.inf.ufpr .b :3 838 200.238.128.103: 3128 TIME_WAIT

tcp 1 0 cartman.inf.ufpr .b :3 839 200.238.128.103: 3128 CLOSE_WAIT
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tcp 0 0 cartman.inf.ufpr .b :3 833 www.cade.com.br: www ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b :3 676 kenny.inf.ufpr.b r: 6000 ESTABLISHED
tcp 0 0 cartman.inf.ufpr .b :3 834 dns2.cade.com.br :www ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b r: ssh kenny.inf.ufpr.b r: 1022 ESTABLISHED
tcp 0 0 cartman.inf.ufpr .b :3 835 200.238.150.34:p op3 TIME_WAIT

tcp 0 0 cartman.inf.ufpr .b :3 641 cartman.inf.ufpr .b :30 01 ESTABLISHED

During the attack, asshown below, all cartman's TCP connectionswerein SYN RECV

state, i.e. waiting an ACK (acknowledgement) in order to completethe establishment of a

connection.

Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 cartman.inf.ufpr .b r: ssh 91.202.177.168:2 048 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 92.140.119.195:1 505 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 24.81.225.90:101 1 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 7.208.31.242:222 5 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 132.62.58.198:19 25 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 27.55.49.28:1986 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 88.52.127.100:12 71 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh A010-0477.KNWK.spl :17 92 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 211.224.210.175: 1805 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 200.224.223.248: 1230 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 138.65.192.157:1 879 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 202.20.79.204:15 02 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 158.175.125.73:1 350 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 173.43.48.75:248 2 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 143.126.195.213: 1380 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 101.28.207.166:1 107 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 218.239.164.240: 1443 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 135.50.42.212:16 11 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 169.157.115.219: 2066 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 40.84.75.61:1289 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 141.5.238.93:140 0 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 184.58.245.47:14 99 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 76.181.71.237:20 76 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 199.67.244.50:17 31 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 184.133.138.79:1 020 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 168.83.86.20:204 1 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 15.232.244.176:1 827 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 34.73.79.106:153 7 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 64.45.149.18:195 6 SYN_RECV
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tcp 0 0 cartman.inf.ufpr .b r: ssh 113.160.92.158:1 949 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 141.129.75.98:16 41 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 211.12.182.207:1 385 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 195.246.50.198:2 370 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 137.39.221.120:1 606 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 12.207.109.150:1 972 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 142.107.30.156:1 642 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 62.97.246.129:13 82 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 160.219.89.160:1 551 SYN_RECV
tcp 0 0 cartman.inf.ufpr .b r: ssh 144.115.66.216:2 298 SYN_RECV

tcp 0 0 cartman.inf.ufpr .b r: ssh 21.118.37.173:23 50 SYN_RECV

After stopping the attack, each TCP connection with SYN RECV remained in the

connectionqueueuntil a timer expired, typically for about one minute. Next, as shown

below, the connectionqueuedecreasedand TCP serviceswere available again.

Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 cartman.inf.ufpr .b :3 612 stan.inf.ufpr.br :6 000 ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b r: ssh stan.inf.ufpr.br :1 022 ESTABLISHED
tcp 1 0 cartman.inf.ufpr .b :3 878 200.238.128.103: 3128 CLOSE_WAIT

tcp 0 0 cartman.inf.ufpr .b :3 001 cartman.inf.ufpr .b :36 41 ESTABLISHED
tcp 0 1 cartman.inf.ufpr .b :3 889 k4.linksynergy.c om:www SYN_SENT

tcp 0 0 cartman.inf.ufpr .b :3 676 kenny.inf.ufpr.b r: 6000 ESTABLISHED
tcp 0 0 cartman.inf.ufpr .b r: ssh kenny.inf.ufpr.b r: 1022 ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b :3 884 merlin.eb.com:ww w TIME_WAIT
tcp 0 0 cartman.inf.ufpr .b :3 881 merlin.eb.com:ww w TIME_WAIT

tcp 0 0 cartman.inf.ufpr .b :3 882 merlin.eb.com:ww w ESTABLISHED

tcp 0 0 cartman.inf.ufpr .b :3 888 200.238.150.34:p op3 TIME_WAIT
tcp 0 0 cartman.inf.ufpr .b :3 885 200.238.150.34:p op3 FIN_WAIT2

tcp 0 0 cartman.inf.ufpr .b :3 641 cartman.inf.ufpr .b :30 01 ESTABLISHED


