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Introducao

HTTP + TLS = HTTPS
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Introducao

HTTP + TLS = HTTPS

e Crescimento de websites usando HTTPS nos ultimos anos - 50% do
trafego na Internet em 2015 contra 5% em 2012 (French ISPs)

e Funcionalidades oferecidas na nuvem acessadas pelo HTTPS em
browsers e aplicagdes moéveis a todo tempo

Proposta

Um framework completo para identificar os servicos HTTPS acessados em um “traffic dump”.
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Trabalhos Relacionados

Website Fingerprinting (WF)
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Caracteristicas

® 42 caracteristicas propostas (30 classicas + 12 novas)

Client <> Server

Total number of packets, Packet size (Average, 25th,50th,75th percentile,

Feature name

Directions

Variance, Maximum), Inter Arrival Time (25th,50th,75th percentile)
Client — Server
Total number of packets, Packet size (Average, 25th,50th,75th percentile,
Variance, Maximum), Inter Arrival Time (25th,50th,75th percentile)
Server — Client
Total number of packets, Packet size (Average, 25th,50th,75th percentile,
Variance, Maximum), Inter Arrival Time (25th,50th,75th percentile)

Average size

25th percentile size
50th percentile size
75th percentile size
Variance of size
Maximum size

Client— Server, Server— Client
Client— Server, Server— Client
Client— Server, Server— Client
Client— Server, Server— Client
Client— Server, Server— Client
Client— Server, Server— Client

e Aprendizado de maquina: C4.5 e RandomForest

Dataset

® Pré-processamento de valores SNI

o Ambiente controlado, e seguro (sem SNl forjados)

maps.google.com mt0.google.com
khm.google.com khm0.google.com
khmdb0.google.com | khmdbl.google.com

mtl.google.com
khml.google.com
maps.gstatic.com
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Avaliacao

e K-fold
e Caracteristicas de Operacao de Receptor (ROC)
® F-Measure

2% Precision X Recall
Precision+ Recall

F — Measure =

Avaliacao

Visao geral

- 288.901 conexdes HTTPS
- Conexdes minimas por servigo: 10, 40 e 100
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Avaliacao Caracteristicas
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(b) Precision comparison between
Classical and Full features with Ran-
domForest

(a) Precision comparison between
Classical and Full features with C4.5

HTTPS.

(c) ROC analysis for classic and full
features with C4.5 Classifier

e 90,95% de identificacdo perfeita de servicos HTTPS e 4,5% de identificacdo parcial
e Abordagem de classificacdo de varios niveis foi adicionada a estrutura de identificacdo

4

102

FPR .10—2 FPR

(d) ROC analysis for classic and full
features with RandomForest Classifier

Avaliacao Framework

Avaliacdo com o RandomForest com 100 conexdes minimas por servico.

@ |dentificacéo parcial (2,9%)

@ Identificagdo perfeita (93,1...

A estrutura (Niveis 1 e 2) foi avaliada por valida¢do cruzada de 10-Fold.

® sem identificagéo (4%)




10/15/17

Conclusao

Os métodos como SNI para rotulagdo, novo conjunto de
recursos extraidos da carga util criptografada, a classificacao
multi-level obteve uma excelente taxa de identificagao.

O projeto obteve sucesso e sera adaptado para identificacao
em tempo real;

Analise Critica

Pontos positivos:
- ldentificacao dos servicos sem descriptografia
- ldentifica o provedor e o servico

Ponto negativo:
- Testes apenas em ambiente controlado (sem SNI falso, e nomes
SNI alterados em casos de solicitacdes simultaneas)
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Duvidas?




