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Abstract—This paper presents an efficient IrisCode classifier, representation. Taret al. [6] employ a bank of spatial
built from phase features which uses AdaBoost for the selection filters, with kernels that are suitable for iris recognition
of Gabor wavelets bandwidths. The final iris classifier consists represent the local texture features of the iris. Ma

of a weighted contribution of weak classifiers. As weak clas- L 17 feat iti £l | sh
sifiers we use 3-split decision trees that identify a candidate al. [7] use as features a position sequence of local shape

based on the Levenshtein distance between phase vectors of Variation points. Suret al. [8] use the histogram of local
the respective iris images. Our experiments show that the binary pattern for global iris texture representation arapf
Levenshtein distance has better discrimination in comparing  matching for structural classification; this method acagv
IrisCodes than the Hamming distance. Our process also differs high discriminability only in rich textured iris images. i

from existing methods because the wavelengths of the Gabor L . .
filters used, and their final weights in the decision function, are et al. [9] decompose the iris image into fo.u-r levels us[n.g
chosen from the robust final classifier, instead of being fixed 2D Haar wavelet transform, and use a modified competitive
and/or limited by the programmer, thus yielding higher iris learning neural network (LVQ) as a classifier. In [10], a
recognition rates. A pyramidal strategy for cascading filters  support vector machine is used for classification. Rae
with increasing complexity makes the system suitable for real- 5 'r11] project the iris signals onto a bank of basis vectors
time operation. . . . .
derived by independent component analysis and quantize
Keywords-iris recognition; AdaBoost; biometrics; Leven-  the resulting projection coefficients as features. Coticla
shtein distance; string matching. has also been used to recognize iris patterns. Kuetar
al., in [12], describe a correlation filter for each class that
employs 2D Fourier transforms of training images. Proenca
Biometric systems are becoming popular methods foet al. [13] propose an iris classification method that divides
personal identification. Each biometric technology has itghe segmented and normalized iris image into six regions; an
set of advantages — and disadvantages — based on théwdependent feature extraction and comparison is used for
usability and security. The human iris, located between theach region, and each of the dissimilarity values is contbine
pupil and the sclera, has a complex pattern determinethrough a classification rule.
by the chaotic morphogenetic processes during embryonic The only work in literature that makes use of boosting for
development. The iris pattern is unique to each person and tiois recognition is that by Heet al. [14]. Instead of Gabor
each eye, and is essentially stable during an entire lifespaphasors, ordinal measures are used for iris representation
Furthermore, an iris image is typically captured using aThere are however too many parameters that need tuning
non-contact imaging device, of great importance in prattic when using ordinal measures, and to construct and optimal
applications. These reasons make iris recognition a robusfassifier is a difficult problem. The authors suggest the use
technique for personal identification [1]. of similarity oriented boosting instead of AdaBoost. Oalin
The first automatic iris recognition system was developedneasures are difficult to boost, thus oriented boosting must
by Daugman [2]. He applied Gabor filters to the iris imagebe driven by a similarity rule because of the large amount of
for extracting phase features, known as thgeCode While  features. It should be noted that all these algorithms work
Daugman continued refining his algorithm [3], several re-with grey-level images, and color information is not used
searchers also worked on iris recognition. Wildgsal. [4] since the most important information for recognition is the
use a Laplacian pyramid to represent the iris texture, antexture variation of the iris, which is the same in both grey
classify the iris images by means of normalized correlationand color images.
Boles et al. [5] use an 1D wavelet transform at various In general, the iris recognition process consists of five
resolution levels of concentric circles on the iris image.stages: (i) image acquisition, (ii) iris localization,iiiris
They characterize the texture of the iris with a zero-crggsi normalization, (iv) IrisCode extraction, and (v) iris pett

I. INTRODUCTION



region between two concentric circles, one for the iris-
sclera boundary and another for the iris-pupil boundary, as
shown in Figure 2.b. The pupil is detected with the integro-
differential operator shown in Equation 1, as proposed by

Daugman [2].
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Figure 1. Four initial stages of iris recognition: (a) acqdi eye image;
(b) segmented iris; (c) normalized iris; (d) IrisCode.

b
identification. Existing methods for iris identificationear @ ®

based on the comparison of the IrisCodes. There are sev-
eral approaches to measure the angular distances betweel
IrisCode vectors, but the most widely used is the normalized [
Hamming distance. We use Levenshtein distance to measure
the differences between IrisCodes. We show that this is a
more accurate metric for deciding if two IrisCodes belong
to the same person. Also, whatever the metric used, some
parameters must be fixed by the programmer, such as the (c)

minimum distance needed to consider that two IrisCodes

belong to the same person, the number of wavelengthsigure 2. Iris localization and normalization: (a) origiralage; (b) iris
being used, and their values. In this paper we deal witHocalization; (c) iris normalization.

the fifth stage, iris pattern identification. We present @ ir

identification process based on AdaBoost classificatioe. Th The Ins region 1S then transformed into a rectapglg. Th!s
gartesmn to polar transform, known as normalization, is

boostin rocess selects the most significant wavelengt
ap g g ased on the Daugman’s rubber sheet model [2]. As shown

for the identification, and also determines the threshol o 5 h DOi £ the iris | . q
distances between phase vectors to decide if they belon'g 'guré 2.c, eac pomt of the iris 'mage Is mappe 0
o pair of polar coordinateér, ), where radius- € [0, 1]
to the same iris. . L .
and angléd € [0, 27]. Regions with high occlusions are not

Section 1l briefly presents the iris recognition technique idered. and th t of lusion f b
using the five steps mentioned above. Section IlI explaingons' ered, and the amount of occlusion free areas can be
sed as quality measure [15].

our choice of the Levenshtein distance over the Hamming}J ) g is impl . - hich
distance. Section IV describes the AdaBoost algorithm we 'S encoding is implemented using Gabor filters, whic

implemented. In Section V we show that the proposeoare a combination of Gaussian and sinusoidal functions.
approach improves accuracy in the iris identification s:tages'r_‘Ce they are bandpass_fllter_s, the effects O,f h|gr_1-frequen
Our conclusions are stated in Section VI. noise and low-frequency illumination non-uniformity cam b
minimized. Equation 2 describes a Gabor filter, whers
II. RIS IMAGE ENCODING the wavelengthg the Standard Deviation, the aspect ratio,

- N _and@ the filter orientation.
In general, iris recognition systems are composed of five

stages: acquisition, localization, normalization, ericgd U(z,y) = e—% . COS 2ma! @)
and identification. Figure 1 shows the results obtained afte A
initi o a4 2ma!
the four initial stages. + e 5 L gin
Prior to obtaining the IrisCode, the pupil must be located , )
and the iris segmented. We employ a standard technique x' = wxcos+ysind

to segment the iris [4]. The iris can be located at the y = —xsinf+ xcosf



Because phase information is robust to illumination change considered is substitution, and insertions and deletioas a
only this is used from Equation 2. The real component ofignored. Thus, the Levenshtein distance can be a more accu-
Equation 2 corresponds to the symmetric part of the filterrate metric than Hamming distance for comparing IrisCode
while the imaginary corresponds to the asymmetric. Figure 3egments. In fact, the Hamming distance is an upper bound
shows an example of the iris encoding process. of the Levenshtein distance, as proved in [18]. The insertio

Once the iris image has been encoded, it must be conand deletion operations account for the elastic rotations
pared to others to verify identity. The usual metric to com-found in iris patterns. This means that the pixel shifts are
pare angular distances between IrisCodes is the normalizetbt homogenous around the iris pattern, because of the
Hamming distance, with the phase angle encoded into 2 ogxcentricity of the pupil, the segmentation results, aral th
3 bits. If the distance between two IrisCodes is smaller tharacquisition process. With the use of the deletion/insertio
a fixed threshold, the two images are taken as belonging tave can handle such rotations, which is not possible with
the same iris. We investigate this comparison next. the standard Hamming distance algorithm. In the standard
approach, IrisCodes are compared multiple times, shifting
i i ) the patterns, in order to compensate the effect of irisimtat

A novel approach for comparing IrisCodes, which usesjyst shifting the patterns is equivalent to pure geometric
Levenshtein distances presented in this paper. The Leven- rotations of the input image, however, the rotations found
shtein distance [16], also calleetlit distanceis employed n iris patterns are not geometric but elastic rotations.
for measuring the difference between two strings. The dis- \ye compared the performance of the two meth-
tance is given as the minimum number of operations needegds, namely Levenshtein distance and Hamming distance,
to transform one string into the other, where an ‘operation’by measuring the intra-class, and inter-class, distances.
is an insertion, deletion, or substitution of a single ch®#a | iscodes from CASIA database from 100 different eyes,
This metric is useful in a wide range of applications, andiaken in 7 different illuminations, were used. Over 10,000
there is a large body of work concemning string comparison,omparisons between IrisCodes were made, of the same iris
using Levenshtein distance in recent literature — see, fofjnqer different conditions, using Levenshtein and Hamming
example, [17]. The usual way to compute the Levenshteijisiances. The intra-class means and standard deviations
distance is with arfim + 1) x (n +- 1) cost matrixC, where  \yere thus obtained. Another set of 10,000 comparisons were
m andn are the lengths of the two strings. made between IrisCodes from different persons to obtain the

Let £ be the cost matrix for stringS4 andSg . The value inter-class means and standard deviations.
L(i,j) represents the distance between substrifig, 7] With this experiment we attempted to determine which
and Sp|1, j]. The cost matrix values are computed USINg &neyic is more suitable for iris identification. Hence, the
dynamlic programming algorithm, where the ca, j) IS" distances were computed using the raw IrisCode, prior to
determmed from prewougly computgd costs, a.ccord'mg Qhe boosting stage. For two-choice decision tasks, such as i
Equation 3, where&;(S5(j)), Ca(Sa(i)) are the insertion i, atric decision making, the decidability indéxis one
and deletion Costs, anws(SA(l)’SB(])) is the cost of  measure of how well separated the two distributions are,
substitution of thei-th character of stringd by the jth 00 recognition errors would be caused by their overlap
character of strind3. The final edit distance between strings [19]. If the two means arg, and s, and their two standard
A and B is determined by the last value in the cost matrix: deviations arer; and s, thens is defined by Equation 4.
d(A,B) = L(m,n). ’

Ill. THE EDIT DISTANCE

M1 — M2
E(O,Q) =0 | | | 3 J \/W “)
L£(0,5) = L(0,j-1)+Ci(Sp(j)), 1<j<n 2
L(i,0) = L(i—1,0)4+Cq(Sa(@), 1<i<m This measure of decidability is independent of how con-
forall 1<i<m,1<j<n servative is the acceptance threshold. Rather, by megsurin
o LG —=1,5) + Ca(Sa(d)) separation, it reflects the degree to which any improve-
L(i,j) = min ment in (say) the false-matching error-rate must be paid

£(,7 = 1)+ CilSB (7)) for by a worsening of the failure-to-match error-rate. The
L(i—1,j—1)+ Cs(Sali), Sp(j)) performance of any biometric technology can be calibrated
We set the insertion and deletion costs both to 1, andby its § score. The decidabilities measured are= 3.64
the substitution cost to half the Hamming distance betweenising Levenshtein distance, afid= 1.61 for the Hamming
characters. The characters are the 2-bit coded phasors, adigtance. Thus, Levenshtein distance is a more discrimeat
the strings are IrisCode segments corresponding to a givemeasure to compare IrisCodes.
wavelength. A direct application of the dynamic algorithm for Lev-
For a given pair of strings, the Hamming distance isenshtein distance computation has a computational cost of
equivalent to the Levenshtein distance if the only opematio O(mn). Ukkonen [20] presents an algorithm that can check
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Figure 3. Iris encoding process.

whether the edit distance is below a given thresh®ldn is defined by Equation 5.

0O(©?). This is called a “diagonal transition algorithm”, T

because the diagonals of the dynamic programming matrix flz) = Zatht(m) (5)
(from the upper-left to the lower-right cells) are mono- =

tpmcally Increasing. The algorithm computes, n ConstantBoosting meta-algorithms obtain the strong classifier- iter
time, the positions where the values along the diagonals ar&tively. In each iteration, a weak classifier is added in,

. 9 o
mcrek:n ﬁntled. On'I)(g dsuc':h' posnlllo q_sh ne?d b? cc;mp;t%d toWeighted by its predictive capacity,;. After all weak
reach the lower right decisive cell. The classifier describe |, qgifiers are considered, the sample set distribution is

S_ef:tion IV does not use the dis_tance "‘?"“e* but it makes a OI‘?écalculated to attribute a higher weight to misclassifiahd
cision based on the fact that distance is smaller than a give, o, aq4aBoost algorithm [23] is detailed next
threshold®. Thus, the Ukkonen approach is an efficient '

solution for our application. Even though the computation 1) Given .

of the Hamming distance has a lower computational cost, a) a set of labeled observations

the computation of Levenshtein distance with Ukkonen cost {_(:cl,yl), s (@ Ym) 1

reduction, and a cascading strategy shown in next section, with samplesz; € X and labelsy; € [~1,1];
can give a solution in a few miliseconds using a database b) a set of weak classifiers; () ;

such as CASIA. Times are detailed in the results section. 2) Initialize a distributionD; (i) = 1/m for i =1---m
For a really large database, perhaps a specific hardware3) Fort < 1---T':

architecture would have to be used, if so needed. There are a) find the weak classifier with minimum error:

some such architectures proposed in literature, as [21], an hy = argming; €;,

their respective low cost hardware implementation, as the wheree; = 3., Dy(i) andy; # hj(x;);

FPGA specific processor in [22]. b) compute the coefficient,

Instead of using the edit distance for comparing full ar =0.5In(1 —€)/er;

IrisCodes, we propose an algorithm that compares IrisCode c) update, for normalization factdf,,

segments of different wavelengths. Thus, we use AdaBoost Dy (i) e—eevihe (@)

to obtain a classifier based on a weighted function of simple Dyii1(3) =

decisions taken from the edit distances obtained comparing Zt

the segments. This process is described in the next section.4) Return the strong classifier
T

IV. RIS CLASSIFICATION USINGADABOOST H(z) = signZatht(x) (6)

t=1

Boosting is a meta-algorithm for automatic learning that
builds a robust classifier by a combination of a set of weak As weak classifieri(i, j) we use size-parameterizable
classifiers. A classifier is considered weak if it has a carrecdecision trees. For a threshalih, , that minimizes the error
classification ratio slightly above 50%. Consider a set ofof the weak classifier for a given wavelength every split
weak classifierdi;(x), then the strong classifietign(f(x))  is a simple decision:



if dx(i,j) < Oy then hy(i,j) =41 else hy(i,j) = —1, identification from the first classifier triggers the evaloat
where d,(i,7) is the edit distance between two IrisCode of a second classifier, which in case of positive identifarati

lines i, j, computed for a wavelength. triggers a third one, and so on. A negative identification on
In the training stage, the distances are pre-computed fainy level causes the immediate rejection of the candidate.
all possible wavelengthsV distance matriceg, are built The complete system consists of an 8-level cascade of

corresponding taV different wavelengths, wheré, (i, j) classifiers. The first classifier is a single decision tredlewvh
is the Levenshtein distance, obtained with the algorithmthe last classifier consists of the weighted combination of
defined by Equation 3. The wavelength range is limited at150 decision trees. Each matching attempt is processed at

24. Labels are assigned to each distance value: the various levels, and if any classifier rejects the attempt
if (i andj are samples from the same iris) thgq(i,j) = +1  the processing terminates with a rejection. This cascading
elsey,(i,j) = —1. strategy allows a majority of non-matching attempts to be

Thus, a robust classifief (x) is produced by the linear quickly rejected — with fewer comparisons, while spending
combination of the results obtained from the decision {reesmore computation time on potential true-matchings. The
as defined in Equation 6, whete are the values of the process is thus considerably accelerated, without losing
N matricesd, of Levenshtein distances between IrisCodesaccuracy in identification.
lines, a; can be understood as the weight of the classifier Using this cascading strategy there is no need to compute
h, in the global decision, and"/_, ahy(z) is @ measure  all distances for all possible wavelengths, since they are
of the confidence for the iris identification. computed at the corresponding level if needed. In fact, not

Figure 4 shows a plot of errox number of iterations even single distances have to be totally computed because
of the AdaBoost algorithm. The error tends to stabilizethe weak classifiers need only to ascertain if a given distanc
beyond 100 iterations, so we chose 150 iterations to traifs pelow the desired threshol,. Once the Levenshtein dis-
the classifier. The decision-tree size — the number of tance being computed is above the threshold, the candilate i
splits — must be fixed, andl was fixed at 3, which is a good rejected and there is no need to complete that computation.
trade-off between accuracy and processing time, as shown

in Section V. V. RESULTS

x 10 The system was tested with images from CASIA [26] and
UPOL [27], [28] databases: 756 monochrome images from
108 eyes from CASIA database; and 384 color images from
64 persons from UPOL database. As described in Section I,
iris images were normalized to 256x32 pixels. Each iris
image is coded using a 256x32 phasor array, and each
phasor was encoded in Gray code with 2 bits. Wavelengths
considered range from 2 to 24 pixels.

Error rates of 0% were easily achieved with images from
the UPOL database. Images from this database are free of
eyelids, eyelashes and other interferences. Figure 6 shows
that the distance between the intra-class and the intes-cla
distributions is very large for the UPOL database, indiaati

0 £y w1 20 20 a complete decidability. Hence, when using images from this
ferations database results are not realistic.
The CASIA database is the most commonly used iris
Figure 4. Error evolution vs. AdaBoost iterations. image database for evaluation purposes, and several papers
report their experimental results on this database. Thes, w

In the recognition stage, we applied a technique of casuse CASIA for comparing our results to other published
cading the classifiers to reduce the computation time, amethods. The number of iris images from CASIA database
widely used in face detection applications [24]. The keyis sufficiently large for an adequate performance compariso
idea is that smaller, therefore faster, boosted classifiens Three images from each person were randomly chosen
be constructed, which reject many of the false candidategs a training set, whereas the remainder are the control
while accepting all positive ones. The simpler classifiersset, without overlap. This yields 432 images for a single
are used to reject the majority of false candidates, beforéest. The test results should be independent on the training
the complex classifiers are called upon to achieve a lowmages randomly chosen. Thus, a new test is done with
rate of false-acceptation. Figure 5 contains a diagramef th3 new training images, and tested again with the other 4,
identification process, known as cascade [25]. A positivevhich were not previously used for learning. This process
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Figure 5. Cascade of classifiers.

is repeated 1,000 times. Error ratios are computed using the Figure 7 shows the FRRFAR ROC curve using 3-split
set of results obtained from the whole process. trees as weak classifiers and the CASIA database. The

To evaluate the performance of the identification systemfesults obtained with our system were compared to published
we use the receiving operating characteristic (ROC), thénethods. Table Il shows the results reported in the liteeatu
equal error rate (EER) and the false-rejection rate (FRRjhat use CASIA database for test images. Results from
for false-acceptation rate (FAR) equal to zero. The ROGhe combination of two methods are reported in [8]. The
curve displays the FRR as a function of the FAR, that isMizayawa method [30] has de best performance, followed
“the probability that an authorized person is falsely regdt. by He’s method [14].
against “the probability that an unauthorized person selgl

accepted” [29]. The EER indicates the identification error COMPARISON W,Tfﬁlsxlllsﬂ,\,e METHODS
rate for which the FAR and the FRR are equal. FRR for Method EER [%]
FAR=0 is a useful metric for access/entry validation since Boles [5] 8.13
it guarantees that no unauthorized person can gain access Wildes [4] 1.76
to the protected environment. Table | shows the error rates gL%eEf]a [13] 01_,'3%1
obtained using four different decision tree sizes. A dedisi Tan [6] 0.51
tree with 4 splits gives a slightly lower ERR than one with 3 8239222 N g?; [[88]] 8-?)’3
splits, bgt thg _Iattgr is the best trade—_off between speed an Tan% Sun [8] 0.32
correct identification rate, and for this reason the number Daugman [2] 0.08
of splits of the decision trees has been fixed at 3. Our MS [[171] %-%71
identification system achieves an FRR_(=1.03%. Mizayawa [30] 0.0099
ours 0.004
Table |
RESULTS AS A FUNCTION OF TREE SPLITS
free splits  EER %]  FRRAn—o [%] In the training process, IrisCodes are computed from im-
1 0,045 3,51 ages, and the wavelengths and their respective threshmilds f
g 883‘71 i'(l)g the classifier are automatically determined by the boosting
2 0003 103 process. In the recognition process, an iris image is ertode

and compared to all other pre-computed IrisCodes in the
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014
intra-class inter-class VI. CONCLUSION
0.2 distribnttiom distritnition
) We present a novel iris recognition technique that mini-
mizes false identification rates. The two main contribution
3] , of our work are (i) the introduction of the AdaBoost al-
fe gorithm in the iris pattern classification stage, and (ig th
use of Levenshtein distance instead of Hamming distance.
S - This approach leads to an effective identification systeth an
noz the error ratios obtained are considerably lower than those
YA 1 L .,|..M|I.']| i, | obtained using the existing techniques.
dos o7 u% o2 0 03 0% o4 04 s The computation of the Levenshtein distance has a higher
Matching distace . . .
cost than the computation of of the Hamming distance.
(b) However, this cost is significantly reduced by the use of the

diagonal transition algorithm. Efficiency is further inased
Figure 6. Distribution of intra-class and inter-class alistes: (a) CASIA by the cascade of classifiers, structured as a pyramid. The
database; (b) UPOL database. resulting classifier is computationally efficient sinceyoal
small number of decision trees need to be evaluated during
run time.

database. The input IrisCode is computed in 4O0%®n a
2.13GHz Intel Core 2 Duo 6400. The Levenshtein distance ACKNOWLEDGMENT

between two In;Cer rows 15 (_:omputed in 280The time Portions of the research of this paper use the CASIA iris
needed to decide if two iris images belong to the same

) im t llect he Institute of Automation
eye, in a worst case situation, is 72.5ms, which is just a age database collected by the Institute of Automation,
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