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Abstract: Video streaming has become increasingly popular in the Internet. Frequently, video transmissions are based on peer-
to-peer networks, in which peers running on end-user hosts transmit data among themselves. An important security vulnerability
of this strategy is that content can be easily altered by malicious users. Thus, it becomes essential to diagnose and fight content
pollution in these systems. In this work, the authors present a novel strategy that relies on comparison-based diagnosis to
mitigate content pollution in live video streaming peer-to-peer networks. This strategy is fully distributed and effectively combats
the dissemination of content pollution. In the strategy, peers independently identify and avoid polluters. The solution works on
top of the scalable overlay network Fireflies. Experimental results are presented showing the effectiveness and the low
overhead of the solution. In particular, the strategy was able to significantly reduce content pollution propagation in diverse
network configurations.

1 Introduction
Video streaming has become one of the most popular Internet
applications, to the point that it corresponds to the majority of the
Internet traffic [1]. If on one hand users expect to get high-quality
image and sound, on the other hand this is one of the most
demanding applications from the point of view of infrastructure
providers, consuming high bandwidth and requiring a well-
behaved network in terms of delay and jitter. Placing video sources
closer to users is a way to deal with those issues. Peer-to-peer
(P2P) networks have been shown to be able to sustain millions of
registered users – e.g. [2–5]. Content delivery networks (CDNs)
are prevalent today [6], including those that take advantage of
peers on the edge to bring content closer to users [7].

In P2P video streaming networks, a source server generates the
stream, which consists of a sequence of chunks, which are
distributed the peers themselves. In contrast to the traditional
client-server paradigm, live streaming network peers not only
reproduce the video, but also obtain the video chunks from each
other. Thus, the demand on the source servers decreases. These
systems present several challenges, of which one of the most
important is churn, which corresponds to the dynamic nature of the
network with peers joining and leaving the system continuously.
As the peers themselves transmit data, malicious peers represent a
significant threat and a formidable challenge to identify and
mitigate. A malicious peer can harm the system in different ways,
one of which is content pollution [8–11], which we describe next.

Content pollution is defined as a malicious fault by which the
original video content is modified by a peer that does not have the
authorisation to do that. Different types of modifications are
possible, such as modifications of the original data, the insertion of
new data, and also omission and data destruction [12–15]. If the
P2P system does not deploy any strategy to fight pollution attacks,
the transmission can be seriously harmed even if the number of
malicious peers is low [16–18].

Among the multiple strategies that have been proposed to
handle content pollution in P2P networks, some assume chunk
integrity is guaranteed with the use of hashes [19]. Although this is
an effective way to handle message corruption on a communication
channel, in live streaming transmissions it is a challenge for the
peers to obtain the hashes of forthcoming chunks. Furthermore a
peer can maliciously modify chunks and transmit correct hashes for
polluted chunks, deceiving other peers.

The use of black lists containing ranges of IP addresses [20] has
also been investigated to control content pollution in the context of
P2P live streaming. The main concern with this approach is related
to the difficulty of building comprehensive lists and also dealing
with the fact that malicious peers can assume new addresses not
black listed. In [21] the authors designate a group of peers to
maintain the integrity of content transmitted by the source; in this
scheme some selected peers can confirm the integrity of
transmitted chunks. The traditional file-sharing reputation and
ranking strategies have been also applied to live streaming [22, 23]
challenges include the collusion of malicious peers and the delay to
propagate conclusions. Still other approaches to deal with content
pollution in P2P networks apply cryptography to the whole
transmission, at a very high computational cost [21, 24].

In this work we present a novel strategy to mitigate content
pollution propagation in live streaming P2P networks. The
proposed strategy is fully distributed and leverages comparison-
based diagnosis [25] to detect unauthorised modifications of the
transmitted content. Through comparison-based diagnosis, each
peer independently identifies and stops requesting chunks from
those neighbours identified as polluters.

Comparison-based diagnosis [25] was originally proposed to
identify the states of the units of a distributed system as either
faulty or faulty-free. This is part of a broader field called system-
level diagnosis, with several important results in terms not only of
system monitoring strategies but also on their complexity and
theoretical limits. System-level diagnosis is based on tests that are
executed among system units. A test intrinsically depends on the
specific technology of the system, for it allows the identification of
faulty units in the sense that their behaviour deviates from the
corresponding specification. Note that this is exactly our definition
of malicious fault above.

The first system-level diagnosis models employed tests
executed on a single unit, and then evolved in several directions
including comparison-based diagnosis. In comparison-based
diagnosis a single task is sent to be executed by two different units,
the outcomes that result are then compared. Intuitively, it is easy to
see that if the task outcomes are different, then there is a problem.
Note that the comparator itself may be faulty, and in this case it
may lie and its comparison results are not reliable. Diagnosis is
accomplished by processing the set of all comparisons executed
across the whole system, which is called the system syndrome.
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In this work we present a strategy to combat pollution in P2P
live streaming networks that relies on comparison-based diagnosis.
Peers are first identified as polluters, so that neighbours can stop
obtaining and disseminating chunks received from them. Peers
form a Fireflies scalable overlay network [26, 27] which presents a
mesh topology [28] on which peers employ a pull-based strategy to
exchage video chunks. Experiments are presented that show the
overhead of executing comparisons. Results confirm that the
overhead is low and the proposed strategy is effective in mitigating
pollution. In particular, the solution was able to nearly eliminate
the propagation of pollution in many transmissions.

Next in this work, in Section 2 we briefly introduce live
streaming in P2P networks including Fireflies, and also
comparison-based diagnosis. Section 3 presents the distributed
solution to combat content pollution propagation. Section 4
presents the implementation and experimental results. Then
Section 5 presents related work and finally the concluding remarks
are in the last section.

2 Preliminary definitions
In live streaming P2P networks the source is a server that generates
content which is divided in chunks. The source server is
responsible to send the chunks to a limited number of peers which
continue the dissemination. Peers both consume and exchange the
chunks among themselves.

The most popular P2P live streaming systems employ the mesh
topology with the pull-based strategy to transmit data in which
peers make explicit chunk requests [28]. In order to receive a
particular chunk, a peer needs to keep a list of the data available at
all its neighbours, and then sends requests for specific chunks.

The next two subsections give brief description of the Fireflies
network overlay protocol and comparison-based diagnosis.

2.1 The fireflies overlay

Fireflies [26] is a scalable intrusion-tolerant P2P overlay network
which organises peers in mesh for content distribution. A pull-
based strategy is used for peers to obtain data chunks from their
neighbours in the topology. Peers are organised in a mesh topology.
Fireflies assumes a source which is a server that generates the
content which is transmitted in the network. This server is assumed
to be permanently correct and thus never becomes faulty.

The source generates and sends the content divided chunks to
some peers. Those peers then retransmit the chunks to their
neighbours and so on. The purpose is that all peers eventually
receive all chunks. Each peer is assigned an identifier, peers are on
a virtual topology that consists of several rings [26]. Note that all
peers are in all rings. The number of rings is is specified as a
parameter, λ. The peers communicate with neighbours on the
diverse rings. In this way each peer is a neighbour of at the
minimum only two other peers (if by chance the same peers are
neighbours in all rings) and at most (2 ∗ λ) neighbours (in this case
the neighbours in different rings are all different).

A Fireflies example topology is shown in Fig. 1. The virtual
topology in this case consists of twelve peers placed across four
rings. Node 1 has as neighbours peers 3, 4, 5, 6, 7 and 9. A
repetition of neighbours occurs as nodes 3 and 9 are neighbours of
peer 1 in two rings. The source is the node with identifier 0, note
that the source does not take part of any ring. The number of peers

that receive chunks from the source is a parameter, and the those
peers are selected randomly.

Fireflies employs a pull-based strategy for peers to exchange
chunks. At any instant of time, each peer keeps the list of chunks it
has available to send to its neighbours in the availability window.
Analogously, each peer also keeps an interest window in which the
needed chunk list is maintained, i.e. the list of chunks that the peer
still has to obtain. After a chunk is received by a specific peer, it
sends a notification to all its neighbours so that they become aware
that the chunk is available. In this way each peer can keep a list of
all chunks that are available at all its neighbours. Thus if chunk c is
available at a peer j that is a neighbour of peer i which has c in its
interest window, then i makes a request for c and sends this request
to j. As the request is received by neighbour j it first checks
whether the chunk is in its local availability window, and in case it
is the chunk is sent back to the requesting peer. If chunk c is not in
the availability window of peer j then the request from neighbour i
is ignored. The same procedure that is adopted by the source, so
that after a fresh chunk is generated, the server sends a notification
of the availability of that chunk to its neighbours, after that the
neighbours will make requests and the chunk will propagate across
the network.

2.2 Comparison-based diagnosis

System-level diagnosis is a strategy to identify the state of the units
of a given system as faulty or faulty-free [25, 29]. The system units
execute tests among themselves, according to a test assignment. A
test consists of a procedure sent by the tester and received and
executed by the tested unit, which sends back the outcomes to the
tester. Based on the outcomes, or the total lack of response, the
tester classifies the tested unit as fault-free or not. The result of all
tests executed is called the system syndrome, and diagnosis
completes by processing the syndrome to extract information on
which nodes have become faulty. Comparison-based diagnosis is a
system-level diagnosis strategy which, instead of tests, relies on the
comparisons of task outputs produced by the execution of the same
task by pairs of units.

Several different comparison-based diagnosis models have been
proposed in the past decades. Maeng and Malek in [30] introduced
the so-called MM model in which graph G = (V , E) is employed to
represent the system. The set of units, which correspond to
processing nodes, is represented by the set of vertices V. The set of
edges E represents the links, which correspond to either physical or
logical connections between the processing units, often simply
representing the fact that a unit can communicate directly with
another unit without having to go through an intermediary. In
traditional comparison-based diagnosis a single task is send to a
pair of units, that receive and execute the task, and send back the
outputs to be compared by the comparator or tester. In the MM
model unit k can only test a pair of units i and j if and only if
(k, i) ∈ E and (k, j) ∈ E, and also if k ≠ i and k ≠ j. If k is fault-
free, whenever the comparison of the outcomes produced by i and j
results in a match, then it is possible to conclude that both tested
units are fault-free. On the other hand, whenever the comparison
results in a mismatch, the conclusion is that at least one of the units
is faulty: i, j and/or k.

It is important to highlight that the MM model assumes that if
one or both of the units that execute the task are faulty, then they
always produce different outputs for the task they execute.
Furthermore if the tester is faulty then the comparison is unreliable,
in the sense that the results can have been manipulated so that they
may not correspond to reality. A central observer is also assumed
that receives the results of the comparisons executed by all testers.
The central observer completes the diagnosis after having gathered
the system syndrome, i.e. the whole set of comparisons executed
throughout the system. The MM* model was derived from the MM
model and assumes that each and every unit is a tester of all its
neighbours.

The generalised comparison-based diagnosis model [31]
eliminates the central observer by allowing the units themselves to
receive and process the syndrome, thus completing the diagnosis.
Furthermore, this model assumes that two faulty units can return

Fig. 1  An example Fireflies topology with 12 peers organised in 4 rings
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exactly the same outcome for a given task, i.e. the comparison of
two faulty units can be a match.

The present work presents a solution that employs tests that
consist of comparing chunks received from pairs of peers. The
work assumes the generalised comparison-based diagnosis model
introduced in [31]. If there is no pollution, the comparison results
in a match. However, as in P2P live streaming systems two peers
may have the same polluted version of a given chunk, it is
important to allow a pair of faulty units to produce and return the
same output.

3 The proposed strategy to mitigate pollution in
P2P live streaming networks
This section presents the strategy that allows peers to combat
content pollution propagation in live streaming overlay networks.
The solution relies on comparison-based diagnosis to detect
pollution and polluters and is implemented on the Fireflies
protocol. It is important to highlight that the proposed solution is
fully distributed, i.e. each peer independently performs the
necessary actions to stop requesting chunks from neighbours
considered to be polluters.

The proposed solution employs a comparator module, besides
the source server and the peers. This is a component that executes
integrated to the Fireflies code at every peer. The comparator
module has access to the chunks received by the peer as well as to
its availability window. The comparator compares particular
chunks, which are selected randomly, considering a configurable
monitoring interval. This interval indicates the maximum time in
which every comparator module has to choose and compare a
random chunk from all its neighbours.

Each peer i performs the procedure described next. As soon as
peer i receives a chunk with identifier cid from neighbour j, peer i
checks whether this was one of the chunks randomly chosen to be
compared. In case it is, the comparator module executing at peer i
requests chunk cid from all its neighbours as soon as they notify
the availability of that chunk. It is important to highlight that the
additional requests performed by the comparator modules are
regular Fireflies requests, sent by the peers themselves and using
the Fireflies system itself. Note that neighbours can be polluters
thus the request for a chunk to compare must be exactly equal to
the request of a regular chunk to play, otherwise the malicious
peers can identify that a chunk is being requested for comparison
and can easily deceive the requester by sending the correct chunk.
In other words, a malicious peer that receives a request sent by a
comparator module will not handle that request in a different way.

As soon as peer i requests and receives the responses of the
requested chunk cid from each of its neighbours, peer i compares
the received chunks in pairs, and according to the comparison
results classifies its neighbours in the Ui, cid set. Set Ui, cid has the
following format:

Ui, cid = {(chunka, {peer j, peerk, …
}), (chunkb, {peerm, peern, …}),
…} .

As each peer has a time limit to send a reply to every chunk
request, if a given neighbour j does not reply within that expected
time limit, peer i classifies peer j in a specific subset of Ui, cid which

contains the identifiers of all peers that have not replied. It is also
important to highlight that the maximum time that a given peer
waits for a reply is the same amount of time configured for the
interest windows, i.e. it is the same amount of time that any peer
normally waits for any reply in the system. Furthermore the
solution assumes that the majority of the neighbours of a peer are
not polluters.

As soon as each peer i completes the Ui, cid set, i.e. when the set
contains all neighbours of peer i, the following procedure is
executed, in order to maintain a so called list of blocked peers. Peer
i checks whether there is a subset of Ui, cid with size greater than
N(i)/2, where N(i) is the number of neighbours of peer i. In case
all subsets are smaller than N(i)/2, the proposed solution does not
take any action and does not modify the list of blocked peers.
Otherwise peer i resets the list of blocked peers to include all peers
not in the largest subset. Note that neighbours that are kept in a list
of blocked peers include both malicious peers that generate
pollution and also victims peers that receive and propagate polluted
content.

Whenever the list of blocked peers is not empty, peer i ignores
every received chunk and availability notifications from all peers in
the list. Note that this list is constantly updated as soon as the
comparator module updates a new Ui, cid set. As this list of blocked
peers is periodically updated, the proposed solution allows the
rehabilitation of previously blocked peers. In other words, if a
blocked peer changes its behaviour, it can be eventually removed
from the list of blocked peers. In particular, victims that just
receive and propagate polluted content also execute the algorithm,
so they eventually will stop obtaining and propagating polluted
chunks.

In synthesis, the procedure is as follows (the algorithm in
pseudo-code also is presented below):

• A peer obtains a chunk from a neighbour.
• Some of the chunks are randomly selected to be compared.
• In case a chunk is to be compared, the peer requests it from all
neighbours.
• The peer builds set Ui, cid with the chunk versions received.
• The valid chunk is the one received from a majority of
neighbours, the other neighbours are classified as blocked peers;
• As a new chunk is selected to be compared, both set Ui, cid and the
set of blocked peers are reset as empty.

As an example, Fig. 2 shows the requests issued by a peer
running the proposed solution. In this example peer 20 chooses the
chunk with identifier 325 to be compared. The neighbours of peer
20 in this example are peers 5, 12, 32, 43 and 57. As soon as these
neighbours notify peer 20 about the availability of chunk 325, the
comparator module of peer 20 will send the request for that chunk
to its neighbours. In this figure the arrows represent the replies
with chunk 325 from the neighbours of peer 20; the undirected
edges represent the communication links between the peers and the
source server. Moreover, in this example the original content of
chunk 325 is shown as ‘OrigData’ and a polluted version of the
same chunk is shown as ‘PollData’. This example also considers
that only peer 43 is malicious and that in this moment peers 5, 12,
32 and 57 have a non-polluted copy of chunk 325.

As soon as the comparator module of peer 20 receives
information about chunk 325 from all its neighbours, peer 20 will
perform the comparison of those chunks, in pairs, and will classify
all its neighbours in the U20, 325 set. For this example, the U set
generated is U20, 325 = { (OrigData, {5, 12, 32, 57}),
(PollData, {43}) }. As soon as set U20, 325 is complete, peer 20 is
able to identify that there exists a subset with more than half of its
neighbours, as subset (OrigData, {5, 12, 32, 57}) has 4 > (5/2)
peers, which is the majority of peers. From this moment, peer 20
stops requesting chunks from peer 43.

Fig. 3 presents the algorithm of the comparator module which is
responsible to issue requests, execute comparisons and finally
update the list of blocked peers. 

Initially (in line 2) the comparator selects the chunks to
compare. The identifiers of these chunks are selected randomly

Fig. 2  Peer 20 receives requested chunk 325 from its neighbours; peer 43
is a polluter
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using the following procedure: next_cid_to_compare ←
last_cid_chose + mod(random, (monitoring_interval ∗
mcast_rate )), where random represents an aleatory number,
monitoring_interval is the maximum time (in seconds) configured
as the monitoring interval, and mcast_rate is the number of chunks
generated by the source at each second. In other words, the next
chunk to be compared is a chunk generated by the source in one of
the next monitoring_interval seconds after the instant the source
selected last chunck last_cid_chose.

As an example, if monitoring_interval = 15 and considering
mcast_rate = 30 and last_cid_chose = 5674, the value of the
next_cid_to_compare will be a random number between 5674 and
(5674 + (15 ∗ 30)). As soon as the identifiers of the next chunks to
be compared are chosen, they are inserted in the list_o f _cids.

The comparator module then waits for new chunk availability
notifications from its neighbours. Whenever any neighbour j
notifies the availability of a new chunk cid (line 3), peer i executes
lines 5–8: if cid is the identifier of a chunk to be compared, peer i
requests the chunk from neighbour j (line 6). As soon as peer i
receives chunk cid from peer j set Ui, cid is updated (line 7) and peer
j is classified accordingly.

Lines 11–25 are executed whenever set Ui, cid is complete, i.e.
whenever peer i has already received replies from all its neighbours
or the time limit to obtain the replies has elapsed. In this last case,
the peers that have not sent replies are classified in a specific
subset (line 14). Line 17 then verifies if the corresponding Ui, cid set
has a subset with more than N(i)/2 peers that have returned chunk
cid. In this case, the comparator module updates the
list_o f _blocked_peers (lines 19–21).

Finally, each peer must perform one additional and simple test:
every time node i receives a notification from neighbour j of the
availability of a new chunk, peer i must verify if peer j is in its
list_o f _blocked_peers. If it is, peer i simply ignores that
notification. Otherwise peer i executes the regular steps according
to the Fireflies protocol.

4 Experimental results
In this section we present an empirical evaluation of the proposed
solution to mitigate pollution in P2P live streaming networks. As
mentioned earlier, the strategy works on top of a Fireflies virtual
topology and it was implemented with the Fireflies simulator
presented in [27]. In terms of hardware, we employed an AMD
Phenom 9500 quad-core x64 processor with 4GB of RAM. The
operating system was the Linux 64-bit kernel version
2.6.18-238.el5.

Each experiment consisted of a live streaming session of 180 s.
The source server generated 30 chunks/s. In this way, we are
simulating aggressive subsecond chunks so that the results can also
be applied to different systems based on a variety of codecs and
bitrates, including those that employ larger chunk sizes. Fireflies
organised the neighbourhood of each peer using 15 rings for
networks with 200 peers. Both the availability and interest
windows were configured to keep 3000 chunks. Moreover, in all
experiments the monitoring interval was set to 15 s, i.e. at most at
every 15 s the comparator modules of each peer randomly chose a
chunk to be compared.

The objective of the empirical evaluation is to (i) estimate the
impact of content pollution in transmissions for different
percentages of malicious peers and (ii) compute the cost of the
proposed solution in terms of the extra bandwidth required, i.e. the
percentage of additional chunks transmitted in the network. The
main parameters varied in the simulations were the following:

(i) The number of polluters computed as a percentage of the total
number of peers: 0, 5, 10, 15, 20 and 25%.
(ii) Experiments were executed with and without churn. For
transmissions with churn, during the transmission 100 peers joined
and 100 peers left the network. New peers joined the system
according to a normal distribution with an average of 100 and
standard deviation of 20. Peers left the network following a
Poisson distribution with an average equal to 100. It is also
important to highlight that the churn was configured to not remove
malicious peers from the network.
(iii) The comparator module also can be turned on and off in order
to measure the effect of the pollution on systems with and without
the proposed solution.

Each experiment was repeated 1000 times. Results are shown in
Figs. 4–11, and show averages and also the 95% confidence
interval. 

The average number of polluted chunks disseminated during a
transmission is shown in Fig. 4. Curves are shown for the system
with and without our proposed strategy. It is possible to note that in
experiments with no churn and in which 20% of peers in the
networks were configured as polluters, the proposed solution was
able to reduce the average percentage of polluted chunks in the
transmissions from 27.1 to 1%. For the experiments in which 25%
of the peers were polluters, the average percentage of polluted
chunks was reduced from 33.3 to 5.3%.

Next, Fig. 5 shows the average percentage of polluted chunks
measured in the experiments with churn. The percentage of
polluted chunks was reduced from 45.7 to 7% in average, for
experiments with 20% of malicious peers, and was reduced from
52.7 to 16% in experiments in which 1/4 of the peers were
malicious.

The next two figures – Figs. 6 and 7 – show the percentage of
polluted chunks transmitted per second in the experiments without
the proposed solution: Fig. 6 summarises experiments with no
churn and Fig. 7 show results for experiments with churn. Based on
Fig. 6 it is possible to see that in transmissions with no churn the
number of polluted chunks corresponds to a different percentage

Fig. 3  The comparator algorithm
 

Fig. 4  Average percentage of polluted chunks; experiments with no churn
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for each different number of malicious peers, but in general each
curve presents a small dispersion. On the other hand, Fig. 7 shows
that as the simulation reached half of the transmission time – the
moment with the highest churn rates – the percentage of polluted
chunks starts to increase, reaching values close to 70% of polluted
chunks in transmissions with 25% of malicious peers. It is
important to remember that churn was configured to not remove
malicious peers from the network.

The next two figures – Figs. 8 and 9 – also show the percentage
of polluted chunks per second, but now with the proposed solution
active: Fig. 8 shows results for the experiments with no churn and
Fig. 9 shows results for experiments experiments with churn.
Based on Fig. 8 it is possible to see that in transmissions with the

proposed solution active and with no churn, the solution nearly
eliminated the pollution after 40 s of transmissions for simulations
with 20% of peers configured as polluters. In the presence of 25%
of malicious peers the percentage of polluted chunks also dropped
to about 2% after 80/,s of transmission. The reason that in this
latter case the pollution was not completely eliminated is that the
majority of the neighbours of some peers were polluters. Note that
as the percentage of malicious peers increases, the probability that
the majority of the neighbours of a given peer are polluters also
increases.

Fig. 8 also shows that in general the percentage of polluted
chunks was higher during the first seconds of the transmissions.
After peers started completing their first comparisons they stopped

Fig. 5  Average percentage of polluted chunks; experiments with churn
 

Fig. 6  Polluted chunks transmitted per second, without the proposed
solution; experiments with no churn

 

Fig. 7  Polluted chunks transmitted per second, without the proposed
solution; experiments with churn

 

Fig. 8  Polluted chunks transmitted per second, with proposed solution
active; experiments with no churn

 

Fig. 9  Polluted chunks transmitted per second, with proposed solution
active; experiments with churn

 

Fig. 10  Chunks regularly transmitted by Fireflies
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requesting chunks from those peers identified as polluters.
Moreover, if the number of polluted chunks transmitted in the first
seconds were not considered, the average percentage of pollution
during the whole transmission – previously shown in Fig. 4 –
would be even lower.

Fig. 9 shows the number of polluted chunks transmitted per
second for experiments with the proposed solution active and also
with churn. During the time interval when the highest number of
peers joined the system (between time instants 100 and 120) the
percentage of polluted chunks transmitted increased. The pollution
increased because each new peer that joins the network does not
have any knowledge about which of its neighbours are polluters,
i.e. its list of blocked peers starts empty. On the other hand, as
these peers perform their first comparisons, the percentage of
polluted chunks starts to drop again. In this sense, the experiments
with no churn – shown in Fig. 8 – illustrate the general behaviour
of a new peer that joins the overlay: as they start learning which
neighbours are sending polluted chunks they avoid those
neighbours, reducing the percentage of polluted chunks in the
system.

In terms of the performance impact of the comparator, note that
each comparison is actually a simple string comparison, which is
linear and can be executed in the order of a few microseconds on
current processors. Thus the time to obtain the chunks from the
neighbours, typically in the order of milliseconds, is the dominant
component, but the comparator module remains idle during this
time. Furthermore it also remains idle from the time a comparison
is completed until the next chunk is selected for comparison. In this
way, the frequency in which the comparisons are executed can be
adjusted to meet performance requirements. Actually, the major
overhead imposed by the comparator module is in terms of
bandwidth, i.e. the extra chunks obtained from the neighbours for
comparison. Next we evaluate this overhead.

The average number of chunks generated by all nodes in the
Fireflies topology is shown in Fig. 10. These are the results of
simulations executed both with and without churn, and without our
solution for pollution mitigation running. The average number of
chunks sent by Fireflies was about 1 and 1.15 million chunks.
Now, Fig. 11 shows the percentage of extra chunks generated by
our solution. It is possible to see that the overhead of the proposed
solution is about 7 to 8% of extra chunks. As a final note, these
results employed a 15 s monitoring interval, which can be
increased or decreased, with a lower or higher impact on
bandwidth consumption respectively.

5 Related work
In [32], Gheorghe, Cigno and Montresor present a survey of the
non-trivial and multiple security and privacy issues of P2P live
streaming networks, including problems and solutions for access
control, identity management, and incentive/punishment
mechanisms. The authors highlight that tree topologies are
particularly vulnerable to pollution attacks.

Recently proposed strategies to deal with content pollution in
P2P video streaming networks include employing band codes [11,
12]. The authors first highlight how hard it is to identify polluters,
as besides malicious peers a potentially large number of other peers
involuntarily relay the polluted chunks. Band codes are a family of
rateless network codes that employ adjustable window sizes, so
that the probability that honest nodes relay polluted packets is
reduced. The identification of the malicious nodes in the network is
described as follows. Each peer counts the number of times that it
has obtained polluted chunks from each neighbour. Peers exchange
the counters and so that each peer can compute for each neighbour
a score of ‘honesty’, that estimates the probability that the
neighbour does not retransmit polluted chunks. This probability is
modelled as a function of the band code window size. The authors
show the accuracy and effectiveness of the strategy for building
distributed black lists of polluters. In an earlier version [13] the
authors employed a reference node to collect chunks and do the
classification using the following criteria: earlier chunks are less
likely to be polluted, and preferring chunks that are retransmitted
less times helps cleaning pollution.

Feng and Li present in [33] another strategy based on network
coding that allows the identification and prevents the propagation
of content pollution in P2P live streaming networks. The content is
sent in segments by the source, which are further broken into
blocks and those in codewords. In this way each segment is
converted to a matrix of elements of the Galois Field (GF). The
blocks are coded using the GF matrix combining a coefficient
vector to the original blocks, and these coded blocks are received
by the peers from the source. Coded blocks must be later decoded
to reconstruct and the reproduce the original content.

One of the earliest and most popular solutions to prevent
pollution is to keep polluters on Black Lists [20]. Actually instead
of individual addresses, ranges of IP addresses are stored that
include the addresses of polluters – actually of peers that have
disseminated polluted content, which can be malicious or not. The
idea is to reduce mistakes by minimising addresses of non-
polluters. Black Lists can be expensive to keep [32] and present
several challenges, perhaps the most obvious is the fact that
malicious peers can keep changing to new addresses that have not
been stored in the lists.

BitTorrent [17] uses a simple centralised technique: a peer
obtains hash-based signatures [34] for all chunks in advance. In
this way when a chunk is received, the peer can check its integrity.
This technique is efficient to handle corruptions in the transmission
channels. Although this strategy works well for stored data it
cannot be used for live streaming, as it is impossible to generate all
hashes for all the data in advance, for the content is generated
during the transmission itself.

Another similar yet even more extreme technique is to
distribute chunks digitally signed by the source [27]. Besides also
being unfeasible for live streaming, the overhead of adding
signatures to chunks as they are generated also represents a
significative performance impact. Merkle-trees [34] have also been
used to enforce the integrity of streaming systems with hashing. A
Merkle-tree codifies hashes computed for sequences of chunks of a
sequence. The hashes are tree leaves, the value associated with an
internal tree node depends of its sons hashes. The tree guarantes
the integrity of chunks in the context of the chunk sequence.
Merkle trees have been compared [35] to several other strategies
such as using hashes, cryptography, signatures and Black Lists:
they present the best performance in terms of computational
overhead.

Other strategies to secure the streaming against unauthorised
modifications is to encrypt the complete chunks using cheaper
symmetric cryptography methods [21, 24]. The unavoidable
problem in this case is to share the predefined secret key with all
end-users – excluding the malicious ones. A strategy to all the
source to periodically recompute and share a new secret key with a
small number of trusted peers is presented in [21].

In [10] the authors focus on content validation. Besides
evaluating the cost to do the validation, they describe techniques to
reduce spreading polluted content, and which are resistant to
collusion. Earlier, in [36] the authors presented another solution

Fig. 11  Overhead in terms of the extra chunks generated
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based on peer groups responsible to guarantee chunk integrity. In
this way the source sends chunks only to group peers, other peers
have to check chunk integrity by accessing the group.

In [37] an evaluation of the authentication of content spread in
P2P high resolution live streaming systems is presented. The
conclusion is that the strategies that presented the best performance
were not effective under pollution attacks. In [38] an evaluation of
pollution attacks reaches the conclusion that the size of the network
has less influence on the impact of an attack then network stability
and the bandwidth available for both the source and malicious
peers.

The authors of [39, 40] present solutions based on reputation
and ranking applied to P2P systems devoted to file sharing. A peer
is able to assess whether other peers are honest, and can obtain
content from those peers. The authors of [23] emphasise that
reputation systems can suffer with (i) the collusion of malicious
peers, (ii) with false positives and (iii) with the delay to propagate
conclusions. Nevertheless reputation-based defense mechanisms
are considered to be some of the most effective and practical
solutions to deal with malicious peers. Another strategy based on
ranking is proposed in [22]. These solutions employ reputation
mechanisms based on the experience of each peer, which peers
communicate among themselves. In [15] the authors present a
framework to simulate different variations of the reputation
strategies, from centralised to distributed approaches. Results lead
to the conclusion that the distributed strategy is the best given the
dynamic nature of peer-to-peer networks.

In [41] the authors propose a scheme to detect content pollution
by implementing retransmission requests of the polluted data in
live streaming transmissions. To detect the pollution, a confidence
management strategy is proposed. One disadvantage of this
solution is that the number of retransmissions can be high and the
solution is also highly depended on the delay for propagating
reputation information.

In [9] a strategy is proposed based on an overlay to monitor and
isolate content pollution in video-on-demand (VoD) P2P networks.
Earlier, in [42] the authors presented a strategy to hide source
identity in these networks. The purpose is to avoid DDoS attacks
directed at the sources, which can completely destroy live
streaming sessions. In [43] a thorough evaluation of the SopCast
P2P video streaming system is presented that shows that a single
polluter can contaminate the contents of 50% of peers and consume
up to 30% of the available bandwidth.

Our previous work [44] describes a non-distributed strategy
proposed to perform the identification of polluted peers in live
streaming networks.

In [14] the authors propose a novel attack, which although not
presented specifically in the context of pollution can certainly be
extended in that direction. The attacker places malicious peers in
prominent positions, so that the impact they cause on the network
is devastating. By dropping chunks that should be forwarded (or
injecting pollution on chunks) the malicious peers can be very
effective and at the same time they avoid suspicions. A detection
mechanism that identifies the attack and removes potential
malicious peers from their disruptive positions is also proposed. In
another work, the same authors consider the outgoing eclipse
attack which blocks the outgoing connections of honest super
peers. A mitigation strategy is proposed which is shown to be
effective by simulation.

Other recent work includes an analytical model of pollution
attacks that allows the estimation pollution in the context of live
streaming in P2P networks [8]. The model takes into account user
behaviour. The accuracy was empirically evaluated with real attack
traces. Yet another model is presented in [45], where the authors
investigate whether it is possible to combat pollution by simply
using trusted peers. They show that the number of trusted peers
required is at least the number of malicious peers. They present
preliminary results on a game theory formulation where the
malicious peer's strategy is improved to detect trusted peers, which
in turn improve their defense strategy.

Perhaps the most related alternative approach to video
streaming using P2P technologies are CDNs [6]. There have been
multiple efforts to combine CDN and P2P technologies on hybrid

architectures [7]. The idea of peer-assisted CDNs is to employ
peers to reduce the load on content delivery servers. Nevertheless,
the challenges are multiple, including the inherent unreliability of
P2P networks, the lack of incentives for peer participation, as well
as copyright issues. A reputation-based strategy to prevent the
dissemination of polluted content in peer-assisted CDNs was
proposed in [46]. The strategy, which is called multi-level
mechanism, employs temporary peer blocking of peers with low
reputation.

Table 1 presents a consolidation of the related works described
above.

The first column shows references for the related works; a flag
at the ‘Mitigate?’ column indicates wether the work combats
content pollution propagation in the network (instead of proposing
a model or a monitoring strategy); and then the last column
presents a summary of each corresponding work.

A Comparison of Solutions for Pollution Mitigation
Next we compare our solution with the others that also mitigate

polluted content.
Black Lists [16] can be effective if they are always up-to-date,

however this is nearly impossible for the Internet as a whole, as
new malicious peers can appear at any time and old malicious
peers can adopt new addresses. An attack started by a malicious
peer not black listed will not be detected. In a way black lists are
similar our strategy, as both avoid receiving chunks from polluters.
However, our strategy does not rely on any previous classification
of peers, neither on IP address ranges, but only refrains from
obtaining chunks from peers that disseminate content that result in
comparisons that do not match. Moreover the classification is
adaptively updated.

Another solution is to employ hashes computed by the source
server [19] that can be based on Merkle trees [43] for every chunk.
As malicious peers can replace the content and hash for any given
chunk, the objective is not to handle content pollution, but to
guarantee transmission integrity. Furthermore, the hashes have to
be processed by all peers for all chunks. In our strategy there is no
need to modify the chunks.

Other existing solutions employ cryptography, so that every
peer can check every chunk [26, 27]. These solutions present an
overhead in terms of CPU utilisation, while the overhead of our
solution is in terms of network bandwidth. Nevertheless in those
solutions every chunk has to be decrypted by all peers, while in our
solution just a configurable percentage of chunks are selected for
comparisons and generate extra overhead.

In [5] a limited group of peers is responsible for the verification
of chunk integrity, and they are assumed to be reliable. The major
difference is that our solution does not rely on any central peer or
group of peers to check anything: it is fully distributed in the sense
that each peer independently takes decisions regarding pollution.

Some solutions are based on coding theory, including band
codes [13–15]. In these solutions peers encode and decode the
chunks. The solutions only give a probability that a given peer is a
polluter. This is different from our strategy in the sense that we
simply compare chunks as they are retransmitted by neighbours
and avoid polluters. Another work also based on coding [42]
requires chunks to be modified with an extra field that has to be
processed by all peers for all chunks. In our strategy there is no
need to modify the chunks, furthermore in our case only a
percentage of chunks is selected for comparisons.

Finally yet another strategy [40] employs a reputation
mechanism with which each peer ranks the other peers. If the
reputation for a particular peer is below a certain threshold, then
that peer is avoided. However in order to compute the reputations,
the strategy relies on any existing method to detect polluted content
once it is received, which could be for example our solution. In this
way, it is not possible to directly compare this reputation with our
solution, they can be seen as complementary.

6 Conclusion
In this paper we proposed a new fully distributed strategy to
combat content pollution in P2P live video streaming networks.
The core of the solution is to employ comparison-based diagnosis
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to detect unauthorised changes of the transmitted video chunks.
Each peer executes comparisons of randomly selected chunks
received from all its neighbours. The proposed strategy is fully
distributed in the sense that the peers themselves independently
stop requesting chunks from those neighbours identified as
polluters. Peers employ the Fireflies protocol as the underlying
topology used to communicate video chunks. The strategy was
implemented and a comprehensive empirical evaluation is
presented, showing the effectivess for deadling with polluters, and
efficiency, in particular the overhead in terms of the extra chunks
transmitted is shown to be about 8%. The results show that the
strategy was able to significantly reduce the pollution in the
network, in many cases it virtually eliminated all the pollution.

Future work includes the investigation of how to implement the
proposed strategy on a hybrid P2P video streaming network that
also employs CDN. Besides Fireflies, evaluating the solution
running on top of other overlay networks and different P2P live
streaming structures is also relevant future work. Furthermore,
different neighbour selection strategies and omission attacks can
also be investigated. Moreover the proposed strategy can also be
extended to consider alternative ways to treat the comparison sets
of a given peer, including the case in which there is no subset
containing the majority of neighbours. We also plan to investigate
dynamic and self-adaptive monitoring intervals which could be
increased or decreased in runtime based on the system load.
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