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Abstract This work introduces a new system-level diagnosisieinand an algorithm based on this
model: Hi-Comp (Hierarchical Comparison-based Adapt Distributed System-Level
Diagnosis algorithm). This algorithm allows the giesis of systems that can be represented by
a complete graph. Hi-Comp is the first diagnosigoaithm that is, at the same time,
hierarchical, distributed and comparison-based. Tdigorithm is not limited to crash fault
diagnosis, because its tests are based on comparisko perform a test, a processor sends a
task to two processors of the system that, aftecwding the task, send their outputs back to the
tester. The tester compares the two outputs; ifdbmparison produces a match, the tester
considers the tested processors fault-free; ondtieer hand, if the comparison produces a
mismatch, the tester considers that at least ontbeofwo tested processors is faulty, but can not
determine which one. Considering a system of N sjoileis proved that the algorithm’s
diagnosability is (N-1) and the latency is JNgtesting rounds. Furthermore, a formal proof of
the maximum number of tests required per testinqdois presented, which can be G(N
Simulation results are also presented.

Keywords: Distributed Diagnosis, System-Level Diagnosis, Canspn-Based Diagnosis.

1. Introduction during diagnosis. Each change on the state of & i®d
called an event. In this model, a test involvestratied
application of stimuli and observation of the
; : : corresponding responses. The set of all test owgsdm
gifr:rﬂgﬁ mSyslgaeJ[eei?rEe?”f;ur:{;S Oorf fgu%[\;?ene.sﬁttg called the syndrome. The model assumes that feaet-f
units always report the state of the units theyt tes

units perform tests over other units to achieve the " hile fault it i . esult
complete diagnosis. System-level diagnosis has beef\orreC y, while Taufly unfts can return Incorraesufts

applied to different fields, such as network fault f4’ Itlf 3]. ;rhe dm|n|mum rt1umbber of qg:ts Fhat T;[Sbt tbe
management and circuit fault detection. The model a auit-tree for diagnosis to be possible IS ca

The basic goal of system-level diagnosis is to

algorithm presented in this paper can be employed tdiagnosability.
detect changes in servers that keep replicated siath Many algorithms based on the PMC model have been
as Web or file servers. proposed. In theadaptive algorithms nodes decide the

next tests based on results from previous teststlig]
distributed algorithms allow the fault-free nodes in the
system to diagnose the state of all nodes [6],iarfd] a
hierarchicalalgorithm is presented.

A number of different system-level diagnosis models
[2] have been presented in the literature. Thé diystem-
level diagnosis model, the PMC model, was introduoe
[3]. In the PMC model, system diagnosis hinges lun t
ability of units to test the status of other unfisunit can Previously published hierarchical adaptive disteioli
be eitherfaulty or fault-freeand its state does not change algorithms are restricted twashfault diagnosis and they



Luiz C P. Albini, Elias P. Duarte Jr. A CGeneralized Mbdel for Distributed
and Roverli P. Ziwch Conpari son- Based System Level Di agnosis

assume that a faulty unit simply stops and nevggards are performed on every fault-free unit, includinge t
to a test [8, 9, 10]. In [10he algorithmHi-ADSD with  processors that execute the task. The main pugdfdbés

Timestampss presented. Instead of the state diagnosisnodel is to reduce the latency and the time in ice

performed by the other hierarchical algorithms, Hi- node must remain in a given state, not the numbtersts

ADSD with Timestamps performs event diagnosis. Thisor comparisons executed.

algorithm groups the units of the systems into eétd/2
units called clusters. When a tester tests a feagt-unit
it gets diagnostic information about the tested antire

Wang [17] presents the diagnosability of hypercubes
[18, 19] and the so-called enhanced hypercubes, [20]
considering a comparison-based model. The enhanced

cluster. Each unit of a system running Hi-ADSD with f . . .
Timestamps keeps a timestamp for the state of ethen hypercube is obtained by ad_dmg more links to dgaifar ,
hypercube. These extra links increase the system’s

pmt n .the system, so a tes'Fer may get dlagnos’t'CdiagnosabiIity. Each processor executes tests bar ot
information about a certain unit from more than one

L ; . ; . processors by comparing tasks outputs. This model
tested unit without causing any inconsistencies. allows the tester to be one of the processorshidnat the

The way tests are performed in the PMC modeltasks outputs compared.
suffers from several limitations that have causétkeo
testing methods to be considered, like probatilisti
diagnosis [11] and the comparison-based model
presented below.

Araki and Shibata [21] present the diagnosability o
butterfly networks [22] using the comparison appgtoa
rwo comparison schemes for generating syndromes on
butterfly networks are proposed. One is called wag-

The comparison-based models, proposed initially bycomparison, and the other is called two-way conspari
Malek [12], and by Chwa and Hakimi [13], have beenTests involve sending the same task to two procgesso
considered to be a practical approach for faulgmlisis Then the comparison of these two task outputs is
in distributed systems. In these first comparisasddl  performed by a third processor. The diagnosabifits k-
models, it was assumed that system tasks are dtgglic ary butterfly network considering the one-way
on two distinct units in the system and their otgpare  comparison scheme ks-2 and the diagnosability of the
compared by a central observer. This central olesésva  two-way scheme is R2).
reliable unit that cannot suffer any event. Theeobar

. . . . : Fan [23] presents the diagnosability of crossedesub
performs diagnosis using the comparisons’ outcomes.

— a hypercube variant, but with lower diameter -dam
Maeng and Malek present an extension of thethe  comparison-based diagnosis model. The
Malek’s comparison-based model, known as the MMdiagnosability of crossed cubes with> 4 processors
model [14]. This model allows comparisons to beiedr isn.
out by the units themselves, i.e., the comparisames
distributed. The unit that performs the comparigaunst
be distinct from the two units that produce thepoits.
Sengupta and Dahbura present a generalization eof t

MM model in [15], known as the generalized comparis System-Level DiagnosigHi-Comp) algorithm.  This

model, which allows the tester unit to be one @f tinits . - ) . .
dalgonthm uses a similar hierarchical testing siystas

which produce the outputs. In both the MM model an . . . .
the generalized comparison model, although thethe one employed by HI-ADSD with Timestamps. As HI-

comparisons are distributed, the comparisons’ onés Comp is comparison-based, it is not limited to pememt

are still sent to a central observer, and only déstral fault_ diagnosis, like the hierarchical _d|str|bute_ql
observer performs the diagnosis. algorithms based on the PMC model. The diagnosgabili

of the algorithm is presented, as well as formabfs of

In [16], Blough and Brown present a distributed the algorithm’s latency and maximum number of tests
diagnosis model based on the comparison approheh, t required.
so-called Broadcast Comparison model. In this moalel
distributed diagnosis procedure is used, whichasehd
on comparisons of redundant task outputs and hzessc
to a reliable broadcast protocol. In the Broadcas
Comparison model, tasks are assigned to pairsstihdi
units. These units execute the task and send dbgiuts
to all fault-free units in the system employingediable
broadcast protocol. Each fault-free unit in theteys
receives and compares the two outputs eventually
achieving the complete diagnosis. Note that corspas

In this paper, we present a new distributed
comparison-based model for system-level diagndsis.
halgorithm based on this model is presented, the
Hierarchical Comparison-Based Adaptive Distributed

The rest of work is organized as follows. In satt®d
we present the new model. Section 3 introduceséve
talgorithm. Section 4 presents the formal proofs tfer
algorithm’s latency, maximum number of tests and
diagnosability. In section 5 simulation results are
presented and section 6 contains the conclusion.



Luiz C. P. Albini, Elias P. Duarte Jr. A CGeneralized Model for Distributed
and Roverli P. Ziwich Conpari son-Based System Level Diagnosis

2. The Distributed Comparison Model and all edges are from node 1 to the other nodége E
(1,2% indicates that node 1 sent a task to node 2 and th

output of this task will be compared with the outpu
In the new model, a syste@ is represented by a produced for this same task by node 3, therefeetiye

graphG=(V,E), whereV is a set of vertices arflis a set  (1,3), must also be in the graph.
of edges. Each vertex in the graph correspondsnada
of the system and the edges correspond to the
communication links. In this model links do not bee
faulty. Nodes of the system can be eitfaty or fault-
free and changes in the state of nodes, from faulty to
fault-free or vice-versa, are calleglents

@

SystemS is fully connected, i.e., there must exist a
communication link between any pair of nodes in the @ @
system. Therefore, grapB is a complete graph, i.e., (b)
OiOvVeOov, ., ) OE. Figure 1. a) Multi-graphM(S). b) GraphT(S).

A fault-free node tests other nodes of the system t

identify their states. A test is performed by segdh task The model uses a grapKS), defined over multi-
to two distinct nodes of the system. After exeaytihe graph M(S), to depict the tests executed by fault-free
task, each node sends the task output to the.tédter  nodes, theTested Fault-Free graphn this graph, there
receiving the two outputs, the tester compares thgs an edge from nodeto nodg when there is at least one
outputs. If the comparison produces a match thtertes edge from nodeé to nodej in M(S). Figure 1b shows the
considers the two tested nodes as fault-free. & th graphT(S for the multi-graphM(S) presented in figure
comparison produces a mismatch the tester conditigrs 1a.

at least one of the two tested nodes is faulty,daninot . . . ..
conclude which one. To assure that the comparison | hediagnostic distancéetween nodeand nodg is
outcomes are correct, the following assumptions ardl€fined as the shortest distance between nadel node
made over the system: JInT(S), i.e. the §hortest path betwe'en _nodcad nodg.
1.A fault-free processor comparing outputs For example, in figure 1the diagnostic distance between
node 1 and node 3 is 1, because the shortest patiedn

roduced by two fault-free nodes always produces
Z match y ysp these two nodes has one edge.

2. A fault-free processor comparing outputs
produced by a faulty node and any other node,3. The Hierarchical Comparison-
faulty or fault-free, always produces a mismatch. Based Algorithm

3. The time for a fault-free node to produce an

output for a task is bounded. ) ) ) ) )
In this section the newHierarchical Comparison-

To guarantee that assumption 2 is satisfied, twitifa  Based Adaptive Distributed System-Level Diagn(iis
nodes must produce different outputs for a sanle tas  Comp) algorithm is presented. This algorithm is based o

A multi-graph [24],M(9), is defined to represent the the model presented in section 2.
way that tests are executed in the systef(S) is a The algorithm employs a testing strategy represente
directed multi-graph defined over gragh, when all by T(S) graph.T(S) is a hypercube when all nodes in the
nodes of the system are fault-free. The VerticeM@S) system are fault-free. Figure 2 shows the gm for a
are the nodes of syste#h Each edge iM(S) represents  system of 8 nodes.
that a node is sending a task to another nodethere is
an edge from nodeto nodegf when node sends a task to
nodej. Furthermore, if nodesends a task to be executed
by nodesj andk, then there is an edge from noid&
nodej identified by {,j)x and there is an edge from ndde
to nodek identified by {,K);. So, if there is an edgéjx
from nodei to nodej then there must exist an edgg)(
from nodei to nodek. As an example consider figure 1a,
as node 1 sends tasks to node 2, to node 3 aratitod
the edges are: (12)(1,3), (1,2), (1,4), (1,3) e (1,4},
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In Hi-Comptests are made by sending a task to two
distinct nodes that execute this task and sendulyeuts
to the tester. This algorithm diagnoses eventsstatés.

()
()
)

(0) 3.1 Hi-Comp: Description
Initially, nodei sends a task to its sons in pairs. For

example, for a system of 16 nodes shown in figure 4

a node 0 sends a task to nodes 1 and 2; then it sends
another task to nodes 4 and 8. When the quantispio$

is odd, the last node is tested with the previaws. ¢-or

example, for a system of 8 nodes shown in figuneozle

0 sends a task to nodes 1 and 2; then it sendkeaartask

to nodes 2 and 4.

(©)
@)
@)

Figure 2. T(S) for a system of 8 nodes.

The Tested Fault-Free graph of node Ti(S), is a
directed graph defined oveér(S and shows how the
diagnostic information flows in the system. Thesean
edge inT;(S from nodea to nodeb if there is an edge in
T(S) from nodea to nodeb and the diagnostic distance
between nodé and nodea is shorter than the diagnostic
distance between nodeand nodeb. Figure 3 shows
To(S for a system of 8 nodes. For instance, therenis a
edge from node 1 to node 3 in this figure, becahse
diagnostic distance between node 0 and node loitesh
than the distance between node 0 and node 3.

Nodes with diagnostic distance 1 to naodwe called
sonsof nodei. In figure 3 the sons of node 0 are nodes 1,
2 and 4.

A testing rounds defined as the interval of time that Figure 4. System with 16 nodes.
all fault-free nodes need to obtain diagnostic rimfation
about all nodes of the system. An assumption isemad
that after node tests nodg in a certain testing round, When nodé diagnoses that two nodes are fault-free,
nodej cannot suffer an event in this testing round. by comparing the outputs produced by these nodete n

The testing strategy groups the nodes into cluster§ obtains from these nodes diagnostic informatioouab

like the Hi-ADSD with Timestampalgorithm [10]. Each the entire clusters to which each of the testedesod
cluster hasN/2 nodes. A function, based on the Pelongs.

diagnostic distance, defines the list of nodes afaduch In this algorithm it is possible that nodereceives
nodei can obtain diagnostic information through a given diagnostic information from nodethrough two or more
nodep. Figure 3 depicts the cluster division for a sgste nodesp andp’, because a node can belong to more than
of 8 nodes inly(S). The clusters are: (a) nodes {1, 3, 5, one cluster, as shown in figure 3. Thus, it is Beagy to

7}, (b) nodes {2, 3, 6, 7} e (c) nodes {4, 5, 6, 7} guarantee that nodé has always the most recent
diagnostic information about the other nodes. leotto
allow nodes to determine the order in which everdse
detected, the algorithm emplotsestamp$10, 25].

When nodei receives diagnostic information about
node j through nodep, node i compares its own
timestamp about nodewith nodep’s timestamp about
node j, if the comparison indicates that noges
information is more recent then nodeipdates its own
diagnostic information; otherwise, node rules the

@ (b) (© information received from nodeout.
Figure 3. Cluster division for a system of 8 nodesTiiS).

When nodei executes a comparison of outputs and
this comparison indicates a mismatch, noddassifies
the state of the two nodes asdefined because it is not
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possible to determine which node is faulty and Whg
fault-free. At this point, if nodé has already identified
any fault-free node, it tests this fault-free nod¢h the
two undefined nodes in question, each in turn.nf a
output comparison indicates a match then nade
classifies the tested node as fault-free, chandiom
undefined to fault-free, otherwise nodeclassifies the
tested node as faulty, changing from undefinecatdty.
Meanwhile, if node has not yet diagnosed any fault-free
node, these two nodes stay as undefined until node
diagnoses a fault-free node that could be usedtmndse
the undefined ones.

If nodei tests all its sons as undefined, it must test the

sons of its sons (S, and so on until it has tested all
nodes. The last node is tested with all nodes & th
system. If any comparison indicates a match, tstete
classifies these nodes as fault-free, and thertesty
then determine the state of all other nodes ofjtstem,
either by receiving diagnostic information abouegé
nodes, or by testing the undefined nodes with ut-f
free ones.

If, after testing the last node, no fault-free nouss
found, the tester assumes itself
fault-free and tests all nodes with itself. Now, df
comparison indicates a mismatch, the tester clasdtiis
node as faulty; if a comparison indicates a matbh,
tester classifies the tested node as fault-free.

as

3.2 Hi-Comp: Specification

send_task(p,p);
IF (output(p) == output(p"))
THEN

U=U-{p}

U=U-{p}

F=F-{p}
F=F-{p}
FF=FF+{p} + {p}:
GET diagnostic information from p;

IF (diagnostic information is newer)
THEN update local diagnostic information;

GET diagnostic information from p';

IF (diagnostic information is newer)
THEN update local diagnostic information;

If node i's comparison indicates a mismatch when
comparingp’s andp’’s outputs, node classifies these
nodes as undefined. Nodeputs these nodes in set
removing them from the set to which they belonded.
other words:

send_task(p,p");
IF (output(p) != output(p"))
THEN
FF = FF - {p};
FF=FF-{p};
F=F-{p}
F=F-{p}
U=U+{p}+{p}

Before nodé puts a node in setU, nodei must test
nodep with all nodesk JU . If all these comparisons
indicate mismatches nodguts nodep in setU. In other

The new algorithm works over three sets: the set of5gs:

undefined nodegJ, the set of faulty nodes§: and the set
of fault-free nodeskF. These sets have some properties:
UnF=0, UnFF=0, FFnF=0and
UOF OFF =V. Each node of the system keeps
these three sets, the contents of which can vamn fr
node to node. By the end of a testing round et
always empty.

When nodei compares the outputs of a task
performed by nodeg and p’ and this comparison
indicates a match, nodedentifies the two tested nodes
as fault-free. Node puts the tested nodes in the Bét
removing them from the set to which they belonged.
When nodei identifies one fault-free node, nodayets
from this node diagnostic information about the igho
cluster to which the fault-free node belongs. Eclcister
contains N/2 nodes. Furthermore, as information is
timestamped, nodiemust test if the received information
is newer than its own information. If the received
information is newer, nodeé must update its own
information; otherwise, nodesimply rules the received
information out. In other words:

send_task(p,p");
IF (output(p) != output(p"))
THEN
REPEAT for all k in U
send_task(p,k);
UNTIL (k == last node in U);
IF (no comparison between p and k indicates a ma
THEN
FF = FF - {p};
F=F-{p)

tch)

REPEAT for all k in U
send_task(p',k);
UNTIL (k == last node in U);
IF (no comparison between p' and k indicates a
match)
THEN
FF=FF-{p};
F=F-{p}
U=U+{p}

Considering the comparisons between n@dand
node k JU , when one of these comparisons produces a
match, the tester can classify nogeandk as fault-free,
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and all the other nodddU as faulty. In other words:

send_task(p,p’);
IF (output(p) != output(p"))
THEN
REPEAT forallk in U
send_task(p,k);
UNTIL (output(p) == output(k) OR (k == last node in
u);
IF (output(p) == output(k))
THEN
U=U-{p}
F=F-{p}
FF = FF + {p};
U=U-{k}
FF = FF + {k};
F=F+U;
ELSE
FF = FF - {p};
F=F-{p}
U=U+{p}

REPEAT for all k in U

send_task(p',k);
UNTIL (output(p') == output(k) OR (k == last nod
u);
IF (output(p') == output(k))
THEN

U=U-{p}

F=F-{p}

FF=FF +{p'}

U=U-{k}

FF = FF + {k};

F=F+U;
ELSE

U=U+{p}

When a nodek U is identified as fault-free by
node i, node i gets the N/2 items of diagnostic
information about the tested node’s cluster.

If after nodei tests its sons, st is empty and there
are some nodes about which nodedoes not have
diagnostic information, nodemust test these nodes with
one node previously identified as fault-free irsttésting
round.

If after nodei tests its sons, s&F is empty, i.e. all
sons of node are classified as undefined, nodenust
test the sons if its sons, and so on until a coippar
indicates a match, or nodéests the last node H(S).

If nodei tests the last node R(S), nodei must send
tasks to this node and all nodks1U , one by one. In
other words:

REPEAT for all k in U
send_task(p,k);
UNTIL (output(p) == output(k) OR (k == last node in v);
IF (output(p) == output(k))
THEN

U=U-{p}
F=F-{p}
FF = FF + {p};
U=U-{Kk

FF =FF + {k};

F=F+U;
ELSE

FF = FF - {p};

F=F-{p}

U=U+{p}k

If after testing all nodes iM;(S), set FF remains
empty, nodei assumes itself as fault-free and tests all
nodesk JU with itself. Mismatches indicate that node

k is faulty and matches indicate that nddis fault-free.
In other words:

REPEAT forall kin U
send_task(i,k);
UNTIL (output(i) == output(k) OR (k == last node in U);
IF (output(i) == output(k))
THEN
U=U-{k
FF =FF + {k};
F=F+U;
ELSE
U=U-{k}
F=F+{k}

Thus, by the end of a testing round, every fadefr
node has sédt) =[] and all the nodes either For FF,
ie. FFOF =V.

The algorithm in pseudo-code is given below.

Algorithm running at node i:

TO_TEST = {ALL NODES};
U = EMPTY; F = EMPTY; FF = EMPTY;

REPEAT FOREVER

REPEAT
p = next_pair_to_test; p' = next_pair_to_test;
result = send_task_and_compare(p,p");

IF (result == 0) /*p and p' are tested fault-fre
THEN
U=U-{p, p}; F=F-{p, p'}; FF=FF+{p, p’};
TO_TEST=TO_TEST-{p, p%};
GET N/2 items of diagnostic information
from p and p’;

FOR each peace of information

COMPARE timestamps;

UPDATE local diagnostic information if necess ary;
ELSE /* test p and p' are tested undefine
IF (FF = EMPTY)
THEN

result = send_task_and_compare(p, node_of_FF)

IF (result == 0)

THEN

F=F-{p}; U=U-{p}; FF=FF+{p};

GET N/2 items of diagnostic information from p;

FOR each peace of information

COMPARE timestamps;

UPDATE local diagnostic information
if necessary;

ELSE

U=U-{p}; FF=FF-{p}; F=F+{p};

END_IF;

d*/
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result = send_task_and_compare(p', node_of_FF );
IF (result == 0)
THEN

F=F-{p'}; U=U-{p'}; FF=FF+{p}

GET N/2 items of diagnostic information from p'
FOR each peace of information

COMPARE timestamps;

UPDATE local diagnostic information

if necessary;

ELSE

U=U-{p’}; FF=FF-{p’}; F=F+{p};
END_IF;

ELSE /* FF == EMPTY */

REPEAT

k = select_new_node_from(U);

result = send_task_and_compare(p,k);
IF (result == 0)

THEN

F=F-{p}; U=U-{p}; U=U-{k}; FF=FF+{k};
FF=FF+{p}; F=F+U+{p'}; U=EMPTY;

END_IF;

UNTIL (U == EMPTY) OR (k == last_node_from(U) );
IF (U != EMPTY)

THEN

REPEAT

k = select_new_node_from(U);
result = send_task_and_compare(p',k);
IF (result == 0)
THEN
F=F-{p'}; U=U-{p’}; U=U-{k}; FF=FF+{k};
FF=FF+{p’}; F=F+U+{p}; U=EMPTY;
END_IF;
UNTIL (U == EMPTY) OR (k == last_node_from(U ));
U=U+{p};

IF (result == 1)
THEN
U=U+{p}
END_IF;
END_IF;
END_IF;
UNTIL (test == ok) or (node_to_test == last_node)

IF (TO_TEST != EMPTY)

THEN

m = select_node_from(FF);

REPEAT
n = select_node_from(TO_TEST);
result = send_task_and_compare(m,n);
IF (result == 0)
THEN

F=F-{n}; U=U-{n}; TO_TEST=TO_TEST-{n}; FF=FF+ {n};

ELSE

FF=FF-{n}; U=U-{n}; TO_TEST=TO_TEST-{n}; F=F+ {n}

END_IF
UNTIL (TO_TEST == EMPTY);
END_IF

IF (JU] = N-2) /* Last Node from TFFi */
THEN
| = last_node_from_TFFi;
REPEAT
k = select_new_node_from(U);
result = send_task_and_compare(l,k);

IF (result == 0)
THEN
F=F-{I}; U=U-{l}; U=U~{k}; FF=FF+{k}; FF=FF+{ I}
F=F+U; U=EMPTY;
END_IF;
UNTIL (U == EMPTY) OR (k == last_node_from(U));
IF (U != EMPTY)
THEN
U=UH{}
END_IF;
END_IF;

IF (JU] = N-1) /* Tester itself */
THEN
REPEAT
k = select_new_node_from(U);
result = send_task_and_compare(i,k);
IF (result == 0)
THEN
U=U-{k}; FF=FF+{k}; F=F+U; U=EMPTY;
ELSE
U=U-{k}; F=F+{k};
END_IF;
UNTIL (U == EMPTY);
END_IF;

4. Hi-Comp: Latency and Maximum
Number of Tests

In this section, the formal proofs of the latenayda
maximum number of tests required by the new algorit
are presented.

Theorem 1. A system running the Hierarchical
Distributed Comparison-Based algorithm is
(N-1)-diagnosable.

Proof:

First consider a system with only one fault-freel@o
and N-1 faulty nodes. By definition, the fault-free node
tests all nodes combining them in pairs and, a% reoe
determined to be fault-free, the tester continueseating
tests comparing all nodes with itself and achietres
complete diagnosis of the system, identifying ttatesof
all nodes as faulty.

Now, consider a system with more than one fauk-fre
node. Each of these fault-free nodes executesuatitst
finds two other fault-free nodes, one of which tenthe
tester itself. When the tester finds two fault-fresles, it
obtains diagnostic information from these faulkefre
nodes. By getting diagnostic information from testéd
fault-free nodes and, considering the information
obtained by its own tests, the tester achievesdhaplete
and correct diagnosis of the system.

However, if a situation such as shown in figure 5
happens, i.e. if nodea could obtain diagnostic
information about node from nodeb and nodé obtains
diagnostic information about nodefrom nodea, then
both, nodea and nodé, would not achieve the complete
diagnosis of the system.
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(] . I " . n
to get new diagnostic information from nod@odej can
(el — —v) g gnost om nadeodej
/ ° ' take at mosti+1 testing rounds to diagnose the natke
S e event.
@ Therefore, for nodg diagnoses an event that
_ _ _ happened in node, with diagnostic distance equal to
Figure 5.Nodesa andb exchange information d+1 between then, nodecan take at mogi+1 testing
about node. rounds.

Concluding, if the diagnostic distance between two
This situation never happens because if nade nodes isx one of these nodes may take upxttesting
receives information about node from nodeb, the  rounds to diagnose an event at the other node.
diagnostic distance between nodeandc must be larger By the hypercube’s definiton [18] the largest
than the diagnostic distance between nodeand ¢, giagnostic distance between two nodes IlgN.
analogously for nodb to receive diagnostic information Therefore the algorithm’s maximum latency lisg,N

about nodec from node a, the diagnostic distance testing rounds. O
between nodeb andc must be larger than the distance ) ) ) _
between nodes andc. Figure 6 illustrates theorem 2. In the first tegtin

) ] . round after an event at nodge the sons of noda
~Concluding, even if there is only one fault-freedap  giagnose the event. In the second testing rounddbles
this node is capable of correctly achieving the plet®  that are sons of nod#s sons diagnose the event, either

diagnosis of the system, so the algorithm ispy getting information from the sons of nodeor by
(N-1)-diagnosable. O testing nodea directly. After d testing rounds, node
with diagnostic distance equalddo nodea diagnose the
event. Finally the node with the largest diagnostic
Theorem 2. All fault-free nodes running Hi-Comp distance to noda, log;N, diagnoses the event, in at most
require, at mostjog;N testing rounds to achieve the |og,N testing rounds.
complete diagnosis of the system.

Proof:

Consider a new event on nodeBy the definition of
testing round, all nodes with diagnostic distangeat to
1 to nodes, i.e. all sons of node, diagnose this event in
the first testing round after the event. d

Now, in the second testing round after the evéd, t . dH

nodes with diagnostic distance equal to 2 to naede .
diagnose the event, either by getting diagnostic
information from nodes with diagnostic distance @ado

1 to nodea, or by directly testing node, if all nodes
with diagnostic distance equal to 1 to nedere faulty.

logN

Consider that node is fault-free and has diagnostic .
distance equal tad to nodea. Assume that nodeé *
diagnoses the event at naglan at mosd testing rounds. O

Now consider a nodewith diagnostic distance equal
to d+1 to nodea. By the definition of diagnostic distance, Figure 6. lllustration of TFF.
any node with diagnostic distance equatitd to nodea
is a son of a node with diagnostic distance equdltb
nodea. So nodg is son of a nodée By the definition of Theorem 3.The maximum number of tests required
testing round, a node must test all its sons im¢esting by all fault-free nodes in one testing roun®@\°).
round, so nod¢ tests node in all testing rounds, then Proof:
nodej can take at most one testing round to get new
information from node. Initially, consider only one fault-free node in the
. , . system andN-1 faulty nodes. To complete the diagnosis
As nodei diagnoses node’s event in at mostl ¢ the system, the fault-free node sends tasKsetdaulty
testing rounds, and nogiéakes at most one testing round qqes combining then in pairs, so the number df tes
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executed is the combination BE1 in pairs:C2 . . results confirm theorem 1. In the second experiment
N-L investigated the maximum number of tests for difer
However these tests are not enough for the fapét-fr numbers of fault-free nodes, from 1 nodeNel nodes;
node to achieve the complete diagnosis, so thé-fiaal this experiment shows the difference between the
node assumes that it is itself fault-free and seaslss to ~ Simulated maximum number of tests required and the
itself and each one of the other nodes, i.e. icetesN-1  theoretical maximum presented in theorem 2.
more tests. Thus the total number of tests requdyedne

2 _ _ ’
fault-free node isC2_ + (N -1) = N—2N _ 5.1 Algorithm’s Latency

To illustrate the algorithm’s latency two experirtgen
are presented: the first one considers the diagrudsine
event. In this experiment all nodes are fault-fteen an
event happens in one node. In the second experinvent
consider the diagnosis oN-1 simultaneous events,
N?-N N?-N _ N N?-N initially only one node is fault-free, then one mwve

+ 2 =2 2 : happens in each faulty node and all nodes of system
become fault-free, the experiment shows how theenod

For three fault-free nodes, the theoretical maximumthat was fault-free from the beginning diagnoses al
number of tests required is three times the maximunevents.
number of tests required for one fault-free node:

SN2-N
2

Now consider two fault-free nodes. The maximum
number of tests required by these two fault-fredesois
at most two times the maximum number of tests requi
for one fault-free node. The number of tests exagtin

this case is:

3 5.1.1 Diagnosis of 1 Event

The purpose of this experiment is illustrate the

By consideringN fault-free nodes in the system, the .
theoretical maximum number of tests is, at mhistimes amount of testing rounds needed for one event to be
diagnosed by all the othéd-1 fault-free nodes, in a

the maximum number of tests required for one node.
2 3 2 system of 16 nodes.
N NN _N°-N

5 , that isO(N°). 0O

It is known that as more nodes are fault-free less
tests are required to complete the diagnosis, Isectiie
fault-free nodes can get diagnostic informationnfro
other fault-free nodes. For example, wher\atiodes are

logz=N

2
fault-free, each node executesz— tests, which are

2

smaller thanT. Although the worst case is

extremely rare it i©O(N). o Figure 7. System of 16 nodes with one event.

5. Simulation Results By the definition of testing round, each node

running the algorithm must obtain diagnostic infatrmn
In this section experimental results obtained with  about all nodes of the system in each testing roued a
Comps simulation are presented. The simulations werenodek is tested, at least, by all nodes of which nkde
conducted using the discrete event simulation laggu son in each testing round.
SMPL [26]. Nodes were modeled as SMPL facilities] a
each node was identified by a SMPL token number
Three types of events were defined: test, faultrapdir.

Thus in the first testing round after an event oden
k, all nodes of which nodeis son diagnose this event. In
the second testing round after the event, the rimdtion

Results of two experiments are presented. The firstibout the event is passed to the testers of treacfarode
experiment shows the worst case of the latency,seho k and the information flows througffF; graph.
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Testing Round Amount of Nodes that
Diagnoses the Event
1 4
2 6
3 4
4 1

Table 1.Number of nodes that diagnoses an event per gestimd in a
system of 16 nodes.

Testing Round Amount of Nodes
1 4
2 6
3 4
4 1

Table 2. Amount of nodes that node 0 diagnoses per tesbimgd, in a
system of 16 nodes with 15 simultaneous events.

So, inlog,16 = 4 testing rounds after the events, node

This experiment was conducted over the system of 1® correctly diagnoses all events.

nodes shown in figure 7. The event happens in ridde
and the information about this event must be passed
until node O receives the information. Table 1 shidhe
amount of nodes that diagnose the event in eatinges
round. In the first testing round after the evehtodes
diagnoses the event, in the second round 6 noddbei
third round other 4 nodes and in the fourth rounty d
node diagnoses the event.

5.1.2 Diagnosis oN—1 Simultaneous Events

In this experiment only node O is fault-free ant al

5.2 Maximum Number of Tests

The purpose of this experiment is to show the
maximum number of tests performed by different
amounts of fault-free nodes in one testing roundthis
experiment, all arrangements of fault-free nodesewe
analyzed and the ones with the largest numbersts feer
testing rounds were picked, from ONdault-free nodes.

Number of Tests Executed in the System

2000

other nodes are faulty; this system is shown inrég8. 1000 8 Teorical Resufs
q ——Si ion R .
Node O knows the state of all nodes, when at omce a o Resdls
event happens at each faulty node and they allrbeco 1800 1 *
fault-free. 1700 »
1600 |
o
1500 -
"
1400 - B
1300 1 :"
1200 - .o'.
E 1100 - o
S 1000 |
e 1]
3 900
£ .
< 800 -
700 - d
600 - ~D'.
500 - ,"'
400 - .
Figure 8.16 nodes system witk—1 faulty nodes. o
300 - .
200 -
In the first testing round after the events, node 0 1001
diagnoses the events that occurred at its sonall dse o
. 01 2 3 45 6 7 8 9 10 11 12 13 14 15 16
other nodes do. In the second testing round node 0O Amount of Fault-Free Nodes

diagnoses the events that occurred at the soris sbms
through its sons, and son on until the entire sysie
diagnosed.

Figure 9. Number of tests executed in the system.

Table 2 shows the amount of events node 0 diagnoses |n figure 9 the continuous line depicts the numbler

per testing round.

1C

tests executed in the system for the different artsoof
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fault-free nodes; the dashed line shows the thieatet
worst case of the number of tests according torémed.
As shown in the figure, the real number of testpined
is smaller than the theoretical maximum numberesfst
predicted in theorem 3.

Figure 10.The situation with the maximum
quantity of tests.

that, at least one of the two nodes is faulty, darninot
identify which one.

When a fault-free node is tested, the tester obtain
diagnostic information about the entire cluster thé
tested node. Clusters contdif?2 nodes. To allow nodes
to determine the order in which events were detedtte
algorithm employs timestamps.

The new algorithm’s latency isg,N testing rounds.
A testing round is defined as the period of timat thll
fault-free nodes need to obtain diagnostic inforomat
about all nodes of the system.

The maximum number of tests in the syster®(s®)
tests per testing round. The algorithm N-1-
diagnosable, i.e., if there are upNe-l faulty nodes in
the system, the fault-free nodes still achievecitraplete
correct diagnosis.

A practical tool for faulty management of computer
networks applications based on theCompalgorithm is
one of the main objectives for future work.

As shown in figure 10 the largest amount of testsReferences

occurs when there are only four fault-free nodeshim

system. InHi-Compa node executes tests in the system

until it finds two fault-free nodes. Nodes wereaaged
as shown in figure 10; this situation forces alllfdree
nodes to execute the largest number of tests tbtfio

fault-free nodes. For example, node 0 needs toatést
nodes between nodes 1 and 14, sending tasks tgaach

of nodes in this interval, until tests the pairnfi@d by
nodes 1 and 14. All fault-free nodes repeat thigason,
raising the number of tests to its maximum.

This results confirm the suspicion that the maximum

number of tests in the system is less tBéN°).

6. Conclusion

This paper presented the distributed comparison- [5]

based model in which thedi-Comp (Hierarchical

Comparison-based Adaptive Distributed System-Level
is the first

Diagnosi§ algorithm is based. This
hierarchical, distributed and comparison-basedrétgua.

Nodes running  comparison-based
algorithms execute tests by comparing tasks reshits

Hi-Comp nodes must test other nodes to achieve the [7]

complete diagnosis. A tester sends a task to twiesio

Each of these nodes executes this task and semds it

output to the tester. The tester receives and caaphe

two outputs; if the comparison produces a matck, th [8]

tester assume that the two nodes are fault-freejftthe

comparison produces a mismatch, the tester comssider

diagnosis
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